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PREFACE

It is a real pleasure to write a foreword for this very important and timely report, which, based on a large 
review of the peer-reviewed and grey literature, provides an excellent overview of a very dynamic and, in 
some areas, overwhelmingly rapidly developing area of research and implementation: digital health. By 
first defining digital health, the digital health system architecture and its components, this report provides 
the deep context in which the resources evaluated are placed. The report provides an excellent overview 
of the development - or rather evolution - of terms, concepts and definitions in the field of digital health 
over the last 20 years, from electronic health (eHealth) and mobile health (mHealth) to digital health. This 
systematic approach is the basis for understanding how guidelines and frameworks, as well as specific 
tools, fit into digital health systems and which stakeholders need to be empowered. In addition, the authors 
make a good distinction between digital health and digital public health, the latter being a more recent 
term. While digital health refers to the operational scope and impact of technology on individuals, digital 
public health targets communities and populations. 

Key findings are that low- and middle-income countries will benefit most from the evolution of digital health, 
and that digital public goods for health have become indispensable. More importantly, they identify gaps 
that need to be addressed in the near future: the obvious challenge of harmonization, the plea for a more 
focused development of clear indicators for digital health, focusing on impact and economic value, as well 
as the issue of equity, gender and inclusion. It also clearly identifies the issue that, from my personal ex-
perience, is of paramount importance: addressing the digital health literacy of health workers. 

Based on their findings, the authors make six recommendations: (1) harmonize approaches, (2) fill gaps, 
(3) develop targeted guidelines for training programs, (4) align global standards, (5) embrace inclusive 
development, and (6) generate strategic evidence. It goes without saying that resources should be prior-
itized to serve these goals.

For all those working in the field of digital global and public health, this document will be a reference for 
all future efforts, as it takes into account the impressive work of so many stakeholders worldwide. The list 
of guidelines, frameworks and tool applications is itself an impressive reference. To the right, the authors 
refer to the coordination and leadership of the World Health Organization (WHO). Accordingly, the authors 
promote the WHO’s definition of digital health: Digital health, a broad umbrella term encompassing eHealth 
(which includes mHealth) as well as emerging areas such as the use of advanced computer science in ‘big 
data’, genomics and artificial intelligence (AI). It encompasses the field of knowledge and practice relat-
ed to all aspects of using digital technologies to improve health (WHO. Global Strategy for Digital Health 
2020-2025. Geneva: World Health Organization, 2021).

This report is part of the Digital Innovation in Pandemic Control (DIPC) initiative, funded by the German 
Federal Ministry for Economic Cooperation and Development (BMZ) and implemented by the Deutsche Ge-
sellschaft für Internationale Zusammenarbeit (GIZ). It was written by seven authors, five from the Centre 
for International Health Protection at the Robert Koch Institute (RKI) and two from GIZ - a good example 
of the inter-ministerial cooperation that is so urgently needed. Health-in-all policies are the foundation of 
policy frameworks that are the basis for a fruitful and prosperous development of digital health - we need 
more of them. Indeed, this document provides a comprehensive overview and assessment of the current 
landscape of digital health policies, frameworks and tools. I am pleased to have had the opportunity to 
provide a foreword to this report, as it will serve as a foundation for much future work for the common 
good of health.

Lothar H. Wieler, H
Potsdam, 31 July 2024
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LIST OF ACRONYMS

AI  
Artificial Intelligence 

BMZ 
Bundesministerin für Wirtschaftliche Zusammenar-
beit und Entwicklung 

DAK 
Digital Adaptation Kit 

DH 
Digital Health 

DHA 
Digital Health Atlas 

DHEA 
Digital Health Enterprise Architecture 

DHI 
Digital Health Intervention 

DHP 
Digital Health Platform 

DICE 
Digital Centre for Excellence 

DIPC 
Digital Innovation in Pandemic Control 

DiPH 
Digital Public Health 

DLA 
Digital Landscape Assessment 

DPG 
Digital Public Good 

DPI 
Digital Public Infrastructure 

DPI-H 
Digital Public Infrastructure for Health 

GPGH 
Global Public Goods for Health 

DPPA 
Digital Pandemic Preparedness Assessment Tool 

EDIT 
Early Stage Digital Investment Tool 

EPI 
Expanded Program on Immunization 

FHIR 
Fast Healthcare Interoperability Resource 

GDHM 
Global Digital Health Monitor 

GIZ 
Gesellschaft für Internationale Zusammenarbeit 

HIC 
High Income Country 

HIE 
Health Information Exchange 

HIS 
Health Information System 

HL7 
Health Level Seven International  

HW 
Health Worker 

HWF 
Health Workforce 

ICT 
Information and Communication Technology  

IMCI 
Integrated Management of Childhood Illness  

IT 
Information Technology  

ITU 
International Telecommunication Union 
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LMICs 
Low-Middle Income Countries 

LMMs 
Large Multi-Modal Models 

MAT 
Maturity Assessment Tool 

M&E
Monitor & Evaluation 

MoH 
Ministry of Health 

NICE 
National Institute for Health and Care Excellence 

PAHO 
Panamerican Health Organization 

PATH 
Program for Appropriate Technology in Health 

SDGs 
Sustainable Development Goals 

SMART 
Standards-based, machine-readable, adaptive, re-
quirements-based, and testable 

UN 
United Nations 

UNDP 
United Nations Development Programme 

USAID 
U.S. Agency for International Development 

UHC 
Universal Health Coverage 

WHO 
World Health Organization 

WP 
Work Package 
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GLOSSARY

Artificial Intelligence. (AI) is the term used to describe the use of computers and technology to simulate 
intelligent behavior and critical thinking comparable to a human being1. 

Digital Health. A broad umbrella term encompassing eHealth (which includes mHealth), as well as emerg-
ing areas, such as the use of advanced computing sciences in ‘big data’, genomics and artificial intelligence 
(AI). It captures the field of knowledge and practice associated with any aspect of adopting digital tech-
nologies to improve health2. 

Digital Health Ecosystem. The combined set of digital health components representing the enabling en-
vironment, foundational architecture and ICT capabilities available in a given context or country3. 

Digital Health Enterprise. The business processes, data, systems and technologies used to support the 
operations of the health system, including the digital health applications, point-of-service software appli-
cations, other software, devices, hardware, standards, governance and underlying information infrastruc-
ture (such as the digital health platform) functioning in a purposeful and unified manner. The Digital imple-
mentation Investment Guide distinguishes between four different types of digital health enterprise system 
architectures along a continuum of maturity: siloed, ball of mud, integrated and exchanged3. 

Digital Health Intervention. A discrete technology function designed to achieve a specific objective ad-
dressing a health system challenge in order to improve a health program process and help strengthen the 
overall health system4. 

Digital Health Platform. A shared digital health information infrastructure (infostructure) on which digital 
health applications are built to support consistent and efficient healthcare delivery. The infostructure com-
prises an integrated set of common and reusable components that support a diverse set of digital health 
applications. The components consist of software and shared information resources to support integra-
tion, data definitions and exchange standards for interoperability and to enable the use of point-of-service 
applications across health program areas and use cases3. 

Digital Health Programing. For the purpose of this review, “digital health programing” refers to the collec-
tive activities, projects, programs, or initiatives undertaken by governmental, non-governmental, private 
sector, or collaborative entities to advance information and communication technology (ICT) solutions in 
the health sector. In our definition, this encompasses strategic planning, development, implementation, 
and management of digital technologies within health systems aimed at enhancing healthcare and public 
health services. Digital health programing involves efforts to improve digital public infrastructure, ensure 
interoperability for seamless data exchanges, and establish robust digital health governance frameworks. 
Additionally, it includes ICT capacity building and the integration of gender, equity, and inclusion approach-
es into digital health initiatives.  

Digital Public Health Intervention. addresses at least one essential Public Health function through digi-
tal means. Applying a framework for functional classification and stratification categorizes its interaction 
level with the user. The developmental process of a digital public health intervention includes the user 
perspective by applying participatory methods to support its effectiveness and implementation with the 
goal to achieve a population health impact5. 

Digital Public Infrastructure for Health. Is conceptualized as the health-specific components of a coun-
try’s digital infrastructure that enable an ecosystem of inclusive, scaled, user-driven digital applications 
in a health system6. 
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Digital Public Goods. Are open source software, open data, open AI models, open standards and open 
content that adhere to the DPG Standard and are of high relevance for attainment of the UN’s 2030 Sus-
tainable Development Goals (SDGs)7. 

Electronic Health (eHealth). “The use of information and communications technology in support of health 
and health-related fields”8. 

Enabling Environment. Attitudes, actions, policies and practices that stimulate and support effective and 
efficient functioning of organizations, individuals and programs. The enabling environment includes legal, 
regulatory and policy frameworks and political, sociocultural, institutional and economic factors3. 

Global Goods. A refined category of Digital Public Goods (DPGs), characterized by their maturity in scale, 
diversified funding, and proven efficacy. A “mature” digital health software global good is typically iden-
tified as Free and Open Source Software (FOSS), backed by a strong community, governed by clear and 
structured rules, financially supported through various means, extensively implemented across multiple 
countries, proven effective in its applications, engineered for interoperability, and acknowledged as a stan-
dard application within its domain3. 

Health Information Exchange. The mobilization of health care information electronically across organiza-
tions within a region, community or hospital system. Participants in data exchange are called in the aggre-
gate Health Information Networks (HIN). In practice, the term HIE may also refer to the health information 
organization (HIO) that facilitates the exchange. The goal of HIE is to facilitate access to and retrieval of 
clinical data to provide to public health authorities in analyses of the health of the population9. 

Health System Challenges. Are various needs and obstacles that hinder the optimal performance of health 
systems. It identifies broad issues that can be mitigated through the implementation of digital health in-
terventions. Program planners can use this framework as a foundation to identify specific bottlenecks or 
pain points within a health program. This process helps in selecting the most suitable digital health inter-
ventions to address those challenges effectively4. 

Implementation Research. Research that “seeks to understand and work in real-world or usual practice 
settings, paying particular attention to the audience that will use the research, the context in which imple-
mentation occurs, and the factors that influence implementation”10. 

Indicators. A “quantitative or qualitative factor or variable that provides a simple and reliable means to 
measure achievement, to reflect the changes connected to an intervention or to help assess the perfor-
mance of a development actor”11. 

Interoperability. The ability of two or more information systems or components to exchange information 
based on standards, and to use the information that is exchanged. Interoperability enables different Health 
Information Systems to work together in and across organizational boundaries to advance the health status 
of individuals and communities and the effective delivery of healthcare to them (Healthcare Information 
and Management Systems Society)12. 

Large Multi-Modal Models. LMMs (including large language models), which, for use in health care and 
medicine, are trained with highly diverse datasets, extending beyond text, and include biosensor, genomic, 
epigenomic, proteomic, imaging, clinical, social and environmental data (3). LMMs can accept more than 
one type of input and generate outputs that are not limited to the type of data entered. 13 

Mobile Health (mHealth). The use of mobile and wireless technologies to support the achievement of 
health objectives14.  

The “Know-Do” Gap. In implementation science, the “know-do” gap refers to the disparity between what 
is known from research and evidence-based practices (the “know”) and what is actually implemented and 
practiced in real-world settings (the “do”). This gap highlights the challenges and barriers that prevent 
the effective translation of knowledge into action, leading to a lack of application of proven interventions, 
guidelines, and best practices in everyday practice and policy. Addressing the “know-do” gap involves 
identifying and overcoming these barriers to ensure that scientific knowledge is effectively integrated into 
health systems and improves outcomes. 

https://sdgs.un.org/goals
https://sdgs.un.org/goals
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Introduction
Healthcare systems are increasingly adopting digital 
technologies to enhance agility, operational efficien-
cy, and patient experiences. This transformation, 
through tools such as unified digital platforms, mo-
bile applications, and telehealth, offers significant 
benefits, particularly for Low-and Middle-Income 
Countries (LMIC). These include improved access 
to healthcare services, especially in remote areas, 
better safety and quality of care, increased health 
workforce productivity, and higher service uptake. 
Effectively designed and implemented digital tech-
nologies can also increase efficiency, reduce service 
delivery costs, enable swift public health informa-
tion sharing, and improve program and health sys-
tem monitoring. Additionally, digital health has the 
potential to address universal health coverage chal-
lenges by impacting various health system aspects. 

The World Health Organization (WHO) recognizes 
the power of Information and Communication Tech-
nology (ICT) in accelerating advancements across 
health-related Sustainable Development Goals 
(SDG) as outlined in its “Global Strategy on Digital 
Health 2020-2025”. This strategy set the vision, 
objectives, and a framework for action and imple-
mentation of ICT to advance digital health globally 
and at national levels.  The COVID-19 pandemic has 
notably accelerated digital health adoption, which 
highlights its importance in strengthening health 
systems, preventing disease, and enhancing global 
service delivery. However, challenges persist, such 
as the need for effective assessment and integration 
of new technologies, data unification in health care 
records, and the provision of adequate clinical sup-
port for digital tools2.

Digital Innovation in Pandemic Control 
(DIPC) Initiative

This review has been conducted as part of the Dig-
ital Innovation in Pandemic Control (DIPC) initia-
tive, funded by the German Ministry for Cooperation 
(BMZ) and implemented by the German Develop-
ment Cooperation (GIZ). DIPC focuses on strength-
ening pandemic response and vaccine delivery 

EXECUTIVE SUMMARY 

systems in Ghana, Malawi, Peru, Sierra Leone, and 
Tanzania. Its four key work packages are 1) assess-
ing the countries’ digital health ecosystems, 2) de-
veloping digital solutions to support vaccine deliv-
ery, 3) enhancing ICT and health workforce digital 
capacity, 4) project evaluation and evidence gener-
ation. DIPC is also involved in global efforts beyond 
its project countries, such as developing IT training 
curricula and advancing digital health standards. In-
tegral to a broader strategy, it supports digital solu-
tions for future pandemics and contributes to wider 
digital health knowledge.  

Purpose of the Report

The review aims to provide a comprehensive over-
view and assessment of the current landscape of 
digital health guidelines, frameworks, and tools. 
By first defining digital health and the digital health 
system architecture and its components, the review 
seeks to provide the theoretical context in which the 
evaluated resources are positioned.  

To provide specific findings on the landscape of re-
sources relevant to digital health programing, along-
side identified gaps and challenges, the review of 
guidelines, frameworks and tools is structured 
around eleven digital health programing-relevant 
topics 1. Digital Landscape Assessments (DLAs), 2. 
Regulation, Strategy & Policy Formation, 3. Solution 
Design & Development, 4. Integration & Interop-
erability, 5. Scaling up, 6. Monitoring & Evaluation 
(M&E), 7. Sustainability & Financing and as well as 
8. Gender, Equity & Inclusion, 9. Capacity Strength-
ening, 10. Technical Standards for Developers and 
11. Digitizing Immunization Programs. This report 
also examines potential future scenarios related to 
Digital Health (DH) and the ethical issues that may 
arise with the adoption of ICT in healthcare. 

Following this structure, this review aims to pro-
vide readers with an informative summary of avail-
able normative resources to encourage uptake and 
adoption of guidelines, frameworks and tools. This 
is to foster a more harmonized approach to digitizing 
health systems, which in turn would strengthen the 
impact of DH at the national level and globally.  At 
the same time, by highlighting gaps and challenges 

https://www.who.int/publications/i/item/9789240020924
https://www.who.int/publications/i/item/9789240020924
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in the landscape of resources, this review seeks 
to encourage research for evidence-sparse topics, 
and the development of evidence-based guidelines, 
frameworks and toolkits for aspects of digital health 
development, that are currently lacking resources.

Target Audience 

This review is relevant for policy makers, digital 
health planners and implementers, by providing an 
overview of resources that are available to them. It 
also holds relevance for researchers offering a de-
tailed analysis of frameworks and toolkits that can 
guide practical implementation and research and by 
highlighting evidence-gaps, which can steer future 
study.   

Methodology
The methodology employed a comprehensive search 
strategy relevant to digital health guidelines, frame-
works and toolkits, spanning across the 11 topical 
areas of this review. Key sources of information in-
cluded online search platforms (Google, Google 
Scholar), scientific journal repositories (PubMed, 
EMBASE), and websites, specialist blogs and publi-
cations from governmental and non-governmental 
organizations. This approach was designed to cap-
ture a broad spectrum of the digital health sphere, 
including peer-reviewed articles and grey literature. 

The review process involved an initial screening of 
texts relevant to digital health at the public health 
or health system level. The focus was on literature 
that provided background on digital health, including 
definitions, development of terms, and the makeup 
of digital health systems. Guidelines, frameworks 
and tools aligning with global strategies, such as 
WHO’s Global Strategy on Digital Health 2020-2025 
were included. The emphasis was on resources fos-
tering the digitization of health systems in LMICs, 
aligned with digital health development phases and 
system architecture.  

The review and analysis process encompassed four 
stages: 1) Search, appraisal and selection of rele-
vant resources, 2) Summarizing of each selected re-
source, 3) Evaluation of resources’ fit into the wider 
digital health development and health system con-
text, and 4) Evaluation of the landscape of resources 
for each of the 11 topical areas.  

Findings of the review are presented by first de-
scribing the relevant guidelines, frameworks and 
tools for the respective topic area, then a summary 
of the topic-area specific findings on the landscape 

of guidelines, frameworks and tools is provided and 
last, a synopsis of each resource reviewed is includ-
ed in tabular format. More extensive descriptions 
and of the resources are given as part of the annex. 

Results
Definitions and Concepts for Digital 
Health Systems 

In this section, we provide definitions for digital 
health and explore the concept of digital public 
health. We discuss the architecture of digital health 
systems, including their commonly used compo-
nents and frameworks in development of digital 
health systems. Additionally, we present the rele-
vance of our findings from reviewing selected guide-
lines, tools, and frameworks according to thematic 
areas within digital health programing. 

The evolution from electronic Health (eHealth) to 
digital health reflects the field’s growing complexity 
and diversity. Initially focused on medical informat-
ics and health data digitization, the scope expanded 
to include mobile Health (mHealth) and advanced ar-
eas like “big data” and Artificial Intelligence (AI). To-
day, digital health encompasses eHealth, mHealth, 
and emerging technologies, emphasizing the use of 
digital tools to improve health outcomes. However, 
precisely defining digital health is challenging due to 
its vast scope and countless circulating definitions 
of the term, which draws attention to the need for 
common language and comprehension. The review 
did show that the term increasingly focuses on us-
ing technology to enhance individual and popula-
tion health, going beyond just disease treatment to 
include intelligent processing of clinical and genetic 
data.  

In digital health, a key distinction lies in the opera-
tional scope and impact of technologies at either the 
individual user level or for advancing public health 
goals. While many tools focus on personal health 
management, like tracking physical activities or 
monitoring health parameters, they might not sig-
nificantly impact community or population health. 
The review highlights that Digital Public Health 
(DiPH) has emerged as a distinct field, focusing on 
technologies that address public and community 
health needs, including Electronic Medical Records 
(EMR), disease surveillance, and vaccination remind-
ers. DiPH, positioned at the population level, spans 
across eHealth and mHealth domains, encompass-
ing prevention, health promotion, and healthcare 
management. Defining DiPH presents challenges, 
but Digital Public Health Interventions (DPHIs) were 

https://www.who.int/publications/i/item/9789240020924
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postulated as addressing essential public health 
functions through digital means, emphasizing user 
interaction and participatory methods to ensure ef-
fectiveness and population health impact. 

The Architecture of Digital Health 
Systems 

To allow for the positioning of guidelines, frame-
works and tools for digital health programs into 
the structure of a digital health system, the review 
outlines its architecture and describes the rele-
vant components essential for implementing effec-
tive digital health interventions (DHIs). The review 
summarizes several concepts, including DHIs, the 
composition of an eHealth system, including its sev-
en building blocks, Digital Public Infrastructure for 
Health as well as the digital health enterprise and 
the corresponding system architectures of Siloed, 
Monolithic Unarchitected Software Distributions 
(MUD), Integrated, and Exchanged systems, each 
representing different stages of maturity in digital 
health implementation. Last, the review describes 
Digital Health Interventions and how they are posi-
tioned within the broader digital health system. 

The review also describes the digital health archi-
tecture framework or blueprint for national Health 
Information Exchange (HIE) systems, and introduc-
es OpenHIE as a modular approach to unify health 
information.  

Digital Public Goods for Health  

The review also emphasizes the role of Digital Pub-
lic Goods for Health (DPGH) in health system dig-
itization. These are accessible resources, such as 
open-source software and open data sets, meeting 
United Nations (UN) criteria for Digital Public Goods 
(DPGs), including SDGs relevance, open licenses, 
and privacy law adherence. Digital Square’s Global 
Goods Guidebook classifies digital health applica-
tions as DPGs, highlighting the importance of e.g., 
open-source status and interoperability. However, 
the review also notes challenges in funding DPGH, 
for which the Peace Research Institute Oslo propos-
es a Global Public Investment Framework for more 
inclusive financing of these goods, focusing on col-
lective responsibility and democratic governance to 
enhance contributions, crucial for achieving Univer-
sal Health Coverage (UHC) and the 2030 SDGs, par-
ticularly in LMICs. 

Guidelines, Frameworks and Tools for 
Digital Health Programing 

The review goes on to detail the critical role guide-
lines, frameworks and tools in directing the develop-
ment and application of digital technologies in health 
systems. A synopsis on the evolution of DH guide-
lines over the past decade is provided and reflects 
the rapid growth and transformation of the sector. 
Early efforts in guideline development focused on 
eHealth, initially aimed at digitizing health data and 
creating Health Information Systems (HIS). The 
period between 2012 and 2022 brought important 
achievements in digital health with the introduction 
of the Principles for Digital Development in 2012 and 
the release of advanced AI tools like ChatGPT4 in 
2022.  

The report provides a brief overview of univer-
sal principles such as standardization, quality and 
safety, interoperability, regulatory compliance 
and scalability and sustainability, which should 
form the foundation of resources for digital health 
development.  

Following an introduction to the structuring of the 
review of resources according to 11 thematic areas 
relevant for digital health development, the review 
goes on to present the findings for each of these 
topics.  

Digital Landscape Assessments 

The review of guidelines, frameworks and toolkits 
for Digital Landscape Assessments (DLA) highlights 
DLAs as a critical first step for digital health projects 
and national initiatives to obtain a comprehensive 
overview of a nation’s DH infrastructure challenges, 
existing policies, and integration into the healthcare 
system.  

Fifteen resources guiding DLAs were reviewed and 
findings show that each tool brings a unique per-
spective and methodology, focusing on areas like in-
frastructure, interoperability, governance, and ser-
vice delivery. Findings also highlight that the tools 
vary in scope considerably, from evaluating broader 
digital ecosystems to specific aspects like interoper-
ability. A variety of methodologies are employed in 
DLAs, often blending different approaches to meet 
specific country needs. The review shows that while 
this flexibility can be helpful, it also raises the risk of 
non-harmonized outcomes. Thus, harmonizing DLA 
guidelines and tools is crucial for streamlining digital 
health efforts globally. Such efforts are underway, 
examples including the ongoing work of technical 
experts of the Digital Health & Interoperability Work-
ing Group – Maturity Model Small Working Groups 

https://digitalprinciples.org/
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(WHO-hosted Health Data Collaborative), and me-
ta-instruments such as the Digital Health Profile 
and Maturity Assessment Toolkit (DHPMAT) and 
Digital Square’s Navigator for Digital Health Capa-
bility Models. Alongside this challenge, the review 
highlights the importance of country leadership for 
DLA and national ownership of assessment results, 
the need to build on existing national digital health 
landscape information and the value of adding DLA 
results to the evolving global digital health resource 
infrastructure.  

Regulation, Strategy and Policy 
Formation 

Developing digital health policies and strategies is 
essential for governments to enhance healthcare ac-
cess and quality. Policies ensure the broader reach 
of digital health tools, promote equity, and increase 
the efficiency of healthcare delivery to only name 
some.  

The review highlights the “WHO’s National eHealth 
Strategy toolkit” as a key guideline for developing 
national eHealth strategies. Despite its age, the tool-
kit’s principles of stakeholder engagement, clear vi-
sion, and strategic objectives remain relevant. It is 
adaptable to different contexts and technological 
changes, focusing on governance, comprehensive 
planning, and stakeholder inclusivity.  

Solution Design & Development 

The third topic relevant to digital health programing 
concerns guidelines for digital health solution design 
and development, which is crucial for creating effec-
tive, safe, user-friendly, and legally compliant tools. 
The review focused on three key resources that 
guide digital health design and development, em-
phasizing human-centered approaches: 1. UNICEF’s 
“Interventions for Lasting Impact: A Human-Cen-
tered Guide to Digital Health Deployments”, 2. Col-
laborative Requirements Development Methodology 
(CRDM) - Essential for developing impactful digital 
solutions and 3. WHO SMART Guidelines. The appli-
cation of these guidelines should be contextualized 
within broader frameworks targeting aspects like 
interoperability and regulatory compliance. WHO’s 
“Digital Implementation Investment Guide” pro-
vides additional guidance. 

WHO SMART guidelines approach is particularly 
significant for converting clinical guidelines from 
paper to digital formats within national health sys-
tems, facilitating seamless information exchange 
across health sectors. Their role in the digitization 
of health systems is elevated, with potential impacts 

on clinical decision-making, public health planning, 
research, and population health outcomes. 

Integration & Interoperability 

The rapid digitalization in healthcare necessitates 
integrated and interoperable digital solutions to ad-
dress challenges in data collection, quality, and sys-
tem efficiency. Interoperability is key for seamless 
patient data exchange, enhancing care coordination, 
reducing errors, and supporting public health sur-
veillance and decision-making. 

Findings show that, in LMICs, fragmented digital 
health investments have led to siloed systems and 
there are several resources to address this issue. 
WHO’s “Digital Health Platform Handbook” for de-
velopers, PATH/Digital Square’s “Harmonizing Digital 
Health Assessment Tools” and MEASURE Evalua-
tion’s “Health Information Systems Interoperability 
Maturity Toolkit” and “Maturity Models and HIS In-
teroperability Toolkit Users Guide” evaluate health 
system interoperability and are crucial for nation-
al digital landscape assessments. Also, the Health 
Level Seven International (HL7) Fast Healthcare In-
teroperability Resource (FHIR) standard is increas-
ingly used for healthcare data exchange, and sup-
ported by resources like the SMART guidelines. 

Scaling up 

Scaling digital health initiatives is key to enhancing 
healthcare access and equity, especially in under-
served areas. It leads to improved health outcomes, 
cost reductions, and more comprehensive data for 
research. Scalable solutions are essential in public 
health emergencies and for integrating digital health 
into national policies. However, successful scale-up 
is challenging, with many initiatives not advancing 
beyond pilot stages.  

The WHO/ITU’s National eHealth Strategy Toolkit 
outlines essential conditions for scaling eHealth 
strategies, including conducive policy environments 
and adequate technology infrastructure. The WHO 
mHealth Assessment and Planning for Scale (MAPS) 
toolkit offers comprehensive guidelines for scaling 
digital health programs. As part of the review, key 
factors for scale-up were identified from the litera-
ture that are to guide DH stakeholders in the scale-
up process. These include intrinsic program charac-
teristics addressing practical needs, human factors 
involving stakeholder engagement and training, 
technical simplicity, interoperability, and adaptabil-
ity, alignment with broader healthcare policies for 
sustainable funding and consideration of the extrin-
sic ecosystem, including infrastructure. 

https://lib.digitalsquare.io/collections/9f911fc3-6b23-4cdc-b675-2d513585b7cf
https://lib.digitalsquare.io/collections/9f911fc3-6b23-4cdc-b675-2d513585b7cf
https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://www.unicef.org/innovation/reports/designing-digital-interventions-lasting-impact
https://www.unicef.org/innovation/reports/designing-digital-interventions-lasting-impact
https://media.path.org/documents/CRDM_Participants_Guide_Overview_1.pdf
https://media.path.org/documents/CRDM_Participants_Guide_Overview_1.pdf
https://media.path.org/documents/CRDM_Participants_Guide_Overview_1.pdf
https://www.measureevaluation.org/tools/health-information-systems-interoperability-toolkit.html
https://www.measureevaluation.org/tools/health-information-systems-interoperability-toolkit.html
https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://apps.who.int/iris/handle/10665/185238
https://apps.who.int/iris/handle/10665/185238
https://apps.who.int/iris/handle/10665/185238
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Monitoring & Evaluation 

Monitoring and Evaluation (M&E) in digital health is 
essential for assessing whether digital health tech-
nologies meet their goals, identifying and resolving 
issues, and informing resource allocation for opti-
mal impact. M&E ensures accountability and con-
tinuous improvement of digital health interventions. 
It also helps identify barriers to adoption, tracks 
user trends and satisfaction, and informs ongoing 
program success. Data from M&E activities fuel re-
search and innovation in digital health. However, 
M&E in DH requires considerations distinct from 
non-digital projects due to the dynamic nature of 
digital health programs, which evolve through vari-
ous stages of maturity. Initial phases focus on align-
ment with needs, technical functionality, and feasi-
bility, progressing to user satisfaction, effectiveness, 
impact, and cost-effectiveness evaluation. Four key 
resources were identified from this review that can 
provide valuable suggestions for implementing eval-
uations and monitoring activities at different digital 
health development stages, aiding program plan-
ners, implementers, and monitoring teams in navi-
gating digital health program cycles. However, one 
of the main challenges pertains to suitable indica-
tors for DH, which is a topic of ongoing discussion 
and continued work.   

Sustainability & Financing 

Findings from this review highlight that financing dig-
ital health initiatives requires sustainable, long-term 
funding models, incorporating government support, 
private investments, and public-private partner-
ships. Understanding digital health investments’ 
long-term value is key for justifying resource allo-
cation. The review shows that a significant challenge 
lies in the lack of comprehensive economic evalua-
tions, which makes evidence-based decision-making 
difficult for policymakers and funders, especially in 
LMICs where resources are limited. This gap also 
makes it difficult to develop guidelines that accu-
rately reflect economic realities and potential re-
turns on investment in digital health. Particularly in 
LMICs, strategic decisions on scaling are crucial due 
to substantial opportunity costs in a resource-lim-
ited environment. However, these gaps have been 
recognized and five resources have been identified 
to assist government, digital health planners, donors 
and investors.  

Gender, Equity, Inclusion & Ethics 

Digital health technologies risk reinforcing or creat-
ing disparities, which highlights the importance of in-
tegrating Gender Equity and Inclusion (GEI) into dig-
ital health planning, implementation, and scale-up. 

The review emphasizes that digital inclusion, crucial 
for equitable healthcare access, involves creating 
culturally sensitive tools and providing resources in 
various languages and formats. Efforts to achieve 
digital inclusion encompass affordable internet, ap-
propriate devices, digital literacy training, technical 
support, and inclusive online content. 

The review identified nine key resources address-
ing various aspects of Gender, Equity, Inclusion & 
Ethics in digital health. These resources range from 
theoretical frameworks to practical design and im-
plementation guidelines, including UNICEF’s hu-
man-centered guide, but also WHO’s Guidance on 
ethics and governance for artificial intelligence in 
Health. However, there is a notable lack of compre-
hensive resources that address GEI in digital health 
in its entirety, guiding policy makers and practi-
tioners through evidence-based, user group-spe-
cific needs and the integration of the inclusion lens 
in digital health programing. 

Capacity Strengthening 

Empowering healthcare staff in all aspects of health 
ICT systems is crucial for the effective utilization, 
maintenance, and evolution of digital tools and sys-
tems. Capacity strengthening is essential for per-
sonnel to use digital tools effectively and integrate 
them into health systems, promoting sustainability 
and reducing reliance on external organizations. Ca-
pacity strengthening also addresses digital dispari-
ties, whilst offering targeted training to marginalized 
groups, which can contribute to economic growth 
and development in the healthcare sector.  

Findings highlight that despite the recognized im-
portance of strengthening digital knowledge and 
skills, there is a notable lack of targeted guidelines 
and frameworks for developing digital literacy and 
competency training programs for healthcare work-
ers (HW) and ICT staff in the health care sector. This 
gap is particularly evident in LMICs, where devel-
opers and implementers of training programs need 
evidence-based guidance.  

Only two resources were identified. These can be 
viewed as a starting point for future work and re-
search on the topic. One aids in outlining the sparse 
evidence base around using digital modalities for 
medical training of health care staff and the other 
provides some insides from the European health 
workforce on digital and ICT training needs, which 
are in part transferable to LMICs.  

The limited evidence base and challenges in digital 
education modalities complicate the formulation of 
robust guidelines for healthcare and ICT workers in 
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LMICs. Nevertheless, ongoing efforts are evident for 
addressing these gaps for example, in form of the 
GIZ’s DIPC initiative’s WP3, implemented by the Re-
genstrief Institute.  

Technical Standards for Developers 

The commercialization of digital health products in 
global markets requires adherence to specific stan-
dards to ensure user safety. Especially for complex 
digital solutions providing crucial health information, 
strict regulations are necessary to label these inter-
ventions as Software as a Medical Device. 

Four resources have been identified as significant 
in regulating and standardizing digital health tech-
nologies. The review also highlights some challeng-
es that may be difficult to overcome. These include, 
e.g., the challenge of different regions having varied 
frameworks, creating hurdles for developers releas-
ing products in multiple markets, thereby potentially 
hindering global digital health technology accessi-
bility. Also, keeping regulatory frameworks updated 
with technological advancements can be difficult, as 
this is risking outdated regulations that could stifle 
innovation or fail to address new safety concerns.  
Having said that, the review emphasizes that stan-
dards are crucial in shaping the digital health tech-
nology landscape, providing structures for safety, 
efficacy, and reliability. The challenge lies in ensuring 
these frameworks adapt to the fast-paced nature of 
technological advancements, harmonize across re-
gions, and balance rigor with flexibility to support 
innovation while safeguarding patient health. 

Digitizing Immunization Programs 

In the context of the DIPC initiative and its objec-
tives, this review also covers resources specifical-
ly designed for the digitization of vaccination pro-
grams. Such guides are important as they provide 
structured approaches to address challenges such 
as costing, target population identification, vaccina-
tion delivery strategies, and human resource man-
agement. The review showcases eight documents 
that address the above-mentioned points and aid 
in selecting appropriate digital tools and technol-
ogies for immunization programs as well as help to 
address vaccine hesitancy, improve vaccine cover-
age, and ensure interventions are user-centered and 
context-specific. 

Discussion  
This comprehensive review of digital health pro-
gram-relevant guidelines, frameworks, and tools 
reflects the significant evolution and diversification 

of digital health, and emphasizes the critical role of 
digital health as part of modern healthcare systems. 
This transformation is particularly vital for LMICs, of-
fering numerous benefits such as improved health-
care access, safety, and efficiency. The COVID-19 
pandemic has accelerated digital health adoption, 
which shows its potential in strengthening health 
systems and enhancing global service delivery. Yet, 
challenges in effective technology assessment, 
data unification, and clinical support for digital tools 
remain. 

Findings from this review highlights the field’s com-
plexity and the need for common language and com-
prehension. Understanding the architecture and 
components of digital health systems is crucial for 
implementing effective digital health interventions. 
Concepts like DHIs, eHealth system building blocks, 
and digital health enterprise system architectures 
play a significant role and for digital inclusion and 
accessibility, Digital Public Goods for Health have 
become indispensable.  

The landscape of resources, including guidelines, 
frameworks and tools has evolved considerably, es-
pecially over the past 11 years. Many of the foun-
dations exist to effectively guide decision-makers, 
planners, implementers and donors through the 
stages of digital health development for health sys-
tems. However, some gaps in the landscape were 
identified. As such, work on harmonizing tools and 
methods for DLAs needs to continue. For this, gov-
ernments, donors and implementers should share 
field experiences and country use cases to build 
on and contribute to this field of work. In terms of 
M&E, there is a need for evidence on process, im-
pact and on the economic value of DHIs. Thus M&E 
professionals need to adopt monitoring and evalu-
ation methods that address this gap. Moreover, fur-
ther work is needed to create useful indicators for 
digital health. Whilst the topic of Gender, Equity and 
Inclusion is increasingly mainstreamed into digital 
health programing and some resources exist, there 
is real need for further evidence on the topics and 
a unification of sources into a comprehensive guid-
ance document for users. Even less evolved is the 
evidence-base for digital literacy capacity strength-
ening for health workers and ICT professionals in 
LMICs, and consequently, the guidance available on 
the topic is also sparse. There is a need for rigorous 
research in this area as well as the development of 
resources for digital health professionals. 
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1. Harmonize Approaches: Encourage the 
development of harmonized guidelines and 
frameworks to foster a more unified ap-
proach to digitizing health systems globally. 

2. Address Gaps: Focus research and devel-
opment on evidence-sparse areas and cre-
ate comprehensive guidelines for aspects of 
digital health development currently lacking 
resources. 

3. Develop Targeted Guidelines for Training 
Programs: Develop specific guidelines and 
frameworks for digital literacy and compe-
tency training, particularly in LMICs, to en-
hance healthcare staff’s capacity in utilizing 
digital tools. 

4. Align Global Standards: Work towards 
aligning technical standards across regions 
and ensure they are adaptable to rapid tech-
nological changes. 

5. Adopt Inclusive Development: Prioritize 
the inclusion of diverse user groups and 
stakeholders in developing and implement-
ing digital health interventions. 

6. Generate Strategic Evidence: Continuously 
monitor and evaluate the processes, effec-
tiveness and impact of digital health inter-
ventions and share evidence widely. Guide-
lines and frameworks should be adapted 
accordingly. 

By following these recommendations, stakeholders can harness the full potential of digital health solu-
tions, thereby improving healthcare delivery, patient outcomes, and overall health system efficiency and 
effectiveness at the national and global level.

Conclusion   
This review sought to provide a comprehensive overview of the landscape of digital health program-rele-
vant guidelines, frameworks and tools. Whilst a systematic strategy was adopted to ensure completeness, 
the selection of resources in this review should not be considered as finite. Instead, in the fast-evolving 
context of digital health, revisions of existing guidelines and development of new ones is likely to occur at 
parallel pace.  

From this review a number of recommendations can be drawn for digital decision makers, planners, im-
plementers, donors and researchers.  
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Healthcare systems are undergoing digital transfor-
mation, with the aim of providing agility that will en-
hance, complement, and refine operational process-
es and improve patient experiences and outcomes. 
The traditional model of medical charting, assess-
ment, differential diagnosis, and treatment may be 
improved by tools such as unified digital platforms, 
mobile applications, and telehealth. Use of digital 
technologies for health has potential benefits like 
improving access to health care services 15-17 espe-
cially for those in inaccessible or remote areas 18-21, 
improvements in safety and quality of care 22, en-
hanced knowledge and access to health informa-
tion and communities leading to better productivity 
of the health workforce 23, and increased uptake of 
health services 24. Furthermore, if designed purpose-
fully and implemented in a cost-effective way, digital 
technologies can increase efficiency and reduce the 
cost of service delivery 25,26, facilitate swift transmis-
sion of public health information for timely decision 
making and enhance the capacity for monitoring the 
performance of programs and the health system as 
a whole 27-29. Other potential benefits include de-
tecting and addressing sociocultural, physical, and 
financial barriers to equitable access to health and 
digitalization of health insurance schemes which 
could make them more efficient 21. Digital health 
thus has the potential to become an engine for in-
novation to address challenges that hinder the es-
tablishment of universal health coverage (UHC) 30 
by impacting on all the six health system building 
blocks* once properly integrated 1, 2,31,32. 

The recent COVID-19 pandemic has accelerated the 
move towards digital health. It highlighted some of 
the major challenges within healthcare systems, the 
significance of digital health technology application 
to health and its potential to strengthen health sys-
tems, prevent disease and enhance service deliv-
ery at the global, national and sub-national level. 
However, important concerns remain. These include 
ensuring that new technologies are assessed effec-
tively and are introduced thoroughly, data are uni-
fied into care records, and, ultimately, digital tools 
are reinforced with appropriate clinical support 33. 

The Digital Innovation in Pandemic Control (DIPC) ini-
tiative is a German Ministry for Cooperation-funded 
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(BMZ) digital health project, that seeks to address 
country-specific and global challenges in health sys-
tems through digital solutions. Implemented by the 
German Development Cooperation (GIZ), DIPC focus 
is on pandemic response, in particular on strength-
ening vaccine delivery systems, in five LMIC coun-
tries: Ghana, Malawi, Peru, Sierra Leone and Tanza-
nia. DIPC comprises four working packages: 

1. Assessment of national digital health 
eco-systems 

2. Development of a software suite for man-
aging vaccination distribution based on the 
SMART Guidelines and/or enhance the in-
teroperability of current solutions through 
Fast Healthcare Interoperability Resource 
(FHIR)  

3. Strengthening of health and ICT workforce 
capacity 

4. Project evaluation and evidence generation 

Beyond the five target countries, DIPC also executes 
two global initiatives: the first is to develop a com-
prehensive training curriculum for IT profession-
als to support them in building and sustaining dig-
ital health systems; the second is to advance WHO 
SMART Guidelines Level 3 Software, utilizing the 
FHIR standards **. DIPC collaborates with four im-
plementation partner organizations, namely Digital 
Square (DS), the Pan American Health Organization 
(PAHO), UNICEF, and Regenstrief Institute to cre-
ate health system-level digital solutions in the five 
project countries. These initiatives are designed to 
bolster the preparedness and response of countries 
facing future pandemics through digitalizing vacci-
nation delivery systems. 

DIPC is an integral component of BMZ’s broader 
global strategy. This strategy aims to provide struc-
tural support to alleviate poverty and hunger, com-
bat the climate crisis, and foster a feminist devel-
opment policy. Worldwide, the strategy advocates 
for the development of digital public goods and in-
frastructure, encourages fair regulation of the digi-
tal economy, and fosters digital skills. Additionally, 
it supports tech start-ups, NGOs, and social enter-
prises, empowering them to innovate, scale, and 

*The six building blocks are: governance and leadership, health systems financing, service delivery, health workforce, health infor-
mation systems and access to essential medicines (including quality vaccines)
** FHIR (Fast Healthcare Interoperability Resource): FHIR is a healthcare interoperability standard designed to facilitate the elec-
tronic exchange of healthcare data across different systems within the healthcare sector. It provides a simplified implementation 
for data exchange between healthcare applications without compromising data integrity. Designed to meet the growing complexity 
of healthcare data, user expectations, and the need for a modern, internet-based approach, FHIR enables communication between 
different discrete components.
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successfully accelerate the implementation of their 
solutions34,35. 

As the fourth work package of DIPC (WP4), the Evi-
dence-based Public Health Unit (known for its Ger-
man acronym as ZIG 2) at the Centre for Interna-
tional Health Protection of the Robert Koch Institute 
has been contracted by GIZ to conduct the process 
evaluation of the DIPC initiative and  to generate ev-
idence in digital health in form of knowledge prod-
ucts that inform not only DIPC, but the digital health 
community, including academia, public health, inter-
national donors, implementers and developers more 
widely. This report forms part of this work.  

Purpose of the Review 

In recent years, there has been rapid, dynamic, but 
also heterogeneous development of digital technol-
ogy in the medical and wider Public Health Sector. 
Many DH tools now feature in everyday life whilst 
many more were rendered obsolete within a few 
short years after their development. The broad 
spectrum of tools and the rapid advancements in 
the sector demand a streamlined approach to de-
velopment and implementation of technology, espe-
cially in the digital public health sphere. In parallel, 
a significant body of evidence has been and contin-
ues to be generated at considerable pace in form of 
scientific peer-reviewed publications.  

This report aims to provide an overview of the cur-
rent landscape of guidelines, frameworks & tools rel-
evant for digital health programs and national digital 
health systems more widely and their application in 
LMICs. Whilst many of the resources and concepts 
presented here apply globally, the review is predom-
inantly addressing LMICs.  
The review begins by defining key terms in digital 
health and goes on to outline the theoretical archi-
tecture of digital health systems, which includes 
concepts such as the WHO’s buildings blocks of a 
digital health system, digital health enterprise sys-
tem and architecture, health information exchange, 
interventions. 

The overview of the key terms and definitions in dig-
ital health and the descriptions of the architecture 
and the components of digital health systems serves 
as the theoretical foundation for the subsequent 
chapter, which aims to provide a synthesis of key re-
sources (guidelines, frameworks and tools) designed 
to support and guide an integrated and systemat-
ic approach to development, implementation, and 
scale-up processes of digital health interventions, 
particularly in the public health sector.  

For those working in the DH sphere, the large num-
ber and breadth of resources to guide DH solution 
development can be challenging to navigate, and the 
variety of different frameworks, postulated meth-
ods and tools can be difficult to review and evaluate. 
Thus, this report can be used to gain an overview of 
the most relevant guidelines, frameworks and tools 
for DH available today, and it provides an analysis of 
what these resources offer.  

In addition, the purpose of the review is to serve as 
a repository (Annexes 1 to 12), enabling DH profes-
sionals to systematically select resources, accord-
ing to the planning, development or implementation 
stages they find themselves at or according to the 
thematic area they wish to address.  

This review has also identified gaps in the landscape 
of resources to guide DH. We found that in areas 
in which resources were lacking, the evidence base 
was often also sparse (e.g., capacity strengthening). 
In other areas, a considerable amount of evidence, 
as well as guidelines and tools existed, yet the avail-
able information requires further harmonization and 
practical learnings from implementation to optimize 
their utility and adoption (e.g., digital landscape 
assessments).  

Consequently, this means that research, and 
well-documented best practice experiences and 
use cases are needed to generate evidence, and ev-
idence is required to formulate guidelines. This doc-
ument highlights some of these under-studied or un-
der-documented areas, which can help researchers 
in defining research agendas. For those engaged in 
the development of normative resources, the iden-
tified gaps can help to orientate future efforts.  

Ideally, this review will encourage uptake and adop-
tion of guidelines, frameworks and toolkits, and 
thereby foster a more harmonized approach to the 
digitization of health systems, which would then in 
turn strengthen the impact of DH solutions on the 
health status of the population at the national level 
and beyond.  

Target Audience 

The topics covered in this report are important to 
better collocate DIPC in a rapidly growing and evolv-
ing digital world, and to ascertain the most relevant 
guidelines to steer and accompany the implemen-
tation of DIPC. Beyond DIPC, this report also holds 
relevance for policy makers, DH planners and imple-
menters, DH implementation researchers, and those 
engaged in the development of normative resources 
for DH mostly in LMICs. 
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For the purpose of this review, which stretches 
across a wide spectrum of the digital health sphere, 
we accessed a variety of sources of information, 
including generic online search platforms such 
as Google and Google Scholar as well as scientif-
ic journal repositories including PubMed and EM-
BASE. These repositories were accessed to obtain 
peer-reviewed articles, academic papers, and re-
search studies published by experts and research-
ers in the field. The sample of keywords used for the 
search included: ‘cellphone’, ‘smartphone’, ‘digital 
health’, ‘digitalization’, ‘mHealth’, ‘eHealth’, ‘mobile 
applications’, ‘decision support systems’, ‘software’, 
‘electronic health records’, ‘algorithms’ and ‘artifi-
cial intelligence’, ‘guidelines’, ‘regulatory standards’, 
‘tools and toolkits’, and ‘frameworks’.  

Additionally, we explored websites and publications 
from various governmental and non-governmental 
organizations (including business-oriented ones and 
developers) involved in healthcare, public health, 
and technology. These sources proved invaluable for 
obtaining information about the regulatory frame-
works, policies, and strategic initiatives surrounding 
digital health implementation at national and inter-
national levels, with focus on LMICs.  

The search strategy for grey literature on generic 
online platforms was based on seven focal topics, 
and three thematic areas relevant to digital health 
development (described in more detail overleaf), in-
cluding permutations and variations in terminology 
of:  1) ‘digital health landscape’ or ‘eco-system’, 2) 
formation of ‘regulations’, ‘strategies’ & ‘policies’, 3) 
‘solution design and development’, 4) ‘integration’ 
& ‘interoperability’, 5) ‘scaling up’, 6) ‘monitoring & 
evaluation’, and 7) ‘sustainability and financing’. 
Moreover, grey literature searches were performed 
on the thematic areas of ‘gender, equity and inclu-
sion’, ‘capacity strengthening’, and ‘technical stan-
dards for developers’ in the context of digital health.  
Lastly, given the DIPC Initiative’s emphasis on the 
digital immunization delivery in LMICs, a specif-
ic search was performed to identify resources that 
pertain to the digitization of immunization programs. 

2.1 Search Strategy 

2. METHODOLOGY 

There was a notable snowball effect in the search, 
as oftentimes the identification of one relevant re-
source, especially in the grey literature, lead to oth-
ers. The way in which the existing guideline land-
scape has been built, lends itself to this approach, 
as especially for some of the key texts, one resource 
builds on the other, or integrates elements of a third 
and cross-references back. Moreover, when a more 
in-depth enquiry into a particular topic was need-
ed, we actively engaged in direct exchanges with ex-
perts in the respective DH field.  

It should be highlighted that multiple resources in-
cluded in this review were published whilst this desk 
research was conducted, and another was published 
as a version 2.0 (WHOs Classification of digital in-
terventions, services and applications in health, 
2nd edition). This is characteristic of the fast-evolv-
ing realm of DH and thus, the resources included 
here must not be considered as finite. In addition, 
whilst we included the most relevant sources avail-
able to the best of our knowledge and as identifiable 
through the above described search strategy, we 
acknowledge that some resources may have been 
overlooked.  

A practical format of a review like the present, which 
would account for the fast-evolving nature of the 
sector, would therefore be a “living guide to guide-
lines for DH”, which could be continually updated 
and extended to accurately reflect the landscape of 
available resources going forward. 

https://www.who.int/publications/i/item/9789240081949
https://www.who.int/publications/i/item/9789240081949
https://www.who.int/publications/i/item/9789240081949


4

Navigating the Digital Health Ecosystem: A Review of Key Guidelines, Frameworks, and Tools

An initial sighting of all identified texts was con-
ducted and those considered relevant to DH at the 
public health or health system level were included 
for a more in-depth review. Literature on the back-
ground of DH, including definitions, the development 
of terms and information on the make-up of digital 
health systems were synthesized and summarized 
in the first part of the results chapter.  

With regards to the review of available DH guide-
lines, frameworks and tools, resources were includ-
ed if they aligned with the existing global strategies, 
for example WHO’s Global strategy on digital health 
2020 – 2025 and the Digital Development Princi-
ples. Moreover, included in the review were resourc-
es that have been developed or are recommended 
by WHO and other key organizations as relevant for 
fostering the digitization of health systems in LMICs 
and that are in alignment with the DH development 
phases and DH-system architecture described in 
Chapter one.   

The review and analysis of the guidelines, frame-
works and toolkits was conducted according to the 
following stages: 

Figure 1. Mapping of the seven phases to es-
tablish an integrated digital health ecosys-

tem and phase-specific guidelines, tools and 
frameworks (Source: WHO, 2020b) 

2.2 Review and Analysis 
1. Search, appraisal and selection of the identi-

fied resources by three of the authors  
2. Writing of a descriptive summary of the se-

lected resources’ contents, including refer-
ence to their objectives, target groups and 
intended method of application 

3. Evaluation of how a respective resource fits 
into the wider context of DH development 

4. Evaluation of the landscape of resources 
available for each of the eleven thematic ar-
eas for DH-programing  

To provide a structured overview of guidelines, 
frameworks and tools relevant to DH-programing,  
the WHO has previously classified and mapped key 
resources on the basis of their utility for seven dif-
ferent phases of DHI development 3 (Figure 1). This 
map covers seven progressive phases useful to es-
tablish a DHI, starting with “an assessment of the 
current state and enabling environment” and end-
ing with “implementing, maintaining and scaling”. 

https://www.who.int/publications/i/item/9789240020924
https://www.who.int/publications/i/item/9789240020924
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For the purpose of this report, we adapted this 
7-phase model. Our structure for analysis includes 
eleven components of DH-programing and imple-
mentation (Figure 2.), these are not consecutive 
phases as such, but rather thematic topics of rel-
evance. The first seven topics are well-estblished 
focal areas for DH-programing and bear similarity 
to the WHO model. 

1. Digital Landscape Assessments  
2. Regulations, Strategy & Policy Development 
3. Solution Design & Development 
4. Integration & Interoperability 
5. Scaling-up 
6. Monitoring & Evaluation 
7. Sustainability and Financing  

Topics 8 to 10 are topics that are rapidly gaining 
traction in the DH sphere given their importance (8 
& 9). 

8. Gender, Equity & Inclusion
9. Capacity Strengthening
10. Technical Standards for Developers 

Finally, given the context of the DIPC initiative, we 
analysed the landscape of guidelines, frameworks 
and tools specific to immunization programing as 
an additional thematic area.  

11. Digitization of Immunization Programs  

The selected resouces are presented in Chapter 3 
according to the thematic area they pertain to (Ta-
ble 1. & Figure 12.).

For each of the above mentioned topics, a brief ex-
planation is provided about the relevance of the 
topic and of the identified resources. Moreover, a 
findings summary about the landscape of available 
resources is given, alongside a tabular summary of 
each selected resource. In the appendix a compre-
hensive overview and analysis of all selected guide-
lines, frameworks and tools according to thematic 
area is provided. 

Figure 2. Roadmap of the Chapter on Guide-
lines, Frameworks and Tools for Digital Health



6

Navigating the Digital Health Ecosystem: A Review of Key Guidelines, Frameworks, and Tools

In this section, we first present a number of defini-
tions for digital health and elaborate on the concept 
of digital public health. We describe the architecture 
of digital health systems and its components and 
frameworks, as commonly used by those working 
on the development of digital health systems. This 
overview is to provide the blueprint on which many 
of the reviewed resources are based and onto which 
they are to be applied when adopted.    

Second, the relevance of, and our findings from the 
review of selected guidelines, tools, frameworks 
are presented according to the DH-programing rel-
evant thematic areas, they pertain to. This includes 

3. RESULTS 

potential challenges and gaps that have been iden-
tified. In addition, a brief tabular overview is pro-
vided on the content, applicability and utility of the 
respective resources. More detailed descriptions of 
the guidelines, frameworks and toolkits are includ-
ed in a repository at the end of the document (An-
nexes 1 to 10). 

We then discuss and reflect on the current land-
scape of existing resources for digital health pro-
graming, their importance as well as the challenges 
around standardized conceptual frameworks and 
definitions and conclusions are drawn by highlight-
ing the main findings and key recommendations. 

The term “digital health programing”, as used in this 
review, refers to the collective activities, projects, 
programs, or initiatives undertaken by governmen-
tal, non-governmental, private sector, or collabora-
tive entities to advance information and communica-
tion technology (ICT) solutions in the health sector. 
In our definition, this encompasses strategic plan-
ning, development, implementation, and manage-
ment of digital technologies within health systems 
aimed at enhancing healthcare and public health 
services. Digital health programing involves efforts 
to improve digital public infrastructure, ensure in-
teroperability for seamless data exchanges, and es-
tablish robust digital health governance frameworks. 
Additionally, it includes ICT capacity building and 
the integration of gender, equity, and inclusion ap-
proaches into digital health initiatives. 

Ambiguities in language and the lack of a precise and 
comprehensive definition of digital health can ham-
per effective collaboration between research, policy 
and practice, and consequently advancement. Es-
pecially in the public health sector, where perspec-
tives, interests and needs of government, academia, 
scientific institutions, industry and individuals come 
together, there is need for a common language. As 
such, achieving consensus between sectors and 

3.1 Definitions and Concepts for Digital 
Health Systems 

stakeholders is critical in order to reach individual 
and ultimately joint high-level goals  and thus striv-
ing towards achieving the 2030 Sustainable Devel-
opment Goals (SDG) 2 .  

The notion of capturing the field’s diversity is re-
flected in the WHO 2020-2025 Global Strategy 
on Digital Health which refers to “digital health” 
as “the field of knowledge and practice associated 
with any aspect of adopting digital technologies to 
improve health, and incorporates the subdomains 
of eHealth, medical informatics, telemedicine, tele-
health and mHealth, as well as data-analytics, big 
data, and artificial intelligence.”2 



7

Navigating the Digital Health Ecosystem: A Review of Key Guidelines, Frameworks, and Tools

The term “digital health” is rooted in eHealth, which 
originates in the 2000s. At the time, eHealth was an 
attempt to expand the focus from medical informat-
ics to the use of technology in the business of health 
care delivery36. eHealth was defined as “the use of 
information and communications technology in sup-
port of health and health-related fields”8 . eHealth 
initially regarded digitalizing health data and creating 
health information systems (HIS). By 2008, the fo-
cus broadened to mobile health (m-health) when the 
term was introduced at “Making the eHealth Con-
nection: Global Partnerships, Local Solutions (Bel-
lagio Center, Italy)”37. Mobile health (mHealth) was 
considered a subset of eHealth and defined as “the 
use of mobile wireless technologies for health”.  

The term “digital health” was only recently intro-
duced as “a broad umbrella term encompassing 
eHealth (which includes mHealth), as well as emerg-
ing areas, such as the use of advanced computing 
sciences in ‘big data’, genomics and artificial intel-
ligence (AI). It captures the field of knowledge and 

3.1.1 From eHealth to Digital Health   
practice associated with any aspect of adopting dig-
ital technologies to improve health”2. 

Because “digital health” covers numerous technol-
ogies, systems and scientific fields based on ICT, it 
is challenging to group such a variety of disciplines 
in one standardized definition. To demonstrate 
the challenge, an analysis of “definitions of digital 
health” in a recent systematic review, was based 
on 95 individual definitions of digital health38 which 
highlights the potential ambiguity in understanding 
and perspectives. The results of this study show that 
when it comes to digital health, the main focus is on 
the wellbeing and health outcomes of individuals, 
rather than diseases or technology or mechanisms 
implemented. This systematic review highlighted 
that digital health revolves around the proper utili-
zation of technology to improve both individual and 
population health, as well as enhancing the care of 
patients receive by healthcare providers through in-
telligent processing of clinical and genetic data 38.  

Within the wider realm of digital health, a distinc-
tive field of practice, referred to as “Digital Public 
Health (DiPH)” 39 has emerged and gained traction. 
It distinguishes itself, because the focus is on inte-
grating digital technologies in health services and 
the potential of these technologies to improve health 
outcomes of populations and communities, rather 
than on tools that, for instance, assist individual us-
ers to take better care of aspects of their health (e.g., 
tracking of physical activity, diet, weight, or sleep).  

Instead, the development of technology in the public 
health space is based on public needs, which usually 
includes population or community health needs but 
also health system needs, with examples such as 
Electronic Medical Records (EMR), disease surveil-
lance tools, vaccination reminders, medical imaging 
processing tools, or digital medical or laboratory lo-
gistics, which may include procurement or transport.  

This distinction between “digital public health” and 
“digital health” has been shown both necessary and 
useful when conceptualizing and framing the field of 
digital health as it is concerned with the operational 
scope and application of technologies and their level 
of impact at the individual user level or an integra-
tion of technology/technologies to advance public 
health goals and functions. 

3.1.2 Digital Public Health 
Figure 3. illustrates the core field of action and tar-
get group levels of mHealth, eHealth, digital health 
and digital public health and showcases the earlier 
mentioned considerable heterogeneity and interre-
lation between these commonly used terms in digital 
health5.  Moreover, the figure demonstrates the po-
tential position of DiPH within the broader context of 
DH terminology. The scope of DiPH is shown to span 
across the action fields of eHealth and mHealth, ad-
dressing prevention and health promotion as well 
as health care and management, whilst positioned 
at the population-level end of the user-spectrum. 
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Figure 3. Field of action and target groups of 
eHealth, mHealth, digital health and digital 
public health. (Adopted from Wienert et. al, 

2022) 

The term DiPH is relatively new and as such, still lit-
tle used in comparison to others, such as mHealth 
or eHealth. However, its distinction with regards to 
the focus on population, prevention, health promo-
tion and a conscious analysis of health inequalities, 
may offer a clearer classification of the respective 
technology or area than some of the other, currently 
more prevailing terms40.   

There is also consensus in the literature that devis-
ing a comprehensive definition of this particular field 
is not without challenges. As such, a core obstacle in 
defining DiPH appears to be the seamless integra-
tion of digital advancement and technologies into 
existing public health frameworks, leveraging them 

to achieve public objectives, rather than completely 
redefining or reconceptualizing public health in re-
sponse to technological progress 40 41.

Wienert et al. defined a Digital Public Health In-
tervention as any intervention “addressing at least 
one essential Public Health function through digital 
means. Applying a framework for functional classi-
fication and stratification categorizes its interaction 
level with the user. The developmental process of a 
digital public health intervention includes the user 
perspective by applying participatory methods to 
support its effectiveness and implementation with 
the goal to achieve a population health impact.” 5

DIPC is an example for DiPH initiatives, with its aim 
to establish interoperable digital vaccine delivery 
solutions in its five partner countries. In conformity 
with the definition provided by Wienert et al., 2022, 
DIPC’s objective is to provides population-based 
services that fall within the essential public health 
functions, cross-cutting (horizontal) functions, based 
roughly on the building blocks approach to health 
systems such as financing or work force develop-
ment; and service-based (vertical) functions com-
prising the traditional public health services pro-
vided by modern health systems such as health 
protection and disease prevention.  

3.1.2.1 DIPC: A digital public health initiative
Among the horizontal functions, DIPC is involved in 
health management information systems and ter-
minology services. At this level, DIPC seeks to con-
tribute to the advancement of digital ecosystems in 
its partner countries to help establish more resilient 
health system, that have improved access to digital 
solutions. This is to be accomplished through the 
strengthening of existing digital solutions to improve 
vaccine distribution processes and pandemic pre-
vention efforts. Furthermore, DIPC aims to improve 
interoperability between existing digital solutions 
for better data exchange and workflow. DIPC is also 
aiming to support the workforce in partner countries 
through a capacity strengthening component. Health 
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and IT professionals in the health sector are to be 
offered training on the effective use of the strength-
ened digital tools on the one hand and access to an 
open-source e-learning course on the other hand.  

In addition to horizontal functions, DIPC is involved 
in vertical functions such as disease prevention tar-
geting communicable diseases by facilitating vaccine 
distribution and clinical services to allow for vacci-
nation, contact-tracing and reporting. DIPC is also 
involved in health promotion through infodemics via 
intersectoral collaborations with different entities 
such as governments, institutions and implementa-
tion partners (Digital Square, UNICEF and Regens-
trief Institute). Accordingly, DIPC has the potential 
to play a major role in preparedness for public health 
emergencies. While DIPC does not necessarily take 

the lead role in managing these emergencies in re-
spective countries, DIPC does play a role in imple-
menting solutions that will assist in surveillance and 
consequently coordinated responses.  

The concept of DiPH is by its very definition rele-
vant to national health systems. In order to establish 
national digital public health systems, well-defined 
and interconnected structural models and concepts 
can assist governments, public health profession-
als, system developers and donor agencies to align 
their DH development strategies. In order for this to 
happen, WHO and other key actors have postulated 
theoretical concepts and architectural frameworks 
for DH systems and its components, which can serve 
as blueprints for DH developments and have been 
summarized in the following section.

First described in the WHO & ITU “National eHealth Strategy toolkit* 42, a national eHealth system com-
prises seven components or building blocks, which should be strengthened through a national eHealth 
strategy. These seven components can be grouped into the “ICT environment” and the “enabling envi-
ronment”, whereby 1) leadership & governance, 2) strategy & investment, 3) legislation, policy & compli-
ance, 4) the workforce and 5) standards & interoperability fall within the “enabling environment”, whilst 
6) infrastructure and 7) services and applications (where DHIs are situated) fall within the “ICT environ-
ment”8 . Figure 5. (adopted from WHO & ITU, 2012) describes in more detail the individual components 
and strategies for strengthening them.  

3.1.3.1 Seven Building Blocks of the eHealth 
System3 

3.1.3 The Architecture of a Digital Health System 

Figure 4. Framework of the seven compo-
nents of an eHealth System (Source: WHO & 

ITU, 2012)

*WHO & ITU (2012): National eHealth system toolkit describes national 
eHealth systems and environments as a collective system, which compris-
es mHealth and eHealth solutions and encompasses digital public health 
and individual digital health solutions, without further distinction as per 
Section 3.1.1 & 3.1.2.

https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit


10

Navigating the Digital Health Ecosystem: A Review of Key Guidelines, Frameworks, and Tools

Since the release of the WHO-ITU eHealth Strategy’s building blocks, the significance of data use and change 
management in the digital transformation of health systems has become increasingly recognized by coun-
tries and their partners. Adjusting operations and workflows to enhance data use is often necessary and 
capacity to manage these organizational changes is critical to successful implementation. Recognizing this, 
the Data Use Acceleration and Learning (DUAL) initiative’s model43 proposed two new components to the 
WHO-ITU eHealth Strategy’s building blocks: change management and data use ecosystems as essential 
elements of advancing data use. The data use ecosystem encompasses all activities that facilitate better 
access to and utilization of data, including collection, quality assurance, demand generation, and analysis. 
The model stresses the importance of employing proven strategies to introduce and integrate new tech-
nologies, systems, and processes among health workers, ensuring smooth transitions and broad adoption. 
It advocates for nurturing a data-centric culture and supporting the workforce through the organizational 
changes required for sustainable digital transformation. 

To fully capture a country’s ICT environment, we also need to understand several technical constructs and 
taxonomies designed to facilitate a digital transformation from the national system level down to the func-
tional level of a digital health intervention itself. They serve as infrastructural, architectural and functional 
maps and have been summarized in the following section. 

Figure 5. Description of the seven compo-
nents of an eHealth System (Source: WHO & 

ITU, 2012)
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According to a 2023 UNDP compendium44, Digital 
Public Infrastructure (DPI) refers to a collection of 
shared digital systems designed to be secure and 
interoperable, often based on open standards and 
specifications. These systems aim to provide equi-
table access to both public and private services on 
a large societal scale. They are governed by relevant 
legal frameworks and regulations and are designed 
to encourage development, inclusion, innovation, 
trust, and competition while upholding human rights 
and fundamental freedoms. These infrastructures go 
beyond isolated digital solutions 44, with examples 
of DPI including digital identity systems, payment 

3.1.3.2 Digital Public Infrastructure for Health 
platforms, and data exchange frameworks. These 
infrastructures are designed provide scalability by 
minimizing physical and cost barriers to accessing 
services 6.  

Within the conceptualization, Digital Public In-
frastructure for Health (DPI-H) plays a key role in 
enhancing healthcare delivery in low- and mid-
dle-income countries. DPI-H includes health-spe-
cific digital components such as client registries, 
health information exchanges, and central data 
repositories. 

These components can collectively support a vari-
ety of digital health applications, intended to lead 
to improved health outcomes through better data 
management, enhanced service delivery, and more 
efficient health systems. DPI-H is designed to facil-
itate scalable and interoperable digital health sys-
tems, thereby creating an ecosystem that is condu-
cive to innovation and widespread adoption, which is 
achieved through foundational digital functions like 
health information exchanges (more detail in a later 
part of this section) and client registries. However, 
in order to successfully implement such systems, it 
is necessary to strengthen governance, build tech-
nical capacity, develop core infrastructure, ensure 
interoperability, coordinate investments, and engage 

Figure 6. Conceptual model for DPI and 
Health Domain-Specific DPI (Source: Vital 

Wave, 2023)

stakeholders 6, whilst there are persisting challeng-
es, such as fragmented investments, e.g., focusing 
on specific disease rather than integrated platforms, 
technical and regulatory gaps, resource limitations, 
data governance, and interoperability, that must be 
addressed to fully realize the benefits of DPI-H. 
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Another important concept when defining the struc-
ture of a DH system is the “digital health enterprise 
architecture” (DHEA). According to WHO’s Digital 
Implementation Investment Guide - DIIG3, this term 
refers to a group, be it a single entity, an organiza-
tion, or a consortium of organizations, that shares 
common health-related objectives and works to-
gether to deliver specific health services and prod-
ucts to their clients.  

It encompasses the associated business processes, 
data, systems, and technologies that are essential 
for supporting the health system’s operations. This 
includes everything from software applications used 
at the service delivery point, to the devices and hard-
ware employed, governance structures, and the fun-
damental information infrastructure (digital health 
platforms) that operate cohesively and deliberately. 
There are four distinct kinds of digital health enter-
prise system architectures according to the DIIG, 
each representing a stage in the maturity spectrum 
(Figure 7).

SILOED: This type of digital health enterprise 
system architecture is characterized by isolated 

3.1.3.3 Digital Health Enterprise

Figure 7. Digital Health Enterprise System Ar-
chitectures (Source: WHO DIIG, 2020) 

applications. A digital health project under this cat-
egory is often a finite initiative focused on estab-
lishing a proof of concept using a siloed approach. 

MUD (Monolithic Unarchitected Software Distribu-
tions): These systems are marked by their disorga-
nized, expansive nature, formed through an ad hoc 
accumulation of functions without a pre-planned 
scope or design. They often carry significant tech-
nical debt due to their unplanned evolution. 

INTEGRATED: In this architecture, at least two ap-
plications are directly connected (without a middle-
man for data exchange). The purpose is to tackle 
specific health system challenges and achieve health 
program objectives. 

EXCHANGED: This architecture features multiple 
applications connected via a health information ex-
change using standardized methods. It addresses 
broader needs across the health system and func-
tions in a synchronized way within a digital health 
architecture. 

https://www.who.int/publications/i/item/9789240056572
https://www.who.int/publications/i/item/9789240056572
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As such, revisiting earlier stages can be part of the 
process to adapt to changing health needs and the 
evolving digital health ecosystem, which in turn 
would lead to new strategies and interventions.  

The relationship between DPI-H and DHEA can be 
summarized as follows: DPI-H is a concept that en-
compasses the foundational digital systems required 
to support health services at a societal level. DHEA 
provides a blueprint for integrating various digital 
health applications, data flows, and processes to en-
sure they work together seamlessly. The relation-
ship between DPI-H and DHEA is complementary. 
DPI-H provides the foundational infrastructure upon 
which DHEA can be built and operationalized, in the 
following ways: 

1. Foundation and Framework: DPI-H serves 
as the foundational infrastructure that sup-
ports the broader digital health ecosystem. 
It provides the necessary digital systems, 
such as identification, payments, and data 
exchange platforms, that can be utilized by 
various digital health applications designed 
within the DHEA framework. 

2. Interoperability and Standards: Both 
DPI-H and DHEA emphasize the importance 
of interoperability and the use of open stan-
dards. DPI-H ensures that the underlying 

Developing a DHEA is a flexible and evolving process and the sequence and specifics of each phase may 
need to be adjusted according to a country’s unique context, needs, and constraints (Figure 8).  

infrastructure supports interoperable sys-
tems, while DHEA applies these standards 
to ensure that different digital health appli-
cations can communicate and exchange data 
effectively. 

3. Scalability and Integration: DPI-H enables 
the scalability of digital health solutions by 
providing infrastructure that can support 
large-scale implementations. DHEA utilizes 
this scalable infrastructure to integrate var-
ious health applications, ensuring that they 
can operate at a societal scale and provide 
seamless services across different health 
domains. 

4. Governance and Regulation: DPI-H is gov-
erned by legal frameworks and regulations 
that ensure the secure and equitable use of 
digital infrastructure. DHEA aligns with these 
governance structures to ensure that digital 
health applications comply with legal and 
regulatory requirements, thereby ensuring 
data privacy, security, and trust. 

5. Innovation and Flexibility: By provid-
ing a robust and flexible digital infrastruc-
ture, DPI-H allows for innovation in dig-
ital health solutions. DHEA leverages 
this flexibility to design and implement 

Figure 8. Essential processes of national dig-
ital health implementations (Source: WHO 

DIIG, 2020)
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innovative health applications that can adapt 
to changing health needs and technological 
advancements. 

As such, DPI-H provides the essential digital infra-
structure that supports the implementation and 
scalability of digital health solutions designed with-
in the DHEA framework. Together, they enable the 
development of a cohesive, interoperable, and ef-
ficient digital health ecosystem that can enhance 
healthcare delivery and outcomes. 

In its entirety, digital health implementation should 
be based on a “digital health architecture” specific to 
the country context, national DH strategy and status 

For components of the ICT environment and the building block for Standards and Interoperability (part of 
the enabling environment) the WHO/ITU toolkit highlights the importance of data accuracy and exchange 
of information. “Health Information Exchange” (HIE) is considered fundamental for DH system implemen-
tation as it makes sharing of health and other data across information systems possible.  

quo of its eHealth components. According to the 
WHO/ITU eHealth Strategy toolkit 42, governments 
are encouraged to develop their national strategies 
to strengthen the enabling environment and ICT en-
vironment (and their respective eHealth components 
or building blocks) and to devise a national digital 
health (and other programmatic) architecture frame-
work or blueprint to demonstrate the interlinkages 
and interactions. Following these guidelines, nu-
merous countries have developed such blueprints 
to guide the digitization of their health system, for 
example India and Ethiopia (Figure 9). The princi-
ple of the blueprint can also be applied to smaller 
organizational systems, such as regions, or DH pro-
gram-level planning.  

Figure 9. Ethiopian digital health blueprint 
(Source: Ministry of Health Ethiopia, 2021) 
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As digital systems can differ substantially between 
countries and settings, setting up information ex-
change systems models can be accomplished by us-
ing a component-based framework approach, which 
is adaptable to the given environment and needs. 

As a proposed solution, the OpenHIE’s Architecture 
45 is a modular framework based on a number of in-
dividual components and an interoperability layer. 

OpenHIE (Figure 10) integrates medical supply data, supporting decision-making, with the aim of en-
hancing care quality and safety, ensuring care continuity, and using information appropriately to improve 
population health. 

The DIPC initiative developed their digital health blue print for vaccine delivery based on the OpenHIE 
framework and the GovStack framework (Figure 11).  

Figure 10. OpenHIE Architecture Framework 
(Source: OpenHIE, 2021)

Figure 11. DIPC “Health Stack”

It employs patterns to unify health information from 
diverse external systems into a single HIE. This is 
achieved by normalizing the context of health in-
formation, focusing on the “for whom,” “by whom,” 
“where,” and “what” aspects of different workflows 
or patient journeys and brings relevant information 
through an interoperability layer directly to the point 
of service.   
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There are efforts globally to streamline the establishment of such digitized health systems, which is crit-
ical as resources are limited, especially in LMICs. The digital sector offers enormous potential to develop 
technological solutions that can be adopted and adapted at the national level, rather than development 
efforts that take place in silos.  

The term Digital Health Intervention (DHI) is fre-
quently cited in the literature, but oftentimes used 
interchangeably to describe digital health applica-
tion, technology, tools, initiatives, or even programs. 
We adopt the meaning for DHIs postulated by WHO 
4, which positions DHIs as important functional com-
ponents of the larger architecture of a digital health 
system. Accordingly, DHIs are: 

3.1.3.4 Digital Health Interventions
“…discrete functionality of digital technology that is 
applied to achieve health objectives and is imple-
mented within digital health applications and Infor-
mation and Communication Technology (ICT) sys-
tems, including communication channels such as 
text messages, computers, software, the internet, 
telecommunication networks, mobile devices, and 
any other digital tools” 8.  

Figure 12. Digital Health Interventions for 
Health Care Providers according to the Clas-

sification of digital interventions, services and 
applications in health. (Source: WHO, 2023) 
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WHOs Classification of digital interventions, services 
and applications in health 4 (see section 3.2.4.1 for 
further detail) outlines specific digital health inter-
ventions (DHIs) tailored to address particular health 
system challenges.  

For example (Figure 13), eleven digital approaches 
have been identified for healthcare providers, each 
listing distinct DHIs. Under Health Care Provider De-
cision Support (2.3), there are three DHIs:  

1. Provide prompts and alerts based on proto-
col (2.3.1) 

2. Provide checklists according to protocol 
(2.3.2) 

3. Screen clients by risk or health status (2.3.3) 

Key factors within the “Services & Applications” 
component that affect the impact of DHIs include: 
(i) the Health Content; (ii) the Digital Health Inter-
vention itself and (iii) Digital Applications, including 
the hardware, software, and communication chan-
nels facilitating the digital health intervention; 42.  

This conceptualization illustrates that DHIs should 
integrate into an overarching digital health archi-
tecture, fostering a cohesive implementation ap-
proach where various interventions complement 

The latter, DHI 2.3.3, would include tools for screen-
ing, risk assessment, triage, client prioritization, and 
supporting service delivery in alignment with care 
plans, guidelines, and protocols 4.  

This shows that whilst DHIs are considered as dis-
creet units, their implementation and operation does 
not occur in isolation. Instead, DHIs are conceptu-
ally positioned within a country’s eHealth environ-
ment, which is made up of the aforementioned seven 
eHealth components (WHO & ITU, 2012). DHIs are, 
as part of the “Services and Applications” compo-
nent (Figure 12), illustrating that DHIs and their level 
of impact is influenced by multiple surrounding and 
inherently related factors. (Figure 13, WHO, 2019). 

Figure 13. The seven components of an 
eHealth system, with focus on the “Service 
& Applications” component (Source: WHO, 

2019)

each other rather than functioning in isolation. The 
broader health system and enabling environment 
play a critical role in shaping the impact of DHIs. The 
evaluation of DH ecosystems is therefore an indis-
pensable part of the process, given that without a 
robust ICT and enabling environment, there is a risk 
of disparate and disconnected systems, jeopardizing 
the effectiveness and sustainability of health inter-
ventions (more detail on DH landscape assessments 
is provided in section 3.2.4.1).  

https://www.who.int/publications/i/item/9789240081949
https://www.who.int/publications/i/item/9789240081949
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Digital Public Goods (DPGs) play a crucial role in the 
digitization of health systems. The UN defined DPGs 
as “open source software, open data, open AI mod-
els, open standards and open content that adhere 
to privacy and other applicable laws and best prac-
tices, do no harm”7 and help attain the Sustainable 
Development Goals. DPGs are added to a specific 
registry when they meet nine-indicators46:  

1. Relevance to the Sustainable Development 
Goals 

2. Use of Approved Open Licenses 
3. Clear Ownership (Ownership of assets that 

the DPG produces must be clearly defined 
and documented)  

4. Platform Independence 
5. Documentation (Digital public goods require 

documentation of the source code, use cas-
es, and/or functional requirements)  

6. Mechanism for Extracting Data 
7. Adherence to Privacy and Applicable Laws 
8. Adherence to Standards & Best Practices 
9. Do No Harm by Design 

Highly relevant to countries’ DH architecture, DPGs 
can include open-source software, open data sets, 
educational resources, research publications, and 
digital infrastructure, among others. The idea be-
hind DPGs is to provide access to valuable digital 
resources that can be used (and re-used) for vari-
ous purposes, such as education, healthcare, eco-
nomic development, and research, without imposing 
barriers or restrictions that limit their accessibility. 
Thus, DPGs are particularly important in the context 
of LMICs as they can help bridge the digital divide 
and promote equitable access to essential digital 
tools and information46.  

Because the nine Digital Public Goods standards do 
not evaluate aspects such as scale, funding sources, 
country deployments, or other indicators of the ‘ma-
turity’ of the product, a new term was coined to ad-
dress this gap: ‘Global Goods”. A Global Good should 
have the three following properties in addition: 

1. It is non-rivalrous. Consumption of this good 
by anyone does not reduce the quantity avail-
able to other agents. 

2. It is non-excludable. It is impossible to pre-
vent anyone from consuming that good. 

3. It is available more-or-less worldwide47. 

Digital Square has devised a maturity model that 
evaluates global goods. This model aims to delin-
eate global goods as a refined category of Digital 

3.1.4 Digital Public Goods and Global Goods
Public Goods (DPGs), characterized by their maturity 
in scale, diversified funding, and proven efficacy. A 
“mature” digital health software global good is typ-
ically identified as Free and Open Source Software 
(FOSS), backed by a strong community, governed 
by clear and structured rules, financially support-
ed through various means, extensively implement-
ed across multiple countries, proven effective in its 
applications, engineered for interoperability, and 
acknowledged as a standard application within its 
domain3. The use of global goods is strongly encour-
aged by various stakeholders in the field, including 
UN agencies, large donor organizations and national 
governments themselves. To support them, Digital 
Square has recently updated its handbook concern-
ing Global Goods: Global Goods Guidebook Version 
4.048 and made available online an interactive guide 
to the digital health global goods ecosystem. These 
guidebooks compiles established digital health ap-
plications known for their use of open standards and 
backed by a solid developer community. The appli-
cations that have been included have been shown to 
be effective and are versatile enough to be tailored 
to various countries and scenarios.  

A global overview of Global Public Goods for Health 
(GPGH) has recently been published by the Peace 
Research Institute Oslo49. The paper highlights the 
growing yearly demand for GPGHs and the current 
lack of effective means to meet this demand. This 
under-contribution by countries is explained as a 
“participation trilemma”, which refers to a complex 
challenge in GPGs funding, particularly for health. 
As such, there appear to be conflicting interests 
and positions of 1) Existing Country Contributors 
(“Traditional Donors”), willing to fund, but reluc-
tant to relinquish control over funding allocation, 
2) Under-contributing Countries (“non-tradition-
al Donors) – inclined to increase contribution, but 
seeking more control before committing to higher 
contributions, and 3) non-contributing Countries 
(“Recipient Countries”), who are often excluded 
from decision-making.  

Resolving this trilemma, as the paper argues, re-
quires a deeper understanding of why countries 
choose to participate (or not) in supporting GPGHs 
and the various participation options available to 
them. This complex interplay of authority, contribu-
tion, and decision-making represents a significant 
challenge in mobilizing resources for global health 
needs. The paper provides data on country contribu-
tions to GPGH agendas and presents a set of strate-
gic approaches that could help increase the volume 
and quality of such contributions in the future.  

https://digitalsquare.org/resourcesrepository/2023/5/25/global-goods-guidebook-version-40
https://digitalsquare.org/resourcesrepository/2023/5/25/global-goods-guidebook-version-40
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The Norwegian authors postulate The Global Public 
Investment framework, which offers an approach to 
finance GPG, such as health and education, shifting 
from the traditional donor-driven official develop-
ment assistance model to a more inclusive, coop-
erative system. It emphasizes collective respon-
sibility, engaging various countries in funding and 
decision-making. GPI aims for equity and inclusivity, 
allowing diverse nations, including middle-income 
ones, to contribute and benefit fairly. It advocates 
for democratic governance, ensuring all participants 
have a say in fund allocation. The framework also 
stresses transparency and accountability in fund 
use, and sustainability, seeking long-term contribu-
tions from a wide array of sources. GPI’s goal is to 

create a more equitable, sustainable, and effective 
financing method for global public goods, ensuring 
equitable benefits for all nations. 
Finding agreement to finance and streamline the 
efforts to accelerate the development of GPGH is 
critical, as the digitization of health systems, the 
strive towards UHC and the 2030 SDGs, especially 
in LMICs, is heavily dependent on GPGHs.  

Streamlining the digitization of health systems is 
also dependent on clear guidance for DH stake-
holders, including national governments, donors 
and implementers to manage the process in an evi-
dence-based and feasible manner. 

3.2 Resources to guide the digitalization of 
health systems 
In this section, the history of DH guidelines develop-
ment over the past 11 years is outlined, followed by 
a discussion on the needs and benefits for establish-
ing and adopting guidelines, frameworks and tools 
for digital health programing.  

Findings from the review of the most pertinent 
guidelines, frameworks, and tools relevant to digital 
public health that have emerged from our search are 
presented according to eleven thematic areas rele-
vant to DH programing. Our findings are discussed 
and placed into the broader DH context.
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3.2.1 A brief history of digital health guidelines 
development   

Amid tight fiscal constraints, health systems are 
facing increasing pressures to offer enhanced, 
high-quality, and integrated services. ICT, which 
have rapidly expanded in recent decades to assist 
health systems, also constantly adapt to remain rel-
evant amidst the ever-changing technological land-
scape. An initial regulatory effort to steer DH devel-
opment began in 2005 when the first World Health 
Assembly encouraged member states to formulate 
a long-term strategic plan for the development and 
implementation of eHealth services 50. eHealth ef-
forts initially focused on digitalizing health data and 
creating Health Information System (HIS) such as 
district information systems (e.g., DHIS 2), human 
resource information systems, logistics management 
information systems (to manage supply chains), and 
laboratory information systems. By the late 2000s, 
the spotlight had shifted to mHealth, considered as 
health care delivery via mobile devices 51. As tech-
nology evolved, the scope expanded to digital health 
considered as an umbrella that today includes digi-
tal consumers, smart devices, the internet of things, 
Artificial Intelligence (AI) and big data52.  

Today Digital Health plays an important role in sup-
porting efforts towards UHC and in attaining the 
SDGs 2,53, and guidelines, frameworks, tools or any 
other regulatory mechanisms*, are essential for over-
seeing and steering this rapidly growing sector.  

Figure 14. Milestones in 
the development of digi-
tal health and guidelines 

(Source: Digital-In-Health, 
World Bank, 2023) 

A recent World Bank report (2023) emphasized the 
timespan between 2012 and 2022 as a transfor-
mative period in digital health, characterized by in-
creased recognition of the value of digital technology 
and data in healthcare. “Bookended” by two pivotal 
events: the introduction of the Principles for Digital 
Development in 2012 (described in more detail lat-
er) and the public release of generative AI tools like 
ChatGPT4 (Figure 14). Since 2012, landmark glob-
al cooperation agreements, resolutions and guide-
lines were developed to facilitate digital technology 
adoption for health systems and to provide guiding 
resources and frameworks for these otherwise of-
tentimes unregulated processes at both national and 
international level. Noteworthy milestones during 
this era include the launch of the WHO/ITU eHealth 
toolkit (2012), the Digital Health Atlas and the Dig-
ital Health Index  (2017) and WHO‘s Global Strate-
gy on Digital Health 2020–2025 2.  

DH guidelines and frameworks play a pivotal role in 
furthering the digitization of national health systems 
and global digital public health efforts. Many of the 
guidelines reviewed during the present research are 
based on the following guiding principles:  

Standardization: Because the digital health land-
scape is rapidly evolving, guidelines, frameworks 
and tools help establish standards and best prac-
tices for the design, development, implementation, 

*Definitions for Guidelines, frameworks and tools: 
Guidelines consist of procedures that will prove useful in meeting the standards.
Frameworks are intended to connect inter-related core concepts. 
Toolkits/Tools are a collection of authoritative and adaptable resources for front-line staff that 
enables them to learn about an issue and identify approaches for addressing them. Toolkits can 
help translate theory into practice, and typically target one issue or one audience (American Li-
brary Association (https://www.ala.org/)

https://digitalprinciples.org/
https://digitalprinciples.org/
https://www.who.int/publications/i/item/9789240020924
https://www.who.int/publications/i/item/9789240020924
https://www.ala.org/
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and evaluation of digital health solutions. This en-
sures uniformity, interoperability, and high quality 
across various systems and platforms 54. 

Quality and Safety: DHI have the potential to im-
prove healthcare outcomes, but they also come with 
inherent risks. Applying frameworks and guidelines 
helps address issues related to quality and safety by 
promoting evidence-based practices, usability stan-
dards, and risk management strategies 55-57. 

Interoperability: Interoperability is a key challenge 
in DH. Different systems and technologies often op-
erate in silos in the past. Frameworks and guidelines 
can promote interoperability by providing technical 
standards, data exchange protocols, and guidelines 
for integrating different DHI. This facilitates seam-
less communication and data sharing between dif-
ferent systems, enabling coordinated and holistic 
care for patients 58-61. 

Regulatory Compliance: DH technologies are sub-
ject to various regulatory requirements, such as data 
privacy and security regulations. Frameworks and 
guidelines assist developers and healthcare pro-
viders in understanding and complying with these 
regulations by following common standards as they 
provide guidance on ethical considerations, privacy 

3.2.2 The need for guidelines, frameworks and 
tools in digital health

protection, data governance, and security practices 
56,62-64. 
Scalability and Sustainability: As DH continues to 
expand, scalability and sustainability become critical 
factors. Guidelines can provide guidance on factors 
such as technology infrastructure, business models, 
resource allocation, and evaluation methodologies, 
enabling long-term success and impact 65-68. 

Knowledge Sharing and Collaboration: DH frame-
works and guidelines foster knowledge sharing and 
collaboration among stakeholders. They provide a 
common language and framework for communica-
tion, enabling multidisciplinary teams to work to-
gether effectively. They facilitate the exchange of 
experiences, lessons learned, and best practices, 
fostering innovation and advancement in the field 
of digital health 66. 

Resource Allocation and Investment: Governments 
and donors play a crucial role in resource allocation 
and investment in DH. By underpinning guideline ap-
plication, governments and donors ensure that their 
investments are directed towards projects that ad-
here to established standards and guidelines. This 
helps maximize the impact and sustainability of dig-
ital health interventions 69.

The adoption of guidelines is critical in Low- and 
Middle-Income Countries (LMICs), as they can 
serve as blueprints for governments, developers, 
researchers, implementers and donors to system-
atically address gaps in general infrastructure, the 
digital eco-system, and the development of regula-
tions to only name a few areas needed for an inte-
grated digitized health system.  

In LMICs the development and adoption of guide-
lines saw a turning point following the so called 
“pilotitis” (Figure 15), a term coined in Uganda in 
2010, when a proliferation of small, technically-driv-
en pilots, often testing similar applications, created 

confusion in government health departments. The 
situation became so extreme that the Uganda gov-
ernment placed a moratorium on them. These pilots 
did not provide sufficient evidence of effectiveness 
or value to justify a scaling up or there were chal-
lenges or barriers to implementation that were not 
addressed or resolved during the pilot phase, such 
as resistance from health care providers, lack of 
stakeholder engagement, or policy-level barriers 70-

72. Guidelines, toolkits and frameworks are to coun-
teract such uncoordinated efforts by providing a sys-
tematic and structured orientation for government, 
developers, investors and other stakeholders alike 73.
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Figure 15. Uganda eHealth “pilotitis”. Source: 
Sean Blaschke, Technology for Development 

Specialist at UNICEF 2010.

Thus, guidelines were developed as implementers 
became more adept with the technology, starting 
with the basic, compartmentalized aspects of their 
implementation. Today, different resources target 
specific stages of DH development 24,71, whilst many 
encompass the entire project cycle and can there-
fore be considered cross-cutting or transversal. Even 
though digital health offers considerable promise, 
current practices in DH have been described as the 

“Wild West” 74, with misleading claims being com-
mon 54,75 and clinical evidence quality often poor 76-

79. At the same time, today’s array of digital health 
guidelines and frameworks is actually well-posi-
tioned to facilitate regulation of what has been re-
cently defined as an “e-chaos” 80. Thus, promotion 
and adoption of frameworks, tools, and guidelines 
is essential to assist stakeholders in navigating the 
intricacies of digitizing health systems. 
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3.2.3 Classification of digital health guidelines, 
frameworks and tools 

Figure 16. Types of normative resources se-
lected for inclusion.

Although a large number of texts have been devel-
oped on this subject, we selected a sub-set of 75 
resources, published between 2011 and 2024, as 
the most relevant resources to support the steer-
ing of DH-programing in LMICs, including the work-
ing packages of the DIPC initiative. This sub-set of 
guidelines, frameworks and tools are promoted to 
be widely adopted by implementers, donors, policy 
makers, developers and other DH experts. They are 
publicly available and those published by WHO fol-
lowed the WHO handbook for guideline development 
81. The number of guidelines that are being released 
has been continuously increasing since 2011, with 
62% of the selected sub-set (with publication dates) 
having been published in the past 5 years only. 21% 
were authored by UN-agencies including WHO, illus-
trating their efforts to encourage adoption of ICT to 
achieve the SDGs’ targets. 

As described in the methodology (Section 2.2) the 
review of normative resources is structured around 
11 thematic areas: 

1. Digital Landscape Assessments  
2. Regulations, Strategy & Policy Development 
3. Solution Design & Development 
4. Integration & Interoperability 

5. Scaling-up 
6. Monitoring & Evaluation 
7. Sustainability and Financing  
8. Gender, Equity & Inclusion 
9. Capacity Strengthening 
10. Technical Standards for Developers 
11. Digitization of Immunization Programs
 

The selected resouces are presented according to 
the thematic area they pertain to (Tables 1 to 12 and 
Figure 2), with some having relevance to multiple 
topic areas. It should be noted that the number of 
reviewed resources per section differs considerably, 
which reflects the availability of guidelines, frame-
works and tools identified and selected. In each 
section, information is provided on the primary and 
secondary target groups, a brief explanation on the 
relevance of guidelines on the topic or phase, a find-
ings summary regarding the landscape of available 
resources and a tabular summary of the resources 
that have been selected as particularly relevant per 
thematic area.
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Table 1. Selected Resources: Cross-cutting Principles and Guidelines

Table 2. Selected Resources: Digital Landscape Assessments

Cross-cutting Principles & Guidelines 
1 Principles for Digital Development Guideline Digital Impact Alliance (DIAL) at the 

United Nations Foundation
2012

2 National eHealth Strategy Toolkit** Toolkit WHO/ITU 2012
3 Recommendations on digital interventions for health system strengthening Guideline World Health Organization (WHO) 2019

Digital Landscape Assessments 
1 Digital Landscape Assessment Frameworks Framework UNDP 2021 
2 Digital Ecosystem Country Assessment (DECA) Toolkit: A How-To Guide for USAID Missions Toolkit USAID 2022
3 National eHealth Strategy Toolkit (Assessment framework for DLAs) ** Toolkit WHO/ITU 2012
4 The Digital Pandemic Preparedness Assessment (DPPA) Toolkit Digital Square/GIZ 2021
5 Early Stage Digital Health Investment Tool (EDIT) Toolkit DICE 2022
6 Map & Match Initiative (M&M) Online Re-

pository
USAID and collaborating partners N/A

7 U.S. President’s Malaria Initiative Digital Community Health Initiative (PMI DCHI) Toolkit PMI, USAID, CDC 2020
8 Digital Health Assessment Toolkit Guide Toolkit World Bank 2021
9 HIS Interoperability Maturity Model (IMM) Toolkit Toolkit USAID, Health Data Collaborative & 

Measure Evaluation
2017

10 Health Information System Stages of Continuous Improvement (SOCI) Toolkit Toolkit USAID, Health Data Collaborative & 
Measure Evaluation

2020

11 The Information System for Health (IS4H) Toolkit Toolkit WHO/PAHO N/A
12 Navigator for Digital Health Capability Models Guide PATH - Digital Square 2022
13 Classification of digital interventions, services and applications in health, second edition Guideline World Health Organization (WHO) 2023
14 Digital Health Atlas Online Re-

pository
World Health Organization (WHO) N/A

15 Global Digital Health Monitor (GDHM) (former Global Digital Health Index (GDHI) Toolkit Health Enabled & the Global Develop-
ment Incubator (GDI) & Partners

2022

**Marked resources pertain to more than one thematic area and are therefore listed multiple times. 

https://digitalprinciples.org/
https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://www.who.int/publications/i/item/9789241550505
https://www.undp.org/arab-states/publications/digital-landscape-assessment
https://www.usaid.gov/digital-development/deca-toolkit
https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://digitalsquare.org/resourcesrepository/dppa-v2
https://www.katicollective.com/tools
https://digitalsquare.org/covid19-map-match
https://digitalsquare.org/community-health
https://documents1.worldbank.org/curated/en/271901636353443086/pdf/Main-Report.pdf
https://www.measureevaluation.org/resources/publications/tl-17-03a.html
https://www.measureevaluation.org/his-strengthening-resource-center/his-stages-of-continuous-improvement-toolkit.html
https://www.paho.org/en/information-systems-and-digital-health
https://lib.digitalsquare.io/collections/9f911fc3-6b23-4cdc-b675-2d513585b7cf
https://www.who.int/publications/i/item/9789240081949
https://dha.akuko.io/space/dha/tag/blog
https://monitor.digitalhealthmonitor.org/map
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Table 3. Selected Resources: Regulation, Strategy and Policy Formation

Table 4.  Selected Resources: Solution Design & Development

Table 5.  Selected Resources: Integration & Interoperability

Regulation, Strategy & Policy Formation 
1 Global Strategy on Digital Health 2020-2025 Guideline World Health Organization (WHO) 2021
2 National eHealth Strategy Toolkit ** Toolkit World Health Organization (WHO) and International Telecommuni-

cation Union (ITU)
2012

3 Health Data Governance Principles Principles TransformHealth 2023
4 Health Insurance Portability and Accountability Act (HIPAA) Guideline U.S Department of Health & Human Services 2021
5 General Data Protection Regulation (GDPR) Guideline European Union (EU) 2018
6 Framework for Improving Critical Infrastructure Cybersecurity Frame-

work
National Institute of Standards and Technology 2018

7 Guide to Privacy and Security of Electronic Health Information Guideline The Office of the National Coordinator for Health Information 
Technology 

2015

Solution Design & Development 
1 Designing Digital Interventions for Lasting Impact: A Human-Centered 

Guide to Health Deployments
Guide Unicef 2018

2 Collaborative Requirements Development Methodology (CRDM) Guide PATH 2015
3 SMART Guidelines Guideline World Health Organization (WHO) 2021
4 Xcertia mHealth App Guidelines Guideline Various Authors 2019

Integration and Interoperability 
1 Digital Health Platform Handbook: Building a Digital Information Infra-

structure (Infostructure) for Health 
Guide World Health Organization (WHO) and International Telecommu-

nication Union (ITU) 
2020 

2 HIS Interoperability Toolkit Users Guide Toolkit MEASURE Evaluation 2017
3 Digital implementation investment guide (DIIG): integrating digital 

interventions into health programmes** 
Guideline World Health Organization (WHO) 2020

https://www.who.int/publications/i/item/9789240020924
https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://healthdataprinciples.org/
https://www.hhs.gov/hipaa/for-professionals/index.html
https://gdpr-info.eu/
https://www.nist.gov/publications/framework-improving-critical-infrastructure-cybersecurity-version-11
https://www.healthit.gov/topic/health-it-resources/guide-privacy-security-electronic-health-information
https://www.unicef.org/innovation/reports/designing-digital-interventions-lasting-impact
https://www.unicef.org/innovation/reports/designing-digital-interventions-lasting-impact
https://media.path.org/documents/CRDM_Participants_Guide_Overview_1.pdf
https://www.who.int/teams/digital-health-and-innovation/smart-guidelines
https://www.himss.org/sites/hde/files/media/file/2020/04/17/xcertia-guidelines-2019-final.pdf
https://iris.who.int/handle/10665/337449?&locale-attribute=zh
https://iris.who.int/handle/10665/337449?&locale-attribute=zh
https://www.measureevaluation.org/tools/health-information-systems-interoperability-toolkit.html
https://www.who.int/publications/i/item/9789240056572
https://www.who.int/publications/i/item/9789240056572
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Table 6.  Selected Resources: Scaling up 

Scaling Up
1 The MAPS Toolkit Toolkit World Health Organization (WHO) 2015
2 Understanding scale of digital tools: a framework and triangulation tool to measure scale of 

digital deployments in the context of the COVID-19 pandemic’
Framework 
and Toolkit 

Digital Square N/A

3 The journey to scale – moving together past digital health pilots Guide PATH 2014

Table 7. Selected Resources: Monitoring & Evaluation

Monitoring & Evaluation 
1 Monitoring and Evaluating Digital Health Interventions Guideline World Health Organization (WHO) 2016
2 Monitoring the implementation of digital health Study World Health Organization 2022
3 The Evidence DEFINED framework Toolkit Various Authors 2023
4 Reporting Trials of Electronic and Mobile Health Applications and Online Telehealth Toolkit Various Authors 2011
5 Framework for the Economic Evaluation of Digital Health Interventions Framework World Bank 2023
6 mHealth Evidence Reporting and Assessment Toolkit World Health Organization (WHO) 2016
7 iCHECK-DH Toolkit Various Authors 2023

Sustainability & Financing 
1 The Principles of Donor Alignment for Digital Health Principles Various Authors 2018
2 Digital Health Investment Review Tool to guide investment in digital health Toolkit Digital Impact Alliance (DIAL) at the 

United Nations Foundation.
2018

3 Digital implementation investment guide (DIIG): integrating digital interventions into health 
programmes**

Guide World Health Organization 2020

4 SDG Digital investment framework (eGoV) Framework International Telecommunication Union 
(ITU) and Digital Impact Alliance (DIAL)

2019

5 A Framework for the Economic Evaluation of Digital Health Interventions Framework World Bank 2023
6 Total Cost of Ownership Tool; Digital Health Sustainability Calculator Toolkit  Digital Square, USAID, Bill & Melinda 

Gates Foundation, PATH
2022

7 Closing the digital divide: More and better funding for the digital transformation of health Guideline Transform Health 2022

Table 8. Selected Resources: Sustainability & Financing

https://iris.who.int/handle/10665/185238
https://static1.squarespace.com/static/59bc3457ccc5c5890fe7cacd/t/6079b1e1fcf6d26d8daf480f/1618588133318/Understanding+scale+of+digital+health+tools.pdf
https://static1.squarespace.com/static/59bc3457ccc5c5890fe7cacd/t/6079b1e1fcf6d26d8daf480f/1618588133318/Understanding+scale+of+digital+health+tools.pdf
https://media.path.org/documents/TS_dhs_journey_to_scale.pdf
https://iris.who.int/handle/10665/252183
https://www.who.int/europe/publications/i/item/WHO-EURO-2022-5985-45750-65816
https://www.nature.com/articles/s41746-023-00836-5#Fig1
https://www.jmir.org/2011/4/e126/
https://documents1.worldbank.org/curated/en/099446504122313917/pdf/IDU0f639726d0f11404a3509af8054677649dcd6.pdf
https://www.bmj.com/content/352/bmj.i1174
https://www.jmir.org/2023/1/e46694/
https://digitalinvestmentprinciples.org/
https://mcsprogram.org/resource/digital-health-investment-review-tool/
https://www.who.int/publications/i/item/9789240056572
https://www.who.int/publications/i/item/9789240056572
https://www.itu.int/pub/D-STR-DIGITAL.02-2019
https://documents1.worldbank.org/curated/en/099446504122313917/pdf/IDU0f639726d0f11404a3509af8054677649dcd6.pdf
https://digitalsquare.org/market-analytics
https://transformhealthcoalition.org/investing-in-digital-health/
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Table 9. Selected Resources:  Gender, Equity, Inclusion & Ethics 

Gender, Equity, Inclusion & Ethics 
1 Roundtable on Digital Inclusion Report UN N/A

2 Bridging the digital gender divide Report OECD 2018
3 Digital Health Equity Framework (DHEF) Framework Academic paper 2020
4 National Institute on Minority Health and Health Disparities Research Framework Expanded for 

Digital Health Equity
Framework Academic paper 2022

5 Why Gender Matters for Digital Health Framework GIZ 2021
6 Youth-centred digital health interventions Framework World Health Organization (WHO) 2021
7 UNICEF’s GenderTech Toolkit: Building digital solution for, with, and by girls Toolkit UNICEF 2020
8 WHO-ITU’s Global Standards for accessibility of telehealth services Standards World Health Organization (WHO) and 

International Telecommunication Union 
(ITU)

2022

9 WHO’s Ethics and governance of artificial intelligence for health Guideline World Health Organization (WHO) 2021
10 WHO’s Ethics and governance of artificial intelligence for health – Guidance on large 

multi-modal models
Guideline World Health Organization (WHO) 2024

Table 10.  Selected Resources: Capacity Strengthening 

Capacity Strengthening 
1 Digital education for building health workforce capacity Framework World Health Organization (WHO) 2020
2 Empowering the health workforce – Strategies to make the most of the digital revolution Guide OECD 2019

Table 11.  Selected Resources: Technical Standards for Developers

Technical Standards for Developers 
1 Evidence Standards Framework for Digital Health Technologies (ESF) Framework National Institute for Clinical Excel-

lence (NICE)
N/A

2 ISO-82304-2 Standards ISO 2021
3 Digital Health Applications (DiGA) process Framework DiGA 2020
4 FDA Digital Health quality regulations Standards Digital Health Centre of Excellence 

(DICE)
2020

https://www.un.org/techenvoy/sites/www.un.org.techenvoy/files/general/Definition_Digital-Inclusion.pdf
https://www.oecd.org/en/topics/digital.html
https://www.jmir.org/2020/6/e19361/PDF
https://www.nature.com/articles/s41746-022-00663-0
https://www.nature.com/articles/s41746-022-00663-0
https://health.bmz.de/studies/why-gender-matters-for-digital-health/
https://www.who.int/publications/i/item/9789240011717
https://www.unicef.org/eap/innovation-and-technology-gender-equality-0
https://iris.who.int/bitstream/handle/10665/356160/9789240050464-eng.pdf
https://iris.who.int/bitstream/handle/10665/341996/9789240029200-eng.pdf
https://iris.who.int/bitstream/handle/10665/375579/9789240084759-eng.pdf
https://iris.who.int/bitstream/handle/10665/375579/9789240084759-eng.pdf
https://www.who.int/publications/i/item/9789240000476
https://www.oecd.org/en/topics/policy-issues/the-future-of-health-systems.html
https://www.nice.org.uk/Media/Default/About/what-we-do/our-programmes/evidence-standards-framework/digital-evidence-standards-framework.pdf
https://www.iso.org/standard/78182.html
https://www.bfarm.de/EN/Medical-devices/Tasks/DiGA-and-DiPA/Digital-Health-Applications/_node.html
https://www.fda.gov/medical-devices/digital-health-center-excellence/guidances-digital-health-content
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Table 12. Selected Resources:  Digitization of Immunization Programs

Digitization of Immunization Programs
1 DICE Guidance on the use of digital solution to support COVID-19 national deployment and 

vaccination plans 
Guideline DICE 2021

2 Primer on Digital Solutions for COVID-19 Vaccination Service Delivery Guideline DICE 2022

3 Guidance on developing a national deployment and vaccination plan for COVID-19 vaccines Framework WHO-UNICEF 2020

4 Digital Health Information Interventions for Immunization Demand Generation: A guide for 
selecting appropriate tools and technologies

Guide GAVI 2022

5 Electronic Immunization Registries Guide Digital Square 2021

6 Electronic Immunization Registry: Practical Considerations for Planning, Development, Imple-
mentation and Evaluation

Guideline PAHO 2018

7 Digital Applications and Tools Across an Epidemic Curve Framework Digital Square & GIZ 2021

8 Considerations for integrating COVID-19 vaccination into immunization programmes and pri-
mary health care for 2022 and beyond

Framework WHO-UNICEF 2022

Table 13.  Selected Resources: Digital Public Goods 

Digital Public Goods
1 Global Goods Guidebook Version 4.0 Guideline Digital Square 2023

It should be noted that many of the resources presented here are intended to be used in combination with one another by design, as they build on each other, and thereby 
establish an infrastructure of normative resources, that if applied correctly, are to facilitate the digital transformation of health systems.

https://campaigneffectiveness.org/resources/guidance-on-the-use-of-digital-solutions-to-support-the-covid-19-national-deployment-and-vaccination-plans/
https://campaigneffectiveness.org/resources/guidance-on-the-use-of-digital-solutions-to-support-the-covid-19-national-deployment-and-vaccination-plans/
https://www.usaid.gov/sites/default/files/2023-02/COVID-19_Primer_FINAL_CLEARED%20%28002%29.pdf
https://www.who.int/publications/i/item/WHO-2019-nCoV-Vaccine-deployment-2021.1-eng
https://www.gavi.org/programmes-impact/our-impact/digital-health-information-dhi
https://www.gavi.org/programmes-impact/our-impact/digital-health-information-dhi
https://media.path.org/documents/HSID_BID_LessonsLearned_EIR_br.pdf
https://iris.paho.org/handle/10665.2/34865
https://iris.paho.org/handle/10665.2/34865
https://digitalsquare.org/resourcesrepository/datec
https://www.who.int/publications/i/item/9789240064454
https://www.who.int/publications/i/item/9789240064454
https://digitalsquare.org/resourcesrepository/2023/5/25/global-goods-guidebook-version-40
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3.2.4 Guidelines, Frameworks and Tools for 
Digital Health

Some guidelines and principles are relevant across 
the DH-programing spectrum or pertain to more 
than one thematic area and are thus highlighted at 
various points throughout this chapter.  

Among the guidelines we understand as cross-cut-
ting, the Principles for Digital Development hold 
particular importance. The Principles for Digital De-
velopment is considered as a foundation for digital 
programing efforts in general. In 2014, these Prin-
ciples were proposed by a group of international do-
nors and multilateral organizations. Nowadays many 
normative resources for digital health are based on 
these principles. In 2015 USAID led a successful 
process to recruit 50 other agencies to endorse the 
Principles. They were updated in 2017 and a set of 
nine key principles for integrating best practices into 
technology-enabled development programs for in-
ternational development and cooperation 82. The 
Principles are: 

1. Design with User 
2. Understand the Existing Ecosystem 
3. Design for Scale 
4. Build for Sustainability 
5. Be Data Driven 
6. Use Open Standards, Open Source and Open 

Innovation 
7. Reuse and Improve 
8. Address Privacy & Security 
9. Be Collaborative 

By adopting these nine Principles, policymakers, 
practitioners, and developers are more effective-
ly positioned to work towards everyone benefitting 
from digital initiatives and partake in the wider dig-
ital society.  Based on each principle, specific guid-
ance is provided on how to address each phase of 
the project lifecycle (proposal, design, implemen-
tation, and evaluation). Furthermore, these princi-
ples were proposed as a form of “living guidelines”, 
able to change over time in order to remain relevant 
and useful. Principles like: “Use Open Standards and 
Open Source Software”; “Reuse and Improve”; “Ad-
dress Privacy and Security”; “Design With The User 
and Be Collaborative” are still valid today. However, 
areas which are increasingly recognized as critical 
issues in digital developments, such as challenges 

3.2.4.1 Cross-cutting Principles and Guidelines
in terms of inclusiveness and the prevailing digi-
tal gender gap, were not adequately addressed 83. 
Thus, in 2024, under the stewardship of the Digital 
Impact Alliance (DIAL), the Principles underwent a 
comprehensive update following consultations with 
over 300 stakeholders worldwide. The updated Prin-
ciples maintain the essence of their original inten-
tion while more accurately mirroring the dynamics 
of the contemporary digital landscape. The revision 
emphasizes the importance of radical inclusion and 
local control, highlights the ethical considerations 
surrounding digital data generation and use, and 
speaks directly to its initial audience while also ap-
pealing to the broad spectrum of individuals and or-
ganizations influencing the design, deployment, and 
management of digital infrastructures and solutions. 
In essence, adopters of these Principles pledge to, 
at the very least, avoid causing harm, and at their 
best, ensure their initiatives enhance the autonomy 
of individuals and communities to shape their own 
progress 82,84,85. 

Furthermore, the Digital Principles community offers 
ongoing support for actors operating in the field of 
digital development and their website provides re-
sources to apply each of the nine principles, includ-
ing case studies, toolkits, and how-to-do guides. 

Another resource, which acts as a foundation to 
many of those resources described over the fol-
lowing sections, is WHO’s eHealth Strategy toolkit 
42. Even though we have categorized this resources 
within the topics of Digital Landscape Assessments 
(Section: 3.2.4.1), it serves as a framework for many 
of the subsequently developed resources for digi-
tal healthThe toolkit guides users (target group is 
primarily DH planners and policy makers) through 
the process of developing a DH strategy and thus 
and also pertains to many of the thematic areas 
that have been analysed in this review.  As another 
cross-sectional resource, WHO’s Recommendations 
on digital interventions for health system strength-
ening 8 marked the inception of evidence-based 
guidelines for digital health . Following the WHO’s 
evidence-to-decision framework, they systematical-
ly utilized existing peer-reviewed evidence and ex-
pert opinions across nine priority digital innovations 
(as reference, birth notification via mobile devices, 

https://digitalprinciples.org/
https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://www.who.int/publications/i/item/9789241550505
https://www.who.int/publications/i/item/9789241550505
https://www.who.int/publications/i/item/9789241550505
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digital provision of educational and training content 
to health workers and stock notification accessible 
via mobile devices) aimed at strengthening health 
systems.  

The resource addresses not only the effectiveness 
of the reviewed interventions, but also highlights key 
considerations for acceptability, feasibility in vary-
ing contexts, considerations for gender, equity and 
rights, use of resources associated with the inter-
vention and identify gaps in evidence to guide future 

3.2.4.2 Digital Landscape Assessments 
Target Audience 

• Primary Users: Government bodies, min-
istries of health, donors, technology 
developers  

• Secondary Users: Healthcare providers 

Relevance 

Digital health landscape assessments (DLAs) should 
be considered as a crucial first step when approach-
ing digital health projects, programs or national ini-
tiatives. This view is reflected in the Principles of Do-
nor Alignment for Digital Health - Digital Investment 
Principles 86, in which many of the main global donor 
agencies committed themselves not to finance dig-
ital health investments unless an assessment has 
been undertaken.  

DLAs are critical to develop a comprehensive under-
standing of the stakeholder environment, of a na-
tion’s specific health challenges and priorities, exist-
ing policies and regulations and their integration into 
the healthcare system. DLA offers a systematic ap-
proach to review the existing DH infrastructure and 
any existing solutions, as well as to determine gaps 
in the current system and the potential role of DH to 
address them. Moreover, DLAs can be used to estab-
lish or enhance national data standards to ensure 
interoperability across regions and health domains.   

Whilst there is consensus that conducting DLAs is 
necessary, the methods by which these assess-
ments are done vary, with a plethora of assessment 
tools and methodologies available, ranging widely 
in focus and scope. An overview of these resources 
will aid in navigating and selecting the most suit-
able frameworks and assessment methodologies, 
depending on the respective assessment needs.  

Findings 

For the purpose of this review, we analyzed and sum-
marized 16 resources to guide DLAs, 14 of which are 
specific to the health sector. All are designed to be 
adaptable to the respective country context and as-
sessment needs, which includes flexibility with re-
gards to the assessment focus and depth.  

These DLA tools and guidelines have been devel-
oped by various international organizations such as 
the World Bank, WHO, USAID, UNDP, PAHO, Digital 
Square, GIZ and others and they represent a signif-
icant effort in guiding the development and optimi-
zation of digital health systems.  

While these tools share a common goal of advancing 
digital health infrastructures, each brings a unique 
perspective, methodology, and focus area. A com-
monality is that all resources reviewed provide a 
structured approach or frameworks for evaluating 
e.g., DH infrastructure, interoperability, governance, 
data management, and service delivery. These are 
primarily designed for health sector decision-mak-
ers, IT professionals, and program managers, as 
these tools guide are designed to support strate-
gic planning, implementation, and scaling of digi-
tal health initiatives. The structured frameworks of 
these tools are accompanied by specific indicators 
or assessment criteria, through which systematic 
evaluation and strategic planning is facilitated.  

The tools vary considerably in scope. As such, the 
UNDP DLA Framework 87 and the USAID DECA toolkit 
88 are examples of non-health sector specific tools 
and designed to evaluate the wider digital ecosys-
tem of a country. The WHO/ITU National eHealth 
Strategy Toolkit 42 provides assessment method-
ologies for developing national eHealth strategies, 
whilst the USAID HIS Interoperability Toolkit 12 fo-
cuses specifically on the assessment of interopera-
bility aspects of health information systems.  

research. Furthermore, these recommendations 
point out that health interventions are not a substi-
tute for functioning health systems, and that there 
are significant limitations to what digital health is 
able to address. These recommendations have been 
considered as a milestone in global health as they 
provide a roadmap for governments and policymak-
ers for introducing and scaling up digital health in-
terventions to support population health outcomes 
in a feasible way  67,72.  

https://digitalinvestmentprinciples.org/
https://digitalinvestmentprinciples.org/
https://digitalinvestmentprinciples.org/
https://digitalinvestmentprinciples.org/
https://www.undp.org/arab-states/publications/digital-landscape-assessment
https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://www.measureevaluation.org/resources/publications/tl-17-03a.html
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Each tool employs different methodologies; the 
WHO/ITU National eHealth strategy toolkit 42 rec-
ommends a research approach that encompass-
es desk-based research, internal assessments and 
stakeholder consultation alongside a repository of 
possible questions that address the seven building 
blocks of the eHealth system. The UNDP’s guide on 
the other hand is centered around a SWOT analysis, 
whilst the Early Stage Digital Investment Tool (EDIT) 
tool 89 is based on an indicator-based points system. 
The EDIT tool as well as the majority of the other 
tools reviewed here, e.g., the World Bank’s DH As-
sessment toolkit 90, uses a maturity model approach.  

Digital maturity models have been shown to be help-
ful for steering the development, adoption, adap-
tation, implementation, and maintenance of DH.  
In fact, the WHO Global Strategy on Digital Health 
2020 – 2025 2 specifies as a key output “a contin-
ually evolving digital health maturity model assess-
ment designed to direct the prioritization of nation-
al investments in digital health, promoting primary 
health care and universal health coverage.”  

Maturity Assessment Tools (MATs) aid in evaluating 
a country’s capability maturity for implementing and 
assessing a national DH program. and consequently, 
they need to be thorough and adaptable and should 
encompass the viewpoints of health systems, orga-
nizations, professionals, and consumers. Maturity 
assessments can encompass an evaluation of the 
entire DH health system at the macro-level, or be 
specific to a health district or health facility levels. 
The choice of assessment is dependent on a coun-
try’s assessment focus, needs and objectives.  

The review of DLA resources has highlighted a num-
ber of key findings.  

1. Systematic Approach and Country 
Leadership: 

To ensure the success of a DLA, adopting a sys-
tematic approach tailored to the specific needs of 
a country is paramount. Ideally, DLAs should be led 
by the country itself or conducted in close collabora-
tion with relevant ministries. This approach ensures 
alignment with the country’s DH system vision or 
existing strategy. Moreover, countries leading DLA 
efforts can better maintain an overview of the exist-
ing digital landscape and can actively coordinate do-
nors’ and implementers’ efforts. It has been known 
that partners conduct assessments, sometimes in 
parallel, when a DLA has already been conducted 
87. Strong country leadership can avoid such scenar-
ios, so that efforts can be streamlined and resources 
spent more efficiently.  

2. Building on existing Digital Landscape 
Information: 

The review has highlighted the importance of utiliz-
ing available country-specific resources and data-
sets from earlier assessments (e.g., Map & Match) 
or other existing sources. By doing so, duplication 
of work can be avoided, limited resources can be 
used more efficiently and progress can be accelerat-
ed through effective information use. In turn, results 
from newly conducted DLAs should be made widely 
available to stakeholders at the local, national, re-
gional and global level, so that future assessments 
can build on them. Converting DLA findings into us-
able recommendations and making DH technology 
inventories available nationally and internationally 
(e.g., via the Digital Health Atlas) further strengthens 
the impact of assessments. 

3. Country ownership of assessment 
results:  

National governments should take ownership of 
assessment results, as this facilitates the coordi-
nation of ongoing and future DH development ini-
tiatives. Ideally assessments should be govern-
ment-led, however, if DLAs are conducted as part 
of donor-funded DH initiatives and the relevant min-
isters are not fully engaged in the process, interna-
tional organizations should include a hand-over of 
the DLA findings and subsequent action points to 
the national government, including the necessary 
training as part of the project plan. This will facilitate 
continuity of efforts.  

4. Methodological Flexibility and 
Integration of Tools: 

A variety of assessment tools and methodologies ex-
ist for DLAs, addressing different stages or thematic 
areas of a DH eco-system. Assessors frequently in-
tegrate these tools, modifying and blending meth-
odologies to gather the required information. This 
methodological flexibility allows users to tailor as-
sessments according to specific country needs. 

5. Integration of harmonized DLA 
results into the evolving DH Resource 
Infrastructure: 

While the flexibility of methodologies allows for 
customized assessments, there is a risk of generat-
ing non-harmonized or even non-harmonizable DH 
ecosystem information, which constitutes a missed 
opportunity to contribute to global efforts towards 
better information use and learning, as well as more 

https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://www.katicollective.com/tools
https://www.katicollective.com/tools
https://documents1.worldbank.org/curated/en/271901636353443086/pdf/Main-Report.pdf
https://documents1.worldbank.org/curated/en/271901636353443086/pdf/Main-Report.pdf
https://www.who.int/publications/i/item/9789240020924
https://www.who.int/publications/i/item/9789240020924


32

Navigating the Digital Health Ecosystem: A Review of Key Guidelines, Frameworks, and Tools

effective coordination of DH initiatives within and 
across countries. To enhance the impact of DLAs, 
it is therefore recommended to use DLA tools that 
align with global DH repositories and discourage the 
development of new tools that do not align with al-
ready existing taxonomies, data formats or thematic 
categorizations (e.g., WHOs eHealth strategy tool-
kits, WHOs classification for DHIs, the Global Digital 
Health Monitor or the Digital Health Atlas). 

By referring to some of the tools and guidelines that 
are reviewed in this chapter (more detail is provided 
later), we can exemplify the broader impact of har-
monizing elements of DLAs and showcase the inter-
connectedness of existing resources in the DH land-
scape. For example, the WHO/ITU eHealth strategy 
toolkit 42 assessment framework for DLAs is based 
on the seven components of an eHealth system 6, 
and those in turn are recommended to form the ba-
sis for national DH blueprints. These components 
also serve as the foundation for the Global Digital 
Health Monitor (GDHM) 91, a web-based resource, 
designed to track, monitor, and assess the enabling 
environment for digital health throughout the world 
(more detail in the later part of this section).  

The Early Stage Digital Investment Tool (EDIT) 89 ad-
opted many of its indicators from the GDHM and is 
also an integral part of the GIZ’s Digital Pandemic 
Preparedness Assessment tool (DPPA) 92. The utili-
zation of DHIs as pre-defined units of digital func-
tionality provides a basis for national digital health 
inventories. This enables the universal communica-
tion and understanding of information about exist-
ing DHIs at the national, multi-national, and global 
levels, which is then facilitated by tools like WHO’s 
Digital Health Atlas 93. 

Use cases developed through the USAID Map & 
Match Initiative 94 are intended to be used as base-
line data for the completion of GIZ’s Digital Pandem-
ic Preparedness Assessment Tool 92 and all findings 
from Map & Match are currently being integrated into 
the WHO’s Digital Health Atlas 93, further enhancing 
the interoperability and comprehensive coverage of 
global digital health information. 

6. Harmonization of DLA Guidelines & 
Tools: 

The potential collective impact of DLA tools on glob-
al health is significant. They guide countries in mak-
ing informed decisions about digital health invest-
ments, ensuring that digital transformations align 
with broader health goals and are responsive to spe-
cific regional needs. In LMICs, these tools are partic-
ularly crucial in leapfrogging developmental stages 
and adopting best practices in DH. 

However, the growing number of DH assessment 
tools, each with its methodologies and focus areas 
also poses potential for problems. A mix and match 
approach of tools, whilst workable, fosters the de-
velopment of disparate and siloed assessments, 
where different stakeholders may continue to de-
velop and conduct assessments, resulting in dupli-
cation of efforts, and non-harmonized DLA results 
beyond, at the regional or national level.  

This issue has been recognized in the DH community 
and there are ongoing efforts harmonize the land-
scape of existing resources.  

A noteworthy effort is the development of a me-
ta-model to unify various domain-specific maturi-
ty models. The Digital Health Profile and Maturity 
Assessment Toolkit (DHPMAT) was designed to as-
sist Pacific Island Countries in DLAs 95. Based on the 
WHO/ITU National eHealth Strategy Toolkit 42, the 
Atlas of eHealth Country Profiles 96 and the WHO’s 
Recommendations on digital health interventions for 
Health Systems Strengthening 8, the authors adopt-
ed a stakeholder co-creation approach for the DHP-
MAT, drawing on existing DLA maturity models** to 
develop a list of Digital Health Profile (DHP) indica-
tors to assess digital health maturity.  

Digital Square’s Navigator for Digital Health Capabil-
ity Models 97 offers a meta-perspective on assist in 
the selection of digital health maturity models. De-
scribed in more detail later (Appendix 2), this tool is 
a hands-on guide, including a step-by-step guide-
book and Excel workbook to assist in identifying the 
maturity model-based tool(s) that align most close-
ly with DH stakeholders’ objectives for conducting 
an assessment and helps users understand how to 
leverage findings from any previous maturity model 
assessments.  

Whilst not a resource in the traditional sense, an 
effective forum for advancing the streamlining and 
optimization of approaches is found, as so often in 
the digital development world, in a community of 
practice and expertise. The Digital Health & Interop-
erability Working Group (DH&I WG) 98, established 
in 2016, is a collaborative community of nearly 250 
technical partners from various countries. Affiliat-
ed with the WHO-hosted Health Data Collabora-
tive (HDC) and secretariated by Digital Square, the 
DH&I WG focuses on standardizing how govern-
ments describe their paths to operational national 
digital health systems and developing common dig-
ital health terminologies. The group has formed the 
smaller, and topic-focused Maturity Model Small 
Working Group, which is working towards harmo-
nization of digital health assessment tools and ma-
turity models with the goal to harmonize them to 

6According to WHO/ITU (2012), the seven components of an eHealth system are: 1) leadership and governance, 2) Strategy and Investment, 
3) Service and Applications, 4) Standards and Interoperability, 5) Infrastructure 6) Legislation, Policy and Compliance and 7) Workforce. 
**Maturity Models included in the development of the DHPMAT: 1) Informatics Capability Maturity model, with focus on health organization, 2) 
Global Digital Health Index, with focus on national DH systems, 3) Health Information Systems Interoperability Maturity Toolkit, focused on 
health organizations – technical & operational aspects, and 4) Health Information System Stages of Continuous Improvement Toolkit, also fo-
cused on technical and operational aspects of health organizations; The elements of the DHPMAT are: 1) Country context (17 indicators), ICT 
infrastructure (21 indicators), 3) Essential digital health tools (39 indicators), 4) Readiness for information sharing (27 indicators), 5) Health sys-
tem adoption (31 indicators) and Quality improvement, measurement, monitoring and evaluation (QUIMME) (number of indicators not specified).   

https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://monitor.digitalhealthmonitor.org/map
https://monitor.digitalhealthmonitor.org/map
https://www.katicollective.com/tools
https://digitalsquare.org/resourcesrepository/dppa-v2
https://digitalsquare.org/resourcesrepository/dppa-v2
https://dha.akuko.io/space/dha/tag/blog
https://dha.akuko.io/space/dha/tag/blog
https://digitalsquare.org/covid19-map-match
https://digitalsquare.org/covid19-map-match
https://pubmed.ncbi.nlm.nih.gov/33249472/
https://pubmed.ncbi.nlm.nih.gov/33249472/
https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://iris.who.int/bitstream/handle/10665/204523/9789241565219_eng.pdf
https://www.who.int/publications/i/item/9789241550505
https://www.who.int/publications/i/item/9789241550505
https://lib.digitalsquare.io/collections/9f911fc3-6b23-4cdc-b675-2d513585b7cf
https://lib.digitalsquare.io/collections/9f911fc3-6b23-4cdc-b675-2d513585b7cf
https://wiki.digitalsquare.io/index.php/Digital_Health_%26_Interoperability_Working_Group
https://wiki.digitalsquare.io/index.php/Digital_Health_%26_Interoperability_Working_Group
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prevent redundancy, improve clarity, and enhance 
the utility of these tools for various stakeholders, 
including policymakers, donors, and practitioners. 
One case study conducted by the group in 201999 

focused on four main tools: the Global Digital Health 
Index, the Digital Health Atlas, the Health Informa-
tion Systems Interoperability Maturity Toolkit, and 
the Health Information System Stages of Continu-
ous Improvement Toolkit. By enabling close collab-
oration among organizations that developed these 
tools, the group were able to standardize language 
and frameworks, and thereby improve compatibility 
between tools.  

Reviewed Guidelines, Frameworks and Tools

Harmonization of DLA tools facilitates adoption of 
best practices, reduces redundancy, and fosters col-
laborative development of DH systems. While each 
tool may contribute uniquely to the DLA landscape, 
their collective strength lies in offering a multifacet-
ed approach, which allows adaptability to country 
assessment needs and objectives. Harmonization 
of these tools can significantly enhance their effec-
tiveness, leading to more coordinated, impactful, 
comparable data to further national and global DH 
efforts. 

UNDP Digital Landscape Assessment Framework  
For the analysis of national digital landscapes in relation to SDGs, thus not health sector-specific. It 
encompasses: 1) Rapid Integrated, 2) Digital Maturity, and 3) Bottleneck Assessments to identify 
digital solutions to expedite progress towards the SDGs.

USAID Digital Ecosystem Country Assessment (DECA) Toolkit 
To conduct assessments for digital development decision making (not health-sector specific), cover-
ing “Digital society, rights and governance,” “Digital infrastructure and adoption,” and “Digital econ-
omy,” over three phases: 1. Desk research and planning (5 weeks), 2. Interviews (2–7 weeks), and 3. 
Analysis and report writing (10-15 weeks). 

The WHO/ITU eHealth strategy toolkit  
The toolkit provides an assessment framework (Chapters 10 & 11) that aligns with the seven build-
ing blocks of a digital health enabling environment for national digital health strategy development. 
It suggests a 3-stage research approach (desk-based research, internal assessment, stakeholder 
consultations) with example questions addressing each eHealth strategy component, along with op-
portunities, gaps, risks, and barriers.consultations) with example questions addressing each eHealth 
strategy component, along with opportunities, gaps, risks, and barriers.

GIZ Digital Pandemic Preparedness Assessment Tool (DPPA) 
The DPPA streamlines digital tool identification in a nation’s ecosystem, aligning with EDIT and USAID 
Map & Match, and syncing with the Global Digital Health Monitor. The 5-stage, 3-phase assessment 
(3 weeks) 1) engages stakeholders, 2) analyzes the digital health ecosystem, 3) integrates map and 
match data, 4) maps DPP use cases, and 5) reports results with recommendations for digital health 
and pandemic preparedness, producing a report to inform budgetary decisions.

https://www.undp.org/arab-states/publications/digital-landscape-assessment
https://www.usaid.gov/digital-development/deca-toolkit
https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://digitalsquare.org/resourcesrepository/dppa-v2
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Early Stage Digital Health Investment Tool (EDIT)  
A tabular toolkit for early-stage DH ecosystem assessments. It assesses DH readiness, fostering co-
ordinated strategies for health digitization among key stakeholders. It integrates into the DPPA and 
Navigator for Digital Health Capability Models. The tool promotes dialogue on six essential building 
blocks (1. human capacity, 2. investment & funding, 3. data capture & use, 4. infrastructure, 5. stan-
dard & interoperability and 6. governance and police) with indicator-based point-system ratings (1 
to 5) for assessing a country’s DH readiness. 

World Bank Digital Health Assessment Toolkit Guide  
A toolkit guide to assess a country’s digital health maturity, aiding in planning and prioritizing digital 
health strategies and investments. The toolkit includes a Digital Health Landscape Profile, a Maturity 
Scoring Tool, and in-depth interviews and workshops, offering a comprehensive view of a country’s 
digital health infrastructure, workforce, and governance using 74 indicators.   

Health Information System Stages of Continuous Improvement (SOCI) Toolkit
A guide to evaluate and enhance Health Information System (HIS) effectiveness, designed for HIS 
stakeholders, including government and health program managers, It presents a structured method 
for assessing HIS, starting with forming a leadership team and setting the assessment scope. The 
toolkit assesses various HIS aspects, such as leadership, workforce, ICT, and data quality, using a 
five-stage maturity scale. It stresses stakeholder consultation for consensus on HIS status and future 
goals, leading to a roadmap for improvement with defined actions and responsibilities.  

USAIDs Map & Match Initiative (M&M) 
M&M, not a formal guideline or framework, serves as a vital baseline resource for ecosystem map-
ping. Prioritizing repurposing digital tools for rapid disease information access, it is a 2-phase initia-
tive documenting DH investments in LMICs. Outputs from M&M are: 1) a publicly accessible dataset 
for 130+ countries (Phase 1), 2) more detailed information on 22 M&M countries (Phase 2) and 3) 
Country briefs showcasing the identified tools. 4) M&M develops outbreak response use cases aligned 
with GIZ’s DPPA and integrated into the DATEC framework. All M&M data are shared with the DHA in 
collaboration with WHO. 

HIS Interoperability Maturity Model (IMM) Toolkit 
A toolkit that provides a maturity model to assess and enhance the interoperability of health infor-
mation systems (HIS) across three domains: leadership and governance, human resources, and tech-
nology, intended for Ministry of Health officials and stakeholders in LMICs. This model categorizes 
HIS performance into five levels and includes an assessment tool for evaluating 18 subdomains. The 
process involves self-administration by health officials, aiming to guide improvements in HIS interop-
erability for more effective healthcare delivery and data management.

WHO/PAHOs The Information Systems for Health (IS4H) Toolkit 
A toolkit designed to help national health authorities and stakeholders assess and improve their 
HIS. It features a maturity model with five levels, covering domains, including Data Management, 
Governance, Knowledge Management, and Innovation. The toolkit provides a structured method for 
evaluating these systems and the assessment process is meant to be carried out by health officials, 
forming teams to complete, analyze, and use the results to develop strategies for advancing their HIS. 

https://www.katicollective.com/tools
https://documents1.worldbank.org/curated/en/271901636353443086/pdf/Main-Report.pdf
https://www.measureevaluation.org/his-strengthening-resource-center/his-stages-of-continuous-improvement-toolkit.html
https://digitalsquare.org/covid19-map-match
https://www.measureevaluation.org/resources/publications/tl-17-03a.html
https://www.paho.org/en/information-systems-and-digital-health
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Digital Square’s Navigator for Digital Health Capability Models 
A guide designed to assist countries and organizations in choosing the most suitable digital health 
maturity models for their needs. It provides guidance on a range of maturity model-based tools for 
digital health systems, helping users understand which tools best fit their specific assessment goals 
and contexts. It was created through a collaborative process involving tool users, designers, funders, 
and decision-makers from national digital health entities. It offers a framework to understand indi-
vidual tools, mapping specific indicators between them to leverage assessments used in the past and 
avoid duplication of efforts. 

WHOs Digital Health Atlas 
An open-source online-based platform designed to coordinate global digital health initiatives and 
designed to serve as a global digital health inventory, a solution finder, and an information resource 
on intervention maturity, functionalities, and standards. It aids governments, technologists, imple-
menters, and donors by providing essential information for planning, coordination, and evaluation of 
digital health projects. The platform’s effectiveness depends on active engagement, with roles for 
implementors, government, and investors/donors. 

WHO Classification of digital interventions, services and applications in health, second edition.   
An updated version of the “WHO Classification for Digital Health Interventions v1.0 (CDHI).”, this 
guideline is a taxonomy that provides a common language for stakeholders in the DH sector to assess 
and communicate the uses of DH and to identify program needs. It categorizes digital and mobile 
technologies to support individuals and health system requirements, based on the discreet unit of 
a “digital health intervention.” It is organized around three axes: Health System Challenges, Digital 
health interventions, and Digital Services and Application types. It groups interventions based on 
users: Persons, healthcare providers, health systems or resource managers, and data services. It is 
integrated into the WHO Digital Health Atlas.  

Global Digital Health Monitor 
An online resource designed to evaluate countries’ digital health maturity. Aligned with the WHO/ITU 
eHealth Strategy Toolkit, it supports progress tracking, weakness identification, and improvements 
in national digital health systems. As part of the WHO Digital Health Resolution, GDHM uses 23 indi-
cators grouped into seven key components. Also includes areas such as AI, equity, gender, and UHC, 
with visualizations for year-on-year performance, country comparisons, and regional insights. Data 
sources include the GovTech Maturity Indicator, Network Readiness Index, and GSMA Mobile Con-
nectivity Index. 

U.S. President’s Malaria Initiative Digital Community Health  
In 2020, the U.S. President’s Malaria Initiative, through USAID and the CDC, initiated the Digital Com-
munity Health Initiative to enhance healthcare quality in 27 African countries via digital health plat-
forms. Aiming to optimize digital technology for malaria and community health, the initiative conducted 
a mixed-methods assessment through three phases: 1) ecosystem assessment of digital technology 
and malaria data. This phase involved a comprehensive assessment to understand community-level 
malaria data management, including ICT use. The assessment encompassed a desk review, surveys 
on digital tools, and interviews with national and subnational stakeholders. Desk reviews were con-
ducted in all countries, while surveys and interviews were tailored by country to address gaps and 
corroborate findings. 2)stakeholder engagement to refine digital health needs and priorities. 3)coun-
try-specific implementation of tailored strategies. This approach broadened its focus beyond malaria, 
providing insights for improving integrated service delivery.  

https://lib.digitalsquare.io/collections/9f911fc3-6b23-4cdc-b675-2d513585b7cf
https://dha.akuko.io/space/dha/tag/blog
https://www.who.int/publications/i/item/9789240081949
https://monitor.digitalhealthmonitor.org/map
https://digitalsquare.org/community-health


36

Navigating the Digital Health Ecosystem: A Review of Key Guidelines, Frameworks, and Tools

Target Audience 

• Primary Users: government health sector 
leaders in ministries, departments and agen-
cies who manage the development of digital 
health strategies  

• Secondary Users: Technology developers, 
donors 

Relevance 

Developing policies and strategies for digital health 
is essential for governments as ICT can significantly 
enhance the accessibility and quality of healthcare 
services. With the right policies, and governance 
structures in place, governments can ensure that 
digital health tools reach a broader population, in-
cluding remote or underserved areas, whilst safe-
guarding their citizens health and health informa-
tion, thereby promoting equity in healthcare access 
and at the same time protecting confidentiality of 
information. 

Digital health initiatives can increase the efficien-
cy of healthcare delivery, reducing costs for both 
healthcare systems and patients. Policies and strat-
egies are needed to guide the integration of these 
technologies in a manner that maximizes cost-effec-
tiveness without violating the rights of the users and 
patients. The management of health data is a criti-
cal aspect of DH and governments need to establish 
policies that ensure data is handled securely and 
privately, complying with legal and ethical standards, 
and ensuring public trust in digital health systems. 

To fully benefit from DH solutions, it is essential to 
have standardized systems that can interact seam-
lessly. Government policies can set the standards 
for interoperability, ensuring that different data can 
merge, which in turn allows public health planners 
and managers to measure comprehensive and reli-
able indicators for informed decision making. In ad-
dition, well-crafted policies can foster innovation in 
digital health, encouraging the development of new 
and improved technologies to achieve better health 
care outcomes. However, because digital health is 
evolving fast, it is important to establish a flexible 
regulatory framework to manage emerging issues, 
such as the ethical use of AI in healthcare, telemedi-
cine practices, and digital health equity. Also, DH can 
stimulate economic growth by creating new jobs and 
market opportunities within the health tech sector, 
a process which should be fostered and guided by 
policies and strategies. 

3.2.4.3 Regulation, Strategy & Policy Formation 
In summary, government policies, strategies and 
regulations in DH are crucial for ensuring that digi-
tal technologies are integrated into health systems in 
a secure, efficient, and equitable manner, enhancing 
healthcare delivery and outcomes while fostering in-
novation and addressing broader public health goals. 

Given the complexity of DH system development and 
the intricacies around this, guidelines can be help-
ful for governments to support the development of 
the legislative frameworks and thus, the landscape 
around this topic was investigated as part of this 
review.  

Findings 

The WHO released the Global Strategy on Digital 
Health 2020-2025 2 to globally guide the develop-
ment and adoption of digital health solutions that 
are appropriate, accessible, affordable, scalable, and 
sustainable. This strategy is built on four core prin-
ciples: institutionalizing digital health within nation-
al systems, developing cohesive digital strategies, 
promoting beneficial technology use, and address-
ing adoption barriers in least-developed countries. 
It outlines four strategic objectives: fostering glob-
al DH collaboration, promoting national DH strat-
egies, enhancing DH governance, and supporting 
people-centered health systems. The strategy also 
includes a framework for action focused on com-
mitment, catalysis, measurement, and continuous 
improvement, accompanied by an action plan to 
achieve these objectives. 

At national level, only one guideline was identi-
fied that specifically supports governments in de-
veloping a national eHealth vision: WHO’s National 
eHealth Strategy toolkit 42 and despite the fact that 
this guideline is more than 10 years old, it remains 
valid and highly relevant.  

The toolkit is grounded in fundamental principles 
of healthcare and technology implementation that 
do not out-date. These include the importance of 
stakeholder engagement, the need for a clear vision 
and strategic objectives, and the recognition of the 
unique challenges and opportunities in health infor-
mation management. Such principles are universal-
ly applicable and remain relevant as foundational 
guidelines. 

Moreover, the toolkit provides a framework that is 
adaptable to different contexts and technological 
advancements. It focuses on strategic planning, 
assessment of the current state, vision setting, and 

https://www.who.int/publications/i/item/9789240020924
https://www.who.int/publications/i/item/9789240020924
https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
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implementation, which are steps applicable regard-
less of specific technology trends. This adaptability 
allows it to remain useful even as specific technol-
ogies evolve. 

The toolkit emphasizes the importance of strong 
governance structures and policy frameworks for 
successful eHealth implementation. These aspects 
of health system strengthening are not tied to spe-
cific technologies and remain critical for any health 
initiative. 

The toolkit stresses the importance of engaging a 
wide range of stakeholders, including government 
bodies, healthcare providers, patients, and technol-
ogy experts. Such an approach to inclusive and par-
ticipatory planning remains pertinent. 

Also, the toolkit takes a comprehensive approach to 
eHealth implementation, covering aspects like in-
frastructure, human resources, financing, and mon-
itoring and evaluation. This holistic view is essential 
for the success of any health initiative, regardless of 
technological changes. The toolkit allows for flexibil-
ity in its application, acknowledging that each coun-
try or region may have different needs, resources, 
and starting points. This flexibility makes it broadly 
applicable and enduring. 

It may be argued that one guideline does not suffice 
for this critical phase of DH development. However, 
the eHealth Strategy Toolkit can be viewed as an 
overarching resource, which provides stakeholders 
with the tools to address the strategic planning each 
of the seven building blocks of an eHealth system 
(described in more detail in Section 3.1.3). 

Other resources are available that focus on guiding 
government actors on selected aspects of DH devel-
opment. However, these can be considered as com-
plementary to the eHealth Strategy Toolkit as they 
zoom in on particular areas.  

For example, WHO’s Digital Implementation Invest-
ment Guide (DIIG) 3 is relevant for integrating digital 
solutions into health systems and thus has been in-
cluded in this review in Section 3.2.4.4. It also pro-
vides information on financial investment, assisting 
governments and technical partners in planning and 
implementing digital health initiatives that support 
national health system goals. Beyond the imple-
mentation guidance it provides, the DIIG also of-
fers a step-by-step guidance through the planning 
and costing of DHIs within a digital health enterprise 
(see Section 3.1.3 for more detail). It advises on the 
planning and costing of digital health interventions, 
with a focus on identifying cost drivers at each phase 

of implementation and developing a comprehensive 
budget for the lifespan of the investment.  

Similar to the DIIG, many of the resources reviewed 
in the sections have relevance for Regulation, Strat-
egy and Policy Formation for government stakehold-
ers, but also pertain to one or more specific phases. 
However, WHOs eHealth Strategy Toolkit remains 
the only tool, which assumes the macro-perspec-
tive across the process of developing of a DH system 
strategy at national level.  

An important aspect concerning this thematic area 
is that of health data governance. Data privacy and 
security issues pose a significant barrier to the ex-
pansion of digital health tools. As healthcare sys-
tems increasingly adopt digital technologies to store, 
process, and transmit patient information, the risk 
of data breaches, unauthorized access, and cyber-
attacks grows. These risks raise concerns among 
patients, healthcare providers, and policymakers, 
slowing the adoption and implementation of digital 
health solutions. These concerns are amplified by 
the sensitivity of the data as they include personal 
information about individuals’ physical and mental 
health conditions, treatment plans, and medical his-
tory. Unauthorized access to this data can lead to 
privacy violations, discrimination, and even finan-
cial or reputational damage to individuals. Trust is a 
cornerstone of healthcare delivery as patients must 
have confidence that their personal health informa-
tion is handled with the utmost care and confiden-
tiality. Data privacy and security concerns can erode 
this trust, making patients reluctant to use digital 
health tools, fearing their personal information might 
be compromised. Thus, healthcare is among the 
most regulated sectors in some regions of the world, 
with stringent data protection laws, for example, the 
Health Insurance Portability and Accountability Act 
(HIPAA) in the United States or the General Data 
Protection Regulation (GDPR) in Europe 100. How-
ever, many countries still lack robust and equitable 
data protection regulations and data governance 
policies. The Health Data Governance Principles 101 
have been designed to address this need as they 
present globally accepted principles for health data 
governance that are applicable at the regional and 
sectoral levels. This means that the principles can 
guide stakeholders in domesticating national and 
organizational policies, e.g., through the principles 
themselves and through the “Model Law on Health 
Data Governance”, which encompasses core ele-
ments, legislative guidance and reference legal text 
with the aim of strengthening national frameworks. 
Moreover, this consensus on high-level principles 
marks an important step towards the creation of a 
global health data governance framework that could 

https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://www.who.int/publications/i/item/9789240010567
https://www.who.int/publications/i/item/9789240010567
https://www.hhs.gov/hipaa/for-professionals/index.html
https://www.hhs.gov/hipaa/for-professionals/index.html
https://gdpr-info.eu/
https://gdpr-info.eu/
https://healthdataprinciples.org/
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support the use of digital technologies and data for 
the public good. 

However, ensuring compliance with diverse and 
sometimes conflicting regulations in settings with 
existing robust governance structures can be chal-
lenging for digital health providers and developers 
alike. Non-compliance not only risks legal repercus-
sions and fines, but also damages trust and credibil-
ity among users and stakeholders. Effective digital 
health solutions often rely on interoperability to ag-
gregate, share, and analyze health data across dif-
ferent systems and stakeholders. Data privacy and 

Reviewed Guidelines, Frameworks and Tools

security concerns can limit these activities, hinder-
ing the development of interoperable systems that 
support comprehensive care management, research, 
and public health monitoring. The need to navigate 
data privacy and security concerns may slow inno-
vation in the digital health space, nonetheless de-
velopers must balance the creation of user-friendly, 
accessible tools with the imperative to incorporate 
strong security measures. Whilst maintaining this 
balance can complicate design processes, increase 
development costs, and extend time-to-market for 
new solutions, it is ultimately the only sustainable 
way to enable the use of health data for public good.

WHO’s Global Strategy on Digital Health 2020-2025 
WHO’s aims to guide the development and adoption of DH solutions that are appropriate, accessible, 
affordable, scalable, and sustainable, based on four core principles: institutionalizing digital health 
within national systems, requiring cohesive strategies for digital health success, promoting beneficial 
digital technology use in health, and addressing the adoption barriers in least-developed countries. 
The strategy outlines four strategic objectives: enhancing global DH collaboration and knowledge 
sharing, supporting national digital health strategy implementation, improving DH governance, and 
fostering people-centered health systems through DH. It proposes a framework for action focused on 
commitment, catalysis, measurement, and continuous improvement, accompanied by an action plan 
outlining the necessary impacts, outputs, policy options, and actions for achieving these objectives. 

The WHO/ITU eHealth strategy toolkit  
This earlier described toolkit (see section on DLAs) is the fundamental guideline document to help 
governments develop a national eHealth vision aligned with their health and development goals, de-
signed to facilitate the creation of an action plan reflecting country priorities, and to manage associated 
risks. It is a step-by-step tool, that addresses common challenges in digital health development, such 
as misaligned agendas and ‘siloed’ technology investments. Divided into three parts—1) Establishing 
a National eHealth Vision, 2) Developing a National eHealth Action Plan, and 3) Monitoring and Eval-
uation—the toolkit aims to prevent stalled efforts and optimize return on investment by promoting a 
broader vision of health system development.

TransformHealth’s Health Data Governance Principles 
A set of principles that have been developed through a collaborative bottom-up process, driven by 
civil society and stewarded by TransformHealth. They encompass three interconnected objectives, 
namely 1) Protect people – as individuals, as groups and as communities; 2) Promote health value 
– through data sharing and innovative uses of data; and 3) Prioritize equity – by ensuring equitable 
distribution of benefits that arise from the use of data in health systems. The Principles are designed 
for governments, technology companies, and other stakeholders involved in health data collection 
and use. They aim to guide national and organizational health data policies and contribute to a glob-
al governance framework. Additionally, they serve as a tool for advocating equitable, human-rights-
based data governance and can function as an accountability mechanism. 

https://www.who.int/publications/i/item/9789240020924
https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://healthdataprinciples.org/
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Health Insurance Portability and Accountability Act (HIPAA) 
HIPAA establishes Privacy and Security Rules for handling protected health information in USA. These 
rules require healthcare providers, insurers, and employers to protect patient data, allow controlled 
disclosure without consent under specific conditions, and give individuals rights over their health in-
formation. The aim is to protect patient privacy while ensuring necessary data flow for quality health-
care and public safety. Additionally, the Security Rule mandates safeguards for electronic data, and 
the Enforcement Rule specifies compliance, penalties for violations, and hearing processes.

Framework for Improving Critical Infrastructure Cybersecurity102 

The National Institute of Standards and Technology’s Cybersecurity Framework provides detailed 
guidelines to help private sector organizations improve their cybersecurity. It helps entities prevent, 
detect, and respond to cyber threats by integrating standards, guidelines, and best practices for risk 
management. Notable for its adaptability, cost-effectiveness, and focus on protecting critical infra-
structure, the last version includes a self-assessment section, expanded risk management for cyber 
supply chains, and improved guidance on authentication, authorization, and identity verification, 
along with clearer connections between its components and vulnerability disclosure considerations. 

The General Data Protection Regulation (GDPR) 
GDPR is a crucial law within the EU, affecting any organization worldwide that processes person-
al data of EU/EEA residents. Key provisions include obtaining explicit consent for data processing, 
granting individuals rights to access, erase, and transfer their data, and the right to object to data 
use for specific purposes. Organizations must implement data protection measures from the start, 
appoint Data Protection Officers for significant data processing activities, and promptly report data 
breaches. The GDPR also regulates the international transfer of personal data to maintain protection 
standards globally. 

Guide to Privacy and Security of Electronic Health Information 103

This guide offers practical support for healthcare professionals, especially in smaller practices, to 
comply with HIPAA in the US. It includes advice on regulatory compliance, risk management strate-
gies, staff training guidance, and how to handle and report health information breaches. It also fea-
tures tools and resources to help providers assess their practice’s needs for the privacy and security 
of electronic health information, develop appropriate policies and procedures, and manage potential 
risks effectively. This comprehensive strategy aims to equip healthcare providers with the necessary 
tools to protect sensitive health information and maintain patient trust. 

https://www.hhs.gov/hipaa/for-professionals/index.html
https://www.nist.gov/publications/framework-improving-critical-infrastructure-cybersecurity-version-11
https://gdpr-info.eu/
https://www.healthit.gov/topic/health-it-resources/guide-privacy-security-electronic-health-information
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Target Audience 

• Primary Users: Developers, healthcare 
providers  

• Secondary Users: Donors, government bod-
ies, ministries of health 

Relevance 

Guidelines for digital health solution design and de-
velopment ensure the creation of effective, safe, and 
user-friendly tools. They emphasize the importance 
of interoperability with existing health systems, 
guide ethical and legal compliance, particularly in 
handling sensitive health data, and standardize de-
velopment practices. These guidelines are pivotal in 
making digital health solutions scalable, sustainable, 
and evidence-based, addressing both local and glob-
al health challenges. 

Importantly, while providing structured approach-
es, these guidelines also foster innovation, encour-
aging developers to create novel solutions for un-
met healthcare needs. They enhance collaboration 
among various stakeholders, including healthcare 
providers, patients, technologists, and policymak-
ers. This holistic approach ensures the development 
of digital health solutions that are not only compli-
ant and of high quality but also responsive to the 
complex needs and challenges of modern health-
care systems.  

One area of solution design, which is current and of 
particular importance, is the need for guidelines to 
design DH solutions based on national paper guide-
lines. Their relevance is about ensuring accurate 
and evidence-based digitalization of national paper 
guidelines, adhering to international standards and 
best practices.  

In terms of application, these guidelines allow for 
the creation of tailored digital health solutions that 
meet the specific needs and expectations of users. 
Such solutions can significantly enhance efficiency 
and automate various administrative tasks, reducing 
paperwork and leading to cost savings and improved 
healthcare delivery. Furthermore, incorporating clini-
cal guidelines and evidence-based practices in solu-
tion design aids healthcare providers in making in-
formed decisions regarding diagnosis and treatment.  

3.2.4.4 Solution Design & Development
Findings 

The topic of “Solutions Design & Development” in 
DH is vast and encompasses a wide range of work-
ing processes, technical phases, and perspective, 
which can all be explored at varying depths. For the 
purpose of this review, we opted to highlight three 
resources that guide design and development by fo-
cusing on the user. 

As the first Principle for Digital Development, “De-
sign with the User”, also referred to as “design think-
ing” or “human-centered design” is a critical con-
sideration for the development of impactful digital 
solutions. As such, the first two resources included 
here, namely UNICEF’s “Interventions for Lasting 
Impact: A Human-Centered Guide to Digital Health 
Deployments” 104 and the “Collaborative Require-
ments Development Methodology” (CRDM) should 
be considered as fundamental for those on the DH 
field. The third guideline included, namely WHOs 
Standards-based, Machine-readable, Adaptive, Re-
quirements-based, and Testable (SMART8) guide-
line105 , incorporates the CRDM in its methodology 
as part of the Digital Adaptation Kit (DAK) in Layer 
2 to develop generic personas, user scenarios for 
functional requirements and to develop business 
processes and workflows for the respective health 
topics addressed (e.g., family planning, HIV or ANC).  

Beyond its user-centered approach, the SMART 
guidelines are now viewed as a cornerstone for 
transforming paper-based clinical guidelines into 
digital solutions into fully functioning, interopera-
ble and integrated digital solutions that form part 
of the wider DH architecture and HIE. 

However, the success of such application hinges 
not only on the implementation of the five layers 
of the SMART guidelines, but also on other critical 
factors, such as scalability, interoperability, legisla-
tion and capacity strengthening. The application of 
these guidelines should therefore be contextualized 
within a broader framework of specific guidelines 
that target for example, technical approaches to in-
teroperability or scalability or regulatory guidance 
for applications (e.g., Xcertia mHealth App guide-
lines described later) to enable integrated and im-
pactful DH systems. WHO’s Digital implementation 
investment guide (DIIG): integrating digital inter-
ventions into health programmes 3 provides further 
guidance on this.  

DAKs (Layer 2 of the SMART guidelines) have been 
currently developed for ANC, family planning and 

https://www.unicef.org/innovation/reports/designing-digital-interventions-lasting-impact
https://www.unicef.org/innovation/reports/designing-digital-interventions-lasting-impact
https://www.unicef.org/innovation/reports/designing-digital-interventions-lasting-impact
https://media.path.org/documents/CRDM_Participants_Guide_Overview_1.pdf
https://media.path.org/documents/CRDM_Participants_Guide_Overview_1.pdf
https://www.who.int/teams/digital-health-and-innovation/smart-guidelines
https://www.who.int/teams/digital-health-and-innovation/smart-guidelines
https://www.who.int/teams/digital-health-and-innovation/smart-guidelines
https://www.who.int/teams/digital-health-and-innovation/smart-guidelines
https://www.himss.org/sites/hde/files/media/file/2020/04/17/xcertia-guidelines-2019-final.pdf
https://www.himss.org/sites/hde/files/media/file/2020/04/17/xcertia-guidelines-2019-final.pdf
https://www.who.int/publications/i/item/9789240056572
https://www.who.int/publications/i/item/9789240056572
https://www.who.int/publications/i/item/9789240056572
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HIV to only name some. This work is ongoing and 
continually extended, and WHO is working closely 
with countries to provide technical support for DAK 
and broader SMART guideline adoption.  

The true value beyond this however, lies in the fact 
that the SMART guideline approach has the ca-
pacity to bring any clinical guideline in the health 
sector from paper-format into a national digital 
health system. In an integrated and interoperable 

environment, applications from different sectors 
of health and beyond can then begin to exchange 
information seamlessly. The impact this can have 
on clinical decision making, public health planning, 
research and population health outcomes could 
be tremendous. We consider the role of the WHO 
SMART guidelines for the digitization of health sys-
tems as elevated and have therefore gone into ad-
ditional detail to describe tool and evidence of their 
adoption in Appendix 4. 

Reviewed Guidelines, Frameworks and Tools

UNICEF’s Designing Digital Interventions for Lasting Impact: A Human-Centered Guide to Digi-
tal Health Deployments 
A toolkit that applies human-centered design (HCD) principles to DH program design, with focus on 
users and their context. This guide contains methodologies, tools, and templates, to direct decisions 
throughout the program cycle. Recognizing the importance of frontline workers and community in-
sights, the toolkit emphasizes observation, interaction, and tailored design. 

Collaborative Requirements Development Methodology (CRDM) 
A human-centered requirement-gathering process for system development that emphasizes local 
ownership and collaboration. It creates workflows, develops user personas, uses visual representa-
tions like matrices and diagrams, redesigns processes, and defines functional requirements. Part of 
the technology life cycle, CRDM covers business modeling, requirement definition, system design, 
testing, training, implementation, management, and optimization.

WHO’s SMART Guidelines 
A comprehensive guideline and framework with five knowledge layers for the technical process of 
incorporating WHO health and clinical guidelines into digital systems. The five knowledge layers are: 
L1 - narrative (enhanced guidelines), L2 - operational (digital adaptation kits), L3 - machine-read-
able (coding for integration), L4 - executable (software applications), and L5 - dynamic (leveraging 
big data for precision health models). These layers enhance traditional guidelines, facilitate discus-
sions, aid integration, ensure interoperability, and leverage advanced analytics for context-specific 
health outcomes.  

Xcertia mHealth App Guidelines 
A guideline for mobile health applications (mHealth apps), that addresses five key areas of design 
and development: privacy, security, operability, usability and content. Even though these guidelines 
are especially suited for the mHealth sector, topics such privacy and security are generally relevant 
for any software developer and this this resource can be applied beyond mHealth. 

https://www.unicef.org/innovation/reports/designing-digital-interventions-lasting-impact
https://www.unicef.org/innovation/reports/designing-digital-interventions-lasting-impact
https://media.path.org/documents/CRDM_Participants_Guide_Overview_1.pdf
https://www.who.int/teams/digital-health-and-innovation/smart-guidelines
https://www.himss.org/sites/hde/files/media/file/2020/04/17/xcertia-guidelines-2019-final.pdf
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Target Audience 

• Primary Users: Developers, donors, minis-
tries of health 

• Secondary Users:  Healthcare providers, 
government bodies

Relevance 

The accelerating rate of digitization in the digital 
health ecosystem brings challenges, as numerous 
digital solutions compete without being fully inte-
grated into the system for impactful results. Many of 
these solutions are standalone (siloed), created for 
specific needs or programs, leaving significant gaps 
in real-time digital data collection and analysis 106. 
This situation leads to decreased data quality and 
creates opportunities for errors, negatively affecting 
surveillance mechanisms 107. Siloed solutions also 
increase the burden on system users and contribute 
to errors in medical practice. as healthcare work-
ers and administrators are forced to use multiple, 
disconnected digital applications. This duplication 
of effort leads to systemic confusion, data entry er-
rors, staff burnout, and ultimately, impacts the over-
all quality of service delivery107. 

Seamless data exchange ensures the free flow of 
patient information and health records between sys-
tems, facilitating coordinated patient care across dif-
ferent healthcare providers. This enhances efficien-
cy and accuracy by reducing duplication and errors, 
eliminating manual data entry, keeping healthcare 
information current and accurate, reduce the like-
lihood of medication errors and adverse events. In 
terms of continuity of care, interoperability ensures 
that patient health information is consistently avail-
able across various healthcare settings. 

For public health surveillance, interoperable digital 
health systems enable timely data collection and 
analysis, crucial for tracking disease outbreaks and 
health trends with important resource optimization  

Interoperability improves the creation and use of 
Electronic Health Records (EHR), data availability 
for decision-making, enhanced stock management, 
and quick access to lab results for clinicians, aiding 
in diagnosis and treatment. It supports population 
health management by aggregating data from vari-
ous sources to identify and address at-risk groups, 
and public health initiatives like vaccination pro-
grams, and community health services with acces-
sible patient data. 

3.2.4.5 Integration & Interoperability
Findings  

In LMICs any health investments, if vertical, part-
ner-driven, and program-specific, may result in 
fragmented, siloed systems with limited end-user 
involvement. To combat inefficiencies in Africa’s dig-
ital systems, the World Health Organization Africa 
Regional Office (WHOAFRO) recommends to apply 
the ITU-WHO Digital Health Platform Handbook 108 

to adopt a Digital Health Platform (DHP).  

Such DHP would unify disparate solutions into a co-
hesive system, promoting UHC and achieving prog-
ress towards the health-related SDGs 19. To place a 
DHP into the context of the earlier described con-
cepts of “digital health architectures or blue prints”, 
the digital enterprise architecture is used to describe 
how the DHP components will interaction with each 
other, and specify how the DHP will interact with ex-
ternal applications and systems. 

Early guidelines didn’t focus specifically in integra-
tion and interoperability. Thus, the ITU-WHO Digital 
Health Platform Handbook: Building a Digital Infor-
mation Infrastructure (Infostructure) for Health 108 

was specifically developed to support developers 
and technician in guarantee integration & Interop-
erability of their DHI and fill this gap.  

In addition, the Health Information Systems Interop-
erability Maturity Toolkit 12, PATH/Digital Square’s 
Harmonizing Digital Health Assessment Tools and 
Maturity Models 99 and HIS Interoperability Toolkit 
Users Guide 12 can be used to measure the interop-
erability of a health system. They are based on a 
maturity model and can, depending on the digital 
infrastructure of a country, form an integral part of 
a national digital landscape assessments, as de-
scribed earlier in this review (see Section 3.2.4.1). 

Even if not specifically designed for interoperabili-
ty, WHO’s Digital implementation investment guide 
(DIIG): integrating digital interventions into health 
programmes 3 is a highly pragmatic resource and tar-
gets implementers and public health officers. It is 
easy to use and provides a useful worksheet matrix 
to guide developers and implementers in the most 
important steps for implementing a DHI.  Moreover, 
the DIIG model embodies a comprehensive ap-
proach and offers a compelling case study focused 
on the distribution of COVID-19 vaccines 

In terms of the technical process to achieve interop-
erability, public institutions beyond the health sec-
tor globally recognize the significance of achieving 

https://iris.who.int/handle/10665/337449?&locale-attribute=zh
https://iris.who.int/handle/10665/337449?&locale-attribute=zh
https://iris.who.int/handle/10665/337449?&locale-attribute=zh
https://iris.who.int/handle/10665/337449?&locale-attribute=zh
https://www.measureevaluation.org/resources/publications/tl-17-03a.html
https://www.measureevaluation.org/resources/publications/tl-17-03a.html
https://static1.squarespace.com/static/59bc3457ccc5c5890fe7cacd/t/5dee7c8caf06d83e3e70e3b3/1575910541108/DH%26I+WG+Case+Study.pdf
https://static1.squarespace.com/static/59bc3457ccc5c5890fe7cacd/t/5dee7c8caf06d83e3e70e3b3/1575910541108/DH%26I+WG+Case+Study.pdf
https://static1.squarespace.com/static/59bc3457ccc5c5890fe7cacd/t/5dee7c8caf06d83e3e70e3b3/1575910541108/DH%26I+WG+Case+Study.pdf
https://www.measureevaluation.org/tools/health-information-systems-interoperability-toolkit.html
https://www.measureevaluation.org/tools/health-information-systems-interoperability-toolkit.html
https://www.who.int/publications/i/item/9789240056572
https://www.who.int/publications/i/item/9789240056572
https://www.who.int/publications/i/item/9789240056572
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interoperability within their digital health systems 
(e.g., interoperable EHRs) and are actively working 
toward this goal. 

The HL7 FHIR standard is one of the standards that 
has emerged as a prominent solution, and has been 
adopted in various countries to promote healthcare 
interoperability. This is also the case for the earlier 
mentioned SMART guidelines, which support and 
provide guidance on the FHIR standards within their 
L3 layer – machine-readable recommendations).  

Reviewed Guidelines, Frameworks and Tools

FHIRs popularity appears to be due to the standard-
ized approach it provides for the exchange of health-
care data. Additionally, to facilitate the seamless im-
plementation of the FHIR standard without posing a 
burden on healthcare stakeholders, the HL7 inter-
national organization has introduced a tool known 
as the FHIR Implementation Guide 109. However, a 
review of this tool is beyond the scope of this review 
and expertise of the authors.  

ITU-WHO’s Digital Health Platform Handbook: Building a Digital Information Infrastructure (In-
fostructure) for Health 
This guideline, intended for health sector planners and enterprise architects in early-stage digital 
maturity countries, focuses on building national health platforms for SDG support. It emphasizes de-
veloping a Digital Health Platform (DHP) as foundational infrastructure, unifying various digital health 
applications for consistent and efficient healthcare delivery. The DHP includes integrated, reusable 
components to enhance interoperability for supporting DH application. The handbook details tasks 
from context analysis to ongoing institutionalization efforts, outlining steps like designing DHP archi-
tecture, and implementing DHP with country case studies. The DHP serves as a horizontal base for 
connecting vertical siloed information systems within individual DH applications. 

Measure Evaluation’s Health Information Systems Interoperability Maturity Toolkit 
This earlier listed toolkit (see also section on DLAs) aids Ministries of Health in evaluating Health 
Information System (HIS) landscapes for interoperability, hence it included here also. It utilizes the 
earlier defined maturity model across three domains: technology, leadership/governance, and human 
resources. Each domain has specific subdomains, evaluated on a 5-point scale. Results are visualized 
in radar graphs, offering a self-administered assessment to guide countries in strengthening HIS in-
teroperability for more robust systems.

WHO’s Digital implementation investment guide (DIIG) 
This guide serves as a roadmap for integrating DHIs into health programs. Aligned with the 9 principles 
for digital development, DIIG complements the WHO guideline on digital interventions. It guides users 
through a 9-step process, covering identification, assessment, design, definition, linking to national 
architecture, monitoring, evaluation, costing, and maintenance. The guide emphasizes needs-based 
investments, interoperability, and alignment with national goals. Additionally, it includes a process 
matrix worksheet for evaluating processes, outcomes, and potential bottlenecks, offering a holistic 
approach with a COVID-19 vaccine distribution case study and insights into OpenHIE architecture. 

https://hl7.org/fhir/
https://iris.who.int/handle/10665/337449?&locale-attribute=zh
https://iris.who.int/handle/10665/337449?&locale-attribute=zh
https://www.measureevaluation.org/resources/publications/tl-17-03a.html
https://www.who.int/publications/i/item/9789240010567
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Target Audience 

• Primary Users: Developers, donors, minis-
tries of health

• Secondary Users: Healthcare providers, gov-
ernment bodies

Relevance 

Scaling up digital health initiatives enhances access 
to healthcare services, particularly in underserved 
and remote areas, and thereby contributes to im-
proving healthcare equity and reaching vulnerable 
populations. The expansion of digital health pro-
grams enables a broader segment of the population 
to reap the benefits of digital health technologies, 
potentially leading to enhanced health outcomes, in-
cluding reductions in morbidity and mortality rates. 

Moreover, as digital health initiatives scale up, there 
can be a noteworthy decrease in the cost per patient 
due to economies of scale. This cost reduction holds 
the potential to make healthcare more affordable 
and sustainable, especially in resource-constrained 
settings. The scale-up also facilitates the collection 
of larger and more comprehensive datasets, offer-
ing invaluable resources for epidemiological re-
search, disease surveillance, and evidence-based 
decision-making. 

The advantages of scaling up digital health pro-
grams extend to the potential for attracting govern-
ment support and funding, thereby fostering the in-
tegration of digital health into national healthcare 
systems and policies. Furthermore, the scalability 
of digital health initiatives acts as a catalyst for in-
novation in the field, encouraging the development 
of new technologies, applications, and approaches 
to address evolving healthcare challenges. Lastly, 
in times of public health emergencies, such as pan-
demics or epidemics, scalable digital health solu-
tions provide a rapid and efficient means of deliv-
ering critical healthcare services and information to 
affected populations. 

However, scale-up is no small feat and as described 
in the earlier chapter of this review, a majority of 
DH programs fail to move beyond the pilot stage. 
Also, evaluating the effective “scale-up” of digital 
health initiatives requires a nuanced understanding 
of what ‘scale’ means and in that to consider the 
perspectives of end-users, patients, healthcare pol-
icymakers, and investors. As proposed previously, 
successful scale could be when a digital solution is 
seamlessly integrated into the healthcare system, 

3.2.4.6 Scaling Up 
ceasing to be viewed as a separate activity 110. A 
2014 report published by PATH 111 offers a discus-
sion around the need for an agreed goal for scale. 
According to findings from interviews with digital 
health thought leaders, some organizations adhere 
to a traditional understanding of scale, focusing on 
the coverage of a target population of patients or 
providers within a specific area (scaling up) or ex-
panding across different regions (scaling out). The 
concept of “relevant scale” was described to also 
vary significantly depending on the type of digital 
product or service being implemented, such as med-
ication adherence programs or national health man-
agement information systems (HMIS). This variation 
makes it challenging to establish a unified goal for 
scaling all digital health interventions. Whilst this 
report was published a decade ago, this discussion 
is likely still relevant today in many DH-programing 
contexts.  

Findings

The National eHealth Strategy Toolkit 42 describes 
ideal circumstances for scaling national eHealth 
strategies. These conditions encompass a condu-
cive policy environment, along with requirements 
in human resources capabilities and technology in-
frastructure. While certain factors like the stability 
of the national electrical grid or cellular phone cov-
erage are usually beyond the control of individual 
projects, project implementers play a crucial role 
as stakeholders in advancing this agenda at the na-
tional level.  

This is one aspect covered in WHO’s MAPS toolkit 
14, which is a comprehensive and targeted guideline 
document for DH planners and implementers ad-
dressing program scale-up, and thus a “must-con-
sult” for practitioners (described in more detail be-
low). The earlier mentioned report by PATH, The 
journey to scale – moving together past digital pi-
lots 111 introduces key aspirations for scale, empha-
sizing sustainability in terms of funding and defining 
institutionalization as the goal for successful scale, 
along with the capacity for replication, refinement, 
and continuous improvement over time111. 

In addition, a 2018 study on best practices in scaling 
digital health in LMICs 110 outlines five key focus ar-
eas critical for successful scale-up: 1) Intrinsic pro-
gram characteristics, 2) Human factors, 3) Techni-
cal factors, 4) the Healthcare Ecosystem and 5) the 
extrinsic ecosystem. Based on case study consulta-
tions of real-life implementation projects that went 
beyond the pilot phase, the authors concluded that:  

https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://apps.who.int/iris/handle/10665/185238
https://media.path.org/documents/TS_dhs_journey_to_scale.pdf
https://media.path.org/documents/TS_dhs_journey_to_scale.pdf
https://media.path.org/documents/TS_dhs_journey_to_scale.pdf
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• A DH program should inherently address a 
practical need with input from end-users 
and stakeholders need thorough engage-
ment, training, and motivation for effective 
implementation.  

• The technical profile of the initiative should 
prioritize simplicity, interoperability, and 
adaptability.  

• The policy environment must align with 
broader healthcare policies, ensuring sus-
tainable funding, potentially from the pri-
vate sector.  

• Consideration of the extrinsic ecosystem, in-
cluding appropriate infrastructure, is vital for 
scalable digital initiatives.  

Beyond that, the authors describe the critically im-
portant global collaborative efforts (e.g., the Health 
Data Collaborative, the OpenHEI community and 
others) that are ongoing to date, aiming towards 
a less-siloed approach for scaling and integrating 
digital health, facilitating innovative solutions for 

healthcare workers and patients in LMICs. Those 
working in the field should engage with these col-
laborations. In a fast-evolving environment such 
as the DH sector, working groups and direct expert 
information sharing through such communities of 
practice, can be a highly effective way to obtain up-
to-date best practice information.  

Finally, to measure scaling up, Digital Square has 
introduced a triangulation tool, the Understanding 
scale of digital tools: a framework and triangula-
tion tool to measure scale of digital deployments 
in the context of the COVID-19 pandemic 112. This 
approach emphasizes that utilizing, modifying, and 
implementing existing digital tools prevalent within 
a country serves as the most efficient, economical, 
and effective method for integrating ICT into nation-
al health systems. Functionally, this tool measures 
an intervention’s reach through three interconnected 
aspects: the volume of end-users, the level of tool 
engagement, and the depth of institutional adoption. 

Reviewed Guidelines, Frameworks and Tools

WHO’s mHealth Assessment and Planning for Scale (MAPS) Toolkit  
A self-assessment tool guiding project teams in scaling up innovations for DH. It employs an iter-
ative process covering assessment, planning, and targeted improvements. MAPS helps to evaluate 
scaling-up progress through detailed self-assessment questions across six axes: 1) Groundwork, 2) 
Partnerships, 3) Financial Health, 4) Technology & Architecture, 5) Operations, and 6) M&E. The re-
sulting scorecard provides insights for projects to enhance scale and sustainability. Acting as a deci-
sion tool, it helps overcome scale barriers, with iterative activities meant to be conducted throughout 
the project’s life. 

Digital Square’s Understanding scale of digital tools: a framework and triangulation tool to mea-
sure scale of digital deployments in the context of the COVID-19 pandemic  
This tool provides a way to evaluate scaling efforts by assessing an intervention’s scale through three 
dimensions: end-user numbers, tool usage breadth, and institutional adoption level. It addresses 
complexities such as the variable nature of “end users” (which could mean individuals or healthcare 
facilities), the dynamic digital ecosystem and tool availability across countries, and a country’s evolv-
ing capacity marked by digital literacy, infrastructure, and financial resources.

PATH’s “The journey to scale – moving together past digital health pilots” 
A report primarily intended for global health practitioners, policymakers, donors, and technology 
developers. It aims to provide these stakeholders with a clear understanding of the pathways and 
levers necessary for achieving large-scale, sustainable digital health interventions. It advocates for 
a deliberate, coordinated approach that aligns on a shared goal of institutionalization and identifies 
key factors that enable successful scale-up, including the importance of a strong case for action, ef-
fective leadership, viable economic models, and interoperability standards. 

https://static1.squarespace.com/static/59bc3457ccc5c5890fe7cacd/t/6079b1e1fcf6d26d8daf480f/1618588133318/Understanding+scale+of+digital+health+tools.pdf
https://static1.squarespace.com/static/59bc3457ccc5c5890fe7cacd/t/6079b1e1fcf6d26d8daf480f/1618588133318/Understanding+scale+of+digital+health+tools.pdf
https://static1.squarespace.com/static/59bc3457ccc5c5890fe7cacd/t/6079b1e1fcf6d26d8daf480f/1618588133318/Understanding+scale+of+digital+health+tools.pdf
https://static1.squarespace.com/static/59bc3457ccc5c5890fe7cacd/t/6079b1e1fcf6d26d8daf480f/1618588133318/Understanding+scale+of+digital+health+tools.pdf
https://apps.who.int/iris/handle/10665/185238
https://static1.squarespace.com/static/59bc3457ccc5c5890fe7cacd/t/6079b1e1fcf6d26d8daf480f/1618588133318/Understanding+scale+of+digital+health+tools.pdf
https://static1.squarespace.com/static/59bc3457ccc5c5890fe7cacd/t/6079b1e1fcf6d26d8daf480f/1618588133318/Understanding+scale+of+digital+health+tools.pdf
https://media.path.org/documents/TS_dhs_journey_to_scale.pdf
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Target Audience 

• Primary Users: Developers, donors, minis-
tries of health

• Secondary Users: Healthcare providers, gov-
ernment bodies

Relevance 

Monitoring and evaluation (M&E) activities in DH are 
critical for multiple reasons. They play a vital role 
in providing empirical evidence on whether ICT are 
accomplishing their intended goals, they allow for 
the timely identification and resolution of issues and 
contribute significantly to resource allocation deci-
sions, allowing policymakers and organizations to 
make informed choices, thereby optimizing the allo-
cation of resources for maximum impact. M&E also 
functions as a mechanism for accountability and the 
iterative nature of the different types of M&E activ-
ities allows for the identification of areas requiring 
adjustments or improvements in digital health in-
terventions, promoting continuous refinement and 
optimization. 

In addition to immediate impacts, M&E activities 
can be instrumental for identifying barriers to the 
adoption of digital health technologies, whether 
they are of a technical, cultural, or logistical nature. 
This insight is invaluable for overcoming hurdles and 
enhancing the overall adoption and impact of dig-
ital health initiatives. Moreover, by tracking usage 
trends, user satisfaction, and the continued achieve-
ment of desired outcomes, stakeholders can make 
informed decisions to ensure the enduring success 
of these programs. Beyond operational consider-
ations, the data collected serves as a valuable re-
source for research and innovation in the field of 
digital health. It contributes to the development of 
new technologies and approaches, fostering ongo-
ing progress and advancements in the digital health 
landscape. 

Findings 

M&E in DH programing requires in part different con-
siderations compared to “non-digital” projects or ini-
tiatives. In the complex realm of DH, the areas of 
program monitoring and impact evaluation remain 
areas that require well-developed guidance, DH pro-
grams usually undergo dynamic evolution, whereby 
they are progressing through various stages of ma-
turity, which means that the M&E requirements are 
can also be in constant flux. Typically, these projects 

3.2.4.7 Monitoring & Evaluation
commence by addressing fundamental questions 
related to the intervention’s alignment with identi-
fied needs, technical functionality, and feasibility. 
The subsequent phases involve evaluating user sat-
isfaction and advancing towards the assessment of 
effectiveness, attributable impact, and, ultimately, 
the cost-effectiveness or “value for money” of the 
intervention.  

Through this review, we identified seven key re-
sources that can support DH program planners, im-
plementers and the monitoring evaluation teams to 
navigate the DH program cycle.  

WHO’s Monitoring and Evaluating Digital Health In-
terventions 29 can be considered as the primary re-
source for undertaking M&E activities in DH. This 
resource user-friendly and provides the theoret-
ical foundations required. With a more technical 
and methods-oriented content, the Evidence DE-
FINED Framework 113, CONSORT-EHEALTH 114 and 
iCHECK-DH 73 are useful for planning and conduct-
ing effectiveness and impact evaluations of DHIs, 
whilst WHO’s Monitoring the implementation of dig-
ital health 29 has its focus on the process of imple-
mentation rather than effectiveness or impact. Even 
though this resource is not a guideline as such, it 
provides case evidence from M&E activities from 
eight different countries and places particular em-
phasis on the ongoing discussion around indicators 
in DH. 

The Recommendations on digital interventions for 
health system strengthening 8  proposes some valid 
case studies and presents evidence on the impact of 
DHI. Whilst not designed for M&E practitioners may 
find the evidence helpful in guiding their efforts. To-
gether with Monitoring and Evaluating Digital Health 
Interventions 29, these two guidelines provide valid 
suggestion to implement evaluations and monitoring 
activities at the different stages of the development, 
adoption and use of the service 24,115. 

https://iris.who.int/handle/10665/252183
https://iris.who.int/handle/10665/252183
https://www.nature.com/articles/s41746-023-00836-5#Fig1
https://www.nature.com/articles/s41746-023-00836-5#Fig1
https://www.jmir.org/2011/4/e126/
https://www.jmir.org/2023/1/e46694/
https://www.who.int/europe/publications/i/item/WHO-EURO-2022-5985-45750-65816
https://www.who.int/europe/publications/i/item/WHO-EURO-2022-5985-45750-65816
https://www.who.int/publications/i/item/9789241550505
https://www.who.int/publications/i/item/9789241550505
https://iris.who.int/handle/10665/252183
https://iris.who.int/handle/10665/252183
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Reviewed Guidelines, Frameworks and Tools

WHO’s Monitoring and Evaluating Digital Health Interventions  
A guide specifically for enhancing M&E initiatives in Digital Health (DH), focusing on monitoring inter-
vention deployment and evaluating outputs across user satisfaction, process enhancements, health 
outcomes, and cost-effectiveness. It covers value proposition development, indicator selection, eval-
uation design decisions, and offers techniques for assessing data accuracy and accessibility, along 
with directives for result reporting.

WHO’s Monitoring the implementation of digital health 
A study, which focuses on monitoring the implementation of digital health initiatives, consolidating 
information from WHO, the European Commission, the Nordic eHealth Research Network, OECD, and 
the Statistical Conference of the Americas. It reviews national digital health monitoring activities in 
eight countries, and highlights the need for evidence to shape healthcare system transformation. The 
study describes challenges in measuring governance, health data reuse, and system-wide interoper-
ability, stressing ongoing efforts to adapt metrics to the evolving digital health landscape. 

The Evidence DEFINED framework 113

A framework designed for practical use, which streamlines the assessment of DHIs in four steps. This 
evaluative protocol involves initial screening against fundamental requirements, adopting a recognized 
evidence assessment methodology, applying the ‘Evidence DEFINED’ supplementary checklist, and 
utilizing evidence-to-recommendation guidelines to provide adoption recommendations. The frame-
work assesses the support for DHIs based on clinical evidence while considering additional crucial 
areas such as patient experience, cost, health equity, and more.

Reporting Trials of Electronic and Mobile Health Applications and Online Telehealth 114 
CONSORT-EHEALTH extends the established CONSORT statement, offering guidance on reporting 
trials for ehealth & mhealth interventions. It comprises 17 sub-items, with four addressing interven-
tion attrition, user engagement, dosage, and adherence. The checklist is applicable beyond inter-
net-connected scenarios but may require further research for adaptation. CONSORT-EHEALTH is to 
enhance transparency and consistency in reporting eHealth intervention research. mERA is designed 
for mHealth interventions, providing a framework for assessing and reporting evidence from these 
studies.

World Bank’s Framework for the Economic Evaluation of Digital Health Interventions  
A recent (2023) and specialized economic evaluation framework for scaling up DHIs (based on 
WHOs Classification) within limited health budgets. This tool helps assess the value of DHIs for ev-
idence-based decision making, against the backdrop of lacking economic data on DHIs. The frame-
work includes five steps: 1) determine the context, 2) determine the intervention type, 3) establish 
the level of complexity, 4) analytical principles, and 5) presenting the value proposition and aligns 
with the project maturity cycle as per WHO’s Guide to Monitoring and Evaluating DHIs.

https://iris.who.int/handle/10665/252183
https://www.who.int/europe/publications/i/item/WHO-EURO-2022-5985-45750-65816
https://www.nature.com/articles/s41746-023-00836-5#Fig1
https://www.jmir.org/2011/4/e126/
https://documents1.worldbank.org/curated/en/099446504122313917/pdf/IDU0f639726d0f11404a3509af8054677649dcd6.pdf
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The mHealth Evidence Reporting and Assessment (mERA) Checklist 116 
A checklist designed to improve the reporting of mHealth interventions. It outlines essential details 
for replicating mHealth interventions, including content, context, and technical features. It is to assist 
authors, reviewers, policymakers, and journal editors in synthesizing and critically evaluating mHealth 
research for transparency and completeness. The checklist is specifically designed for mHealth in-
terventions, providing a framework for assessing and reporting study evidence. 

iCHECK-DH73 
A 20-item checklist for reporting digital health implementations, covering areas such as claims, meth-
ods, sustainability, and budget planning. The primary goal of iCHECK-DH is to identify key information 
necessary for thoroughly defining DH implementations, helping to discern success and failure factors 
and enabling replication in various contexts. It further aims to standardize reporting quality and en-
hance implementation standards and best practices.  

https://www.bmj.com/content/352/bmj.i1174
https://www.jmir.org/2023/1/e46694/
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Target Audience 

• Primary Users: Donors, government bodies
• Secondary Users: Developers, implementers 

Relevance 

There a several aspects that need to be considered 
when it comes to financing digital health initiatives. 
DH programing requires long-term funding models 
that go beyond initial grants or pilot project funds. 
This could include government funding, private sec-
tor investment, or innovative financing mechanisms, 
such as public-private partnerships. Part of this pro-
cess to understand the long-term value of digital 
health investments, justifying the allocation of re-
sources, and ensuring that the benefits outweigh the 
costs. Ensuring policy and regulatory support can 
lead to more stable funding environments and gov-
ernment policies that prioritize DH can lead to more 
consistent and reliable funding. 

Investments should focus on scalable solutions that 
can be expanded or adapted as needed. Relying on 
a mix of funding sources, including government, in-
ternational donors, private sector, and non-profit 
organizations, can help in spreading financial risks 
and ensuring sustainability. Also, integrating DH 
solutions into existing health systems can leverage 
current funding streams and infrastructure, making 
them more sustainable. 

Financing models must also include budgeting for 
ongoing maintenance, updates, and operation-
al costs, including staffing and training, is crucial. 
These costs often exceed initial development costs 
and are vital for long-term sustainability. Important-
ly, regular monitoring and evaluation help in demon-
strating the impact of digital health systems, which 
is crucial for continued funding and support.  

Findings  

Through this review, we were able to identify nu-
merous resources addressing the broad spectrum 
of issues around DH Financing and Sustainability. 
First and foremost, the Digital Investment Principles 
86 constitute principles, that have been endorsed by 
a number of major donor agencies with the aim to 
align investments with countries’ digital health strat-
egies, addressing issues of fragmentation, lack of 
interoperability, and promoting collaboration, pri-
oritization, quantification of costs, and strategic 
investments.  

3.2.4.8 Sustainability and Financing 
Critically however, there is still a dearth of evidence 
regarding economic evaluations of digital health in-
terventions, which makes informed-decision mak-
ing for policy makers and funders challenging and 
also the development of guidelines difficult. As such, 
the recent World Bank- commissioned Framework 
for economic evaluations of DHIs 117 may prove par-
ticularly useful for the sector. In a resource-limited 
world, and especially LMIC-settings require strate-
gic scaling decisions due to substantial opportunity 
costs. The paper introduces a five-step economic 
evaluation framework to enhance decision-mak-
ing and investments in constrained health budgets, 
thereby promoting methodological transparency 
for improved utility in digital health interventions. 
WHO’s Digital implementation investment guide 
(DIIG) 3 provides guidance on financing and costing 
for digital health initiatives, focusing on identifying 
cost drivers at each implementation stage and de-
veloping comprehensive budgets for the entire lifes-
pan of the investment. 

The other guidelines like the Digital Health Invest-
ment Review Tool 118 summarized below cover ar-
eas including how to align investments with nation-
al health priorities to ensure relevance and guiding 
procurement processes , whilst the SDG Digital 
Investment Framework 119, even if not health-do-
main specific, provides a comprehensive approach 
for governments to invest in digital infrastructure 
aligned with the SDGs, simplifying the mapping of 
digital strategies and ensuring alignment with broad-
er development goals. Closing the digital divide: 
More and better funding for the digital transforma-
tion of health 120 presents six strategic recommenda-
tions targeted at national governments, international 
donors, and the private sector. 

Finally, to facilitate health managers Digital Square 
developed two simple tools: the Total Cost of Own-
ership Tool 121 and the Digital Health Sustainability 
Calculator 122. These tools provide preliminary inputs 
to help stakeholders comprehend the full financial 
scope of sustaining digital health efforts and to elab-
orate a budget. 

https://digitalinvestmentprinciples.org/
https://documents1.worldbank.org/curated/en/099446504122313917/pdf/IDU0f639726d0f11404a3509af8054677649dcd6.pdf
https://documents1.worldbank.org/curated/en/099446504122313917/pdf/IDU0f639726d0f11404a3509af8054677649dcd6.pdf
https://www.who.int/publications/i/item/9789240056572
https://www.who.int/publications/i/item/9789240056572
https://mcsprogram.org/resource/digital-health-investment-review-tool/
https://mcsprogram.org/resource/digital-health-investment-review-tool/
https://www.itu.int/pub/D-STR-DIGITAL.02-2019
https://www.itu.int/pub/D-STR-DIGITAL.02-2019
https://transformhealthcoalition.org/investing-in-digital-health/
https://transformhealthcoalition.org/investing-in-digital-health/
https://transformhealthcoalition.org/investing-in-digital-health/
https://digitalsquare.org/market-analytics
https://digitalsquare.org/market-analytics
https://digitalsquare.org/digital-health-sustainability-calculator
https://digitalsquare.org/digital-health-sustainability-calculator
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Reviewed Guidelines, Frameworks and Tools

The Principles of Donor Alignment for Digital Health 86 
These are 10 principles for donors to align their investments with national digital health strategies in 
LMICs. The goals are to integrate health system strengthening, enhance health service delivery, and 
improve data use for better health outcomes. These principles address the challenges of fragmen-
tation and lack of interoperability in digital health systems and emphasize the need for progress in 
health outcomes and achieving the SDGs

Digital Health Investment Review Tool to guide the investment in DH 118

A tool to support strategic investments in DH, that includes a country self-assessment of the ICT en-
vironment and readiness for eHealth, introduces a “process framework” for 12 eHealth components 
(i.e., Policy Landscape, System Users, Cost of Ownership, Privacy & Security). Each component in-
cludes a self-assessment worksheet and considers the developmental stage of the proposed system, 
ranging from nascent to optimized, to determine the emphasis on different aspects, such as Total 
Cost of Ownership, based on the system’s scale and maturity. 

WHO’s Digital implementation investment guide (DIIG) 
A Guide that aids governments and technical partners plan and implement digital health initiatives 
aligned with national health system objectives. Besides offering implementation guidance, it includes 
detailed step-by-step instructions for planning and budgeting DHIs within a digital health enterprise. 
The guide focuses on pinpointing cost factors at various implementation stages and creating a thor-
ough budget that spans the entire investment period. 

ITU’s Sustainable Development Goals Digital investment framework (eGoV) 119 
A Framework to assist governments and partners in digital infrastructure investment and SDG pro-
graming enhancement. Using enterprise architecture planning (EAP) principles, the Framework con-
nects SDG Targets to ICT Building Blocks, aligning technology investments with business strategies. 
It serves as a practical guide for developing digital strategies and investment plans, providing exam-
ples, cataloging use cases, workflows, ICT components, and outlining a process for organizational 
integration. 

World Bank’s Framework for the Economic Evaluation of Digital Health Interventions  
An economic evaluation framework for scaling up DHIs (based on WHOs Classification) within limited 
health budgets. This tool helps assess the value of DHIs for evidence-based decision making, against 
the backdrop of lacking economic data on DHIs. The framework includes five steps: 1) determine the 
context, 2) determine the intervention type, 3) establish the level of complexity, 4) analytical princi-
ples, and 5) presenting the value proposition and aligns with the project maturity cycle as per WHO’s 
Guide to Monitoring and Evaluating DHIs.

Closing the digital divide: More and better funding for the digital transformation of health 
A framework that advocates for stronger and more unified funding support, both locally and glob-
ally, to advance equitable and sustainable digital health system development in LMICs. It offers six 
strategic recommendations for national governments, international donors, and the private sector: 
increased funding from various sources, improved investment coordination, a detailed digital health 
strategy with investment planning, a strong regulatory and policy framework, mechanisms for effec-
tive multi-stakeholder involvement, and enhanced digital connectivity. 

https://digitalinvestmentprinciples.org/
https://mcsprogram.org/resource/digital-health-investment-review-tool/
https://www.who.int/publications/i/item/9789240056572
https://www.itu.int/pub/D-STR-DIGITAL.02-2019
https://documents1.worldbank.org/curated/en/099446504122313917/pdf/IDU0f639726d0f11404a3509af8054677649dcd6.pdf
https://transformhealthcoalition.org/investing-in-digital-health/
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Digital Square’s Total Cost of Ownership Tool 
An Excel-based tool, which serves as an interactive resource designed to aid health leaders in creating 
more accurate budgets for digital health initiatives. With built-in user inputs, the TCO Tool emphasizes 
the identification of common hidden costs, cost drivers, and variances, particularly focusing on the 
often-overlooked operational expenses.

Digital Square’s Digital Health Sustainability Calculator 
An Excel-based tool designed to estimate the total cost of implementing sustainable digital health 
systems at a national level. This tool is intended for informational, non-commercial purposes and not 
intended to be 100% accurate. Not to be used as a replacement for professional expert consultation, 
but rather as a starting place to estimate the total cost of digital health.

https://digitalsquare.org/market-analytics
https://digitalsquare.org/digital-health-sustainability-calculator
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Target Audience 

• Primary Users: Developers, healthcare pro-
viders, ministries of health, donors

• Secondary Users: Government bodies 

Relevance 

Whilst digital technologies are becoming increas-
ingly important for supporting health systems, we 
must acknowledge that they are not inherently neu-
tral. On the contrary. Whilst there is compelling ev-
idence that DH can significantly improve access to 
healthcare, for example for populations living in re-
mote areas, digital tools can also inadvertently rein-
force existing inequalities or create new disparities 
by marginalizing the poorest, the less educated, or 
those simply less familiar with technology 123. The 
challenges are multifaceted, including, e.g., pre-
vailing unavailability of electricity for charging mo-
bile devices or poor network connectivity coverage 
in areas with poor mobile infrastructures. Also, the 
most expensive handsets may consume up to 54% 
of the poorest population’s monthly income and ru-
ral adults are 33% less likely to use mobile internet 
compared to their urban counterparts, with women 
being 16% less likely to use it compared to men 124. 
A clear example of this issue can be seen in the use 
of reminders in immunization programs. Although 
there is significant evidence supporting their effec-
tiveness, one cannot overlook that caregivers with-
out a connection or a mobile device are excluded 
from these benefits. As such, it is imperative that 
Gender, Equity and Inclusion (GEI) considerations 
become an integral part of DH planning, implemen-
tation and scale-up.  

Digital inclusion is considered a social determinant 
of health 125. Inclusivity in healthcare is crucial for 
reducing health disparities and ensuring access to 
services for everyone, regardless of socioeconomic 
status, location, or abilities. Digital inclusion acti-
vates community engagement and empowerment 
and is critical to the success of the SDGs. 

In the realm of DH, inclusivity means creating us-
er-friendly, culturally and socially sensitive digital 
tools with clear navigation and customizable options 
to suit diverse user groups. This includes providing 
educational materials and medical information in 
multiple languages and formats accessible to peo-
ple with different health literacy levels and cultural 
backgrounds. Ensuring DHIs reach the most vulner-
able is essential for equitable health service distri-
bution, ultimately improving global health outcomes. 

3.2.4.9 Gender, Equity, Inclusion & Ethics
The US-based National Digital Inclusion Alliance re-
sumes in five points the efforts to reach digital inclu-
sion, that should act as guiding posts for DH policy 
makers, planners and implementers 126: 

1. affordable, robust broadband internet 
service; 

2. internet-enabled devices that meet the 
needs of the user; 

3. access to digital literacy training; 
4. quality technical support; 
5. applications and online content designed to 

enable and encourage self-sufficiency, par-
ticipation and collaboration.  

Implementing digital interventions also requires a 
thorough examination of ethical principles and prac-
tices within healthcare technology. This area is vast 
and intricate, and it encompasses a variety of is-
sues, including health data governance, which was 
discussed in an earlier section (see section: 3.2.4.3).  
Moreover, ethical principles and practices may be 
governed by specific regulations on the one hand, 
but may also entail more nuanced ethical dilemmas. 
Ensuring equity and providing widespread access to 
healthcare services stand out as less obvious, yet 
critically important challenges. 

For example, the adoption of algorithmics deci-
sion-making in healthcare pose the risk of intro-
ducing bias and the need for transparency in how 
algorithms are developed. Algorithmic bias occurs 
when algorithms produce systematically prejudiced 
results due to erroneous assumptions in the ma-
chine learning process or biases present in the data 
used to train them. If the data used to train health 
algorithms lack diversity, the algorithm might per-
form well for certain groups but poorly for others, 
potentially exacerbating health disparities. Algorith-
mic bias often occurs because certain populations 
are underrepresented in the data used to train algo-
rithms or because pre-existing societal prejudices 
are baked into the data itself 127. 

Furthermore, algorithms might be designed or de-
ployed in a way that favors certain outcomes or 
interpretations, further entrenching existing clini-
cal practices even when they may not be the most 
effective or equitable. Regularly assessing algo-
rithms’ performance across different populations 
and settings can identify and correct biases that may 
emerge over time 128. 
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Findings 

We summarized nine key resources relevant to gen-
der, equity, inclusion & ethics in the digital space. 
They cover a range of critical topics that pertain to 
GEI & ethics in digital health technology develop-
ment and implementation and differ considerably 
in their format and intended application. The selec-
tion includes fundamental information on the prin-
ciples of digital inclusion relevant beyond the health 
domain, outlined in the United Nations Roundtable 
on Digital Inclusion 129, theoretical frameworks that 
place health equity factors in the context of digital 
determinants of health, namely the Digital Health 
Equity Framework 130 and National Institute on 
Minority Health and Health Disparities Research 
Framework Expanded for Digital Health Equity 71, 
a technical brief on gender-sensitive programing in 
digital health, GIZ’s Why Gender Matters for Digital 
Health 131, toolkits based on human-centered design 
principles for particular populations, namely young 
people and girls, WHO’s Youth-centred digital health 
interventions 132 and UNICEF’s GenderTech Toolkit 
133 and WHO-ITU Global standard for accessibility 
of telehealth services 134, which are standards for 
improving accessibility to telehealth services for in-
dividuals with disability.  

Moreover, we included two guidance documents 
for an increasingly critical topic, namely on ethics 
and governance of artificial intelligence for health. 
First, WHO’s Ethics and governance of artificial in-
telligence for health – WHO Guidance 135 focus-
es on the ethical issues and risks associated with 
the use of artificial intelligence (AI) in healthcare. It 
outlined six key principles to ensure AI benefits all 
nations and provided recommendations to improve 
AI governance in healthcare, aiming to fully realize 
the technology’s potential. Second, in response to 
governments’ and individuals’ unpreparedness for 
the rapid proliferation of Large Multi-modal models 
(LMMs), WHO produced an extension of WHO’s 2021 
guidance document on AI, WHO’s Ethics and gover-
nance of artificial intelligence for health – Guidance 
on large multi-modal models 13 to provide guide-
lines to ensure the ethical, legal, and effective use of 
these technologies in healthcare and digital health. 
Large multi-modal models, despite their novelty, are 
rapidly influencing healthcare and medicine. The 
nearly universal adoption of models like ChatGPT, 
which had 100 million monthly active users within 
two months of its launch13, illustrates their poten-
tial and popularity. However, the rapid integration 
of LMMs into applications by tech-companies and 
startups, often backed by significant investments, 
has raised concerns about the transparency, reliabil-
ity, and ethical use of these models. Issues such as 
unpredictable outputs, data bias, and compliance 

with data protection laws highlight the need for clear 
guidelines and regulations, and these are being ad-
dressed in this first guidance document on the topic. 

Whilst already described in the earlier the section: 
“Solution design & development”, UNICEF’s foun-
dational guide on Designing Digital Interventions for 
Lasting Impact: A Human-Centered Guide to Digital 
Health Deployments 104 is a resource which should 
certainly also be considered in the GEI context as it 
allows planners, developers and implementers to fo-
cus their efforts towards their user groups and adapt 
technologies accordingly.  

The resources presented in this section cover the-
oretical aspects as well as hands-on practical rec-
ommendations for design and implementation and 
should be consulted by policy makers, researchers 
and DH practitioners. However, the review also high-
lighted that there is a need for a resource, which ad-
dresses the topic of GEI & Ethics in digital health in 
its entirety and guides policy makers and DH prac-
titioners through the evidence base, the intricacies 
of different DH user groups and their needs, includ-
ing step-by-step guidance on how to incorporate the 
“inclusion lens” throughout the entire project cycle 
of DH programing. The lack of such a resource is not 
surprising given that the evidence-base for address-
ing GEI in DiPH implementation is still in its infancy. 
Drawing on the existing, if limited body of evidence 
on GEI challenges in DiPH, some key considerations 
have emerged as relevant for GEI-programing in DH 
(Ladysmith: Rapid Review for DIPC on Gender Equity 
and Inclusion in Digital Health, 2023, unpublished):  

Privacy and Ethical Data Use: One of the foremost 
concerns for GEI & Ethics involves privacy intrica-
cies and ethical use of data. The potential for ex-
ploitation of health data, especially by third-party 
entities, highlights the need for robust protective 
measures. Thus, it is critical to strike that delicate 
balance between opt-in and opt-out mechanisms to 
ensure individual consent while upholding human 
rights standards. Also, rigorous efforts to maintain 
accountability and transparency in the handling of 
sensitive information are essential in fostering public 
trust and which in turn will facilitate the engagement 
of all population groups. 

Digital Literacy and Access Disparities: A critical 
hurdle lies in the existing disparities in digital liter-
acy, which affects especially marginalized popula-
tions’ access to digital health services. Bridging this 
gap necessitates targeted support, user-friendly in-
terfaces, and educational resources. Furthermore, 
considerations of affordability, local norms, and so-
cietal contexts need to be considered to enhance 
overall accessibility and inclusivity. 

https://www.un.org/techenvoy/sites/www.un.org.techenvoy/files/general/Definition_Digital-Inclusion.pdf
https://www.un.org/techenvoy/sites/www.un.org.techenvoy/files/general/Definition_Digital-Inclusion.pdf
https://www.jmir.org/2020/6/e19361/PDF
https://www.jmir.org/2020/6/e19361/PDF
https://www.nature.com/articles/s41746-022-00663-0
https://www.nature.com/articles/s41746-022-00663-0
https://www.nature.com/articles/s41746-022-00663-0
https://health.bmz.de/studies/why-gender-matters-for-digital-health/
https://health.bmz.de/studies/why-gender-matters-for-digital-health/
https://www.who.int/publications/i/item/9789240011717
https://www.who.int/publications/i/item/9789240011717
https://www.unicef.org/eap/innovation-and-technology-gender-equality-0
https://iris.who.int/bitstream/handle/10665/356160/9789240050464-eng.pdf
https://iris.who.int/bitstream/handle/10665/356160/9789240050464-eng.pdf
https://iris.who.int/bitstream/handle/10665/341996/9789240029200-eng.pdf
https://iris.who.int/bitstream/handle/10665/341996/9789240029200-eng.pdf
https://iris.who.int/bitstream/handle/10665/375579/9789240084759-eng.pdf
https://iris.who.int/bitstream/handle/10665/375579/9789240084759-eng.pdf
https://iris.who.int/bitstream/handle/10665/375579/9789240084759-eng.pdf
https://www.unicef.org/innovation/reports/designing-digital-interventions-lasting-impact
https://www.unicef.org/innovation/reports/designing-digital-interventions-lasting-impact
https://www.unicef.org/innovation/reports/designing-digital-interventions-lasting-impact
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Inclusive Data Representation: Addressing the 
pervasive issue of underrepresentation and data 
gaps among marginalized groups has emerged as 
a key issue for GEI & Ethics in the literature. There 
is a need for diverse and representative datasets 
that not only reflect the broader societal landscape 
but also help mitigate existing health disparities. A 
multi-dimensional approach, encompassing eHealth 
literacy and an understanding of broader social con-
ditions, is essential in crafting an inclusive digital 
health framework. 

Human-Centered Design and Continuous Engage-
ment: The quality and usability of digital health soft-
ware stand out as pivotal aspects impacting effec-
tive healthcare delivery. The literature highlights the 

importance of a human-centered design approach, 
given the need to incorporate user perspectives and 
to integrate gender-sensitive design principles. Us-
ers engagements should be done and checked on a 
continuous basis throughout the intervention life-
cycle. This iterative process not only addresses the 
lack of standardization in software quality but also 
guarantees the alignment of digital health solutions 
with the evolving needs and contexts of users, which 
in turn fosters equitable and inclusive digital health 
programing.  

The following resources on the topic of GEI & Ethics 
should be considered by policy makers, DH planners 
and implementers. 

Reviewed Guidelines, Frameworks and Tools

UNITED NATIONS’ Roundtable on Digital Inclusion 
A key document covering digital inclusion’s definitions and themes, emphasizing an intersectional ap-
proach to tackle challenges like racism, gender discrimination, and biases against marginalized groups. 
It addresses factors such as data disaggregation, infrastructure, connectivity, access, affordability, 
and participation and places them in the context of “inclusion” as a social determinant of health.  

OECD’s Bridging the Digital Gender Divide. Include, upskill, innovate 
The OECD report aims to promote gender equality in the digital economy by addressing barriers 
like access, affordability, education, and socio-cultural norms. It offers policy recommendations for 
stakeholders to bridge the digital gender gap. Key challenges include limited access to technology, 
underrepresentation in STEM and ICT jobs, and online harassment. The report emphasizes the need 
for coordinated actions, such as raising awareness, enhancing digital literacy, and fostering an inclu-
sive digital culture.

Digital Health Equity Framework (DHEF) 
A theoretical framework (Crawford & Serhal, 2020), which integrates health equity with digital health 
determinants to address health disparities. It considers factors, including race, age, income, and ge-
ography, and extends beyond traditional health system roles by incorporating digital health equity. 
The framework examines interactions between digital access, literacy, and various health-related 
factors. It emphasizes equitable digital healthcare to mitigate disparities and highlights the role of 
socio-cultural contexts in health and technology use.  

National Institute on Minority Health and Health Disparities Research Framework Expanded for 
Digital Health Equity  
A theoretical framework (Safiya Richardson, 2022) on DH equity, which underscores the need to con-
sider both digital determinants of health (DDoH) and social determinants of health, especially for those 
digitizing health solutions. It highlights the importance of community and societal-level interventions 
to address health inequities and advocates for multi-level approaches in digital health interventions, 
considering DDoHs to ensure equity and effectiveness.

https://www.un.org/techenvoy/sites/www.un.org.techenvoy/files/general/Definition_Digital-Inclusion.pdf
https://www.oecd.org/en/topics/digital.html
https://www.jmir.org/2020/6/e19361/PDF
https://www.nature.com/articles/s41746-022-00663-0
https://www.nature.com/articles/s41746-022-00663-0
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GIZ’s Why Gender Matters for Digital Health  
A technical brief that focuses on gender-sensitive programing in DH and emphasizes that DH solutions 
should address differences and inequalities for empowering marginalized groups. The paper outlines 
challenges, such as the digital gender divide, violence risks, and algorithmic biases that DH planners 
need to consider and assesses gender-specific benefits and obstacles of DHIs. Concluding with sev-
en key recommendations for enhancing gender sensitivity in DH initiatives, it provides a framework 
for integrating gender considerations in DH. 

WHO’s Youth-centred digital health interventions 
A framework to guide the development and implementation of DH solutions for young people, targeting 
a range of professionals from designers to funders. It focuses on three key phases: planning, devel-
opment, and implementation. It features real-life examples, insights from young people, best prac-
tices, and case studies. Each section includes relevant tools and resources, and the guide also offers 
lessons learned for future investment and expansion in youth-centered digital health interventions. 

UNICEF’s GenderTech Toolkit: Building digital solutions for, with, and by girls 
A toolkit to aid digital innovators in creating solutions that cater to girls, with the aim to bridge the 
gender digital divide. This toolkit, applicable in various contexts including digital health, includes four 
distinct tools: 1) How to build digital solutions for girls’ digital realities, 2) How to co-create digital 
solutions with girl, 3) How to include girls in digital product user testing and 4) How to conduct con-
sultations with girls.  

WHO-ITU Global standard for accessibility of telehealth services 
A standard designed for governments, healthcare providers, telehealth platform manufacturers, and 
organizations advocating for people with disabilities. It addresses the “digital divide” that people with 
disabilities face, and offers a comprehensive set of technical requirements to enhance telehealth plat-
forms’ usability. These guidelines are designed to ensure that telehealth services are effective, safe, 
and inclusive, considering various impairments and offering specific solutions to make digital health 
services more accessible to everyone.

WHO’s Ethics and governance of artificial intelligence for health  
A guidance document for developers, ICT users, and regulators in the healthcare sector. It emphasiz-
es the protection of human dignity, safety, and fairness by providing a framework for responsible AI 
development and implementation. This standard is a key text because AI’s integration into healthcare 
raises significant ethical and privacy concerns, necessitating robust guidelines to prevent harm, bias, 
and misuse of data. The document offers guidance on maintaining transparency, ensuring informed 
consent, safeguarding privacy, and promoting equitable access to AI technologies.  

WHO’s Ethics and governance of artificial intelligence for health – Guidance on large multi-mod-
al models 
A guidance document for governments, healthcare providers, AI developers, and policymakers, focus-
ing specifically on large multi-modal models (LMMs). Unlike the pervious WHO AI guidance (2021), it 
addresses the unique ethical, legal, and societal challenges of LMMs. The document provides a frame-
work for the ethical development and governance of LMMs, emphasizing transparency, accountabil-
ity, inclusiveness, and human rights. It offers recommendations to manage risks and promote best 
practices, aiming to maximize LMM benefits while ensuring patient safety, data privacy, and public 
trust in these advanced AI-driven healthcare solutions.

https://health.bmz.de/studies/why-gender-matters-for-digital-health/
https://www.who.int/publications/i/item/9789240011717
https://www.unicef.org/eap/innovation-and-technology-gender-equality-0
https://iris.who.int/bitstream/handle/10665/356160/9789240050464-eng.pdf
https://iris.who.int/bitstream/handle/10665/341996/9789240029200-eng.pdf
https://iris.who.int/bitstream/handle/10665/375579/9789240084759-eng.pdf
https://iris.who.int/bitstream/handle/10665/375579/9789240084759-eng.pdf
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Target Audience 

• Primary Users: Healthcare providers, gov-
ernment bodies, ministries of health 

• Secondary Users: Developers, donors

Relevance 

To harness the full potential of DH solutions, the em-
powerment of healthcare and other staff involved 
in any aspect of the health ICT system is the only 
paths to ensure effective utilization, maintenance 
and evolvement of tools and digitized systems for 
the benefit of patients, the wider community and 
country as a whole.  

Capacity strengthening is a key measure to empow-
er personnel to effectively use digital tools and to 
foster their integration into the health system. Im-
portantly, knowledge and skills required for digital 
health initiatives then become increasingly less re-
liant on external organizations, thereby promoting 
sustainability and long-term success.  

Additionally, capacity building plays a key role in 
addressing digital disparities. Providing targeted 
training to women or other digitally marginalized 
groups, facilitates intervention scale-up and pro-
motes work, and -economic possibilities, contrib-
uting to the overall growth and development of the 
healthcare sector and beyond. Moreover, strength-
ening workforce capacities helps to mitigate the risk 
of knowledge loss due to the high turnover of health 
workers (HWs) in LMICs, as creating standardized 
curricula could allow for the exchange of HWs with 
similar competencies. 

Whilst the importance of strengthening digital knowl-
edge and skills among the HWs is unquestionable, 
developers and implementers of trainings, especially 
in LMICs, would benefit from evidence-based guid-
ance to steer the potential initiatives.  

Findings  

This review has shown that there is a distinct pau-
city of targeted guidelines, toolkits and frameworks 
to support the development of digital literacy and 
competency training programs for HW and health 
system ICT staff.  

WHO’s Digital education for building health work-
force capacity 136 is the only “official” document we 
were able to identify, that addresses some of the 

3.2.4.10 Capacity Strengthening 
basic questions around the implementation of digital 
education for health sector worker in LMICs, but it 
should be emphasized that it is not a planning or im-
plementation guideline. Instead, the paper outlines 
the global mandates to address workforce challeng-
es and their intersection with digital health, it sum-
marizes existing evidence on the effectiveness of 
education through digital modalities for the health 
workforce and proposes a possible framework that 
policy makers, planners and implementers may 
adopt to systematically identify the requirements 
and resources needed to address their respective 
health system outcomes. To emphasize, the re-
source primarily considers health workforce capacity 
strengthening through different digital means, and 
not capacity strengthening of HWs to be able to use 
digital tools and ICT for health care delivery.  

One key learning from the paper (its contents is 
described in more detail below) is that there is a 
need for robust, context-specific research before 
evidence-based implementation guidelines can be 
formulated. As in any other context, the digital edu-
cation for health workers also requires rigorous and 
critical evaluation and much of this evidence does 
not exist at this point.  

According to the resource, while certain approach-
es show promise for delivering training to HWs via 
digital education modalities (e.g., offline digital ed-
ucation for medical students and doctors), many 
of the studies remain inconclusive or require more 
nuanced investigations. A number of concerns ex-
ist around the available evidence. First, there is the 
disproportionate focus of studies on medical stu-
dents and doctors which is problematic because this 
skewed representation raises doubts about the gen-
eralizability of findings across other health care or 
ICT professions relevant for the functioning of digi-
tized health systems. 

Second, there is a lack of high-quality randomized 
controlled trials from LMICs and limited cost-ef-
fectiveness studies. Nevertheless, findings from a 
comprehensive review of 93 studies suggest a sig-
nificant role for online digital education in training 
medical doctors, demonstrating enhanced learning 
outcomes compared to self-directed or face-to-face 
learning137. The emphasis on blended learning ap-
pears suitable for healthcare training, addressing the 
need for a combination of practical hands-on, skill-
based training, and self-directed digital education. 

A second resource 138, although based on the HWs 
in the European regions provides to some extent 

https://www.who.int/publications/i/item/9789240000476
https://www.who.int/publications/i/item/9789240000476
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applicable guidance for DH planners and imple-
menters around HWs barriers and enablers to fully 
engage in the digital transformation of health sys-
tems, including some recommendations for improv-
ing the process. Evidence from the health workforce 
of LMICs is still needed however to inform capacity 
strengthening initiatives. 

Given this evidence landscape, crafting guidelines 
for training developers becomes a challenging task. 
The lack of clarity in the effectiveness of various dig-
ital education modalities, alongside little evidence 
on the challenges of the HWF in LMICs, raises skep-
ticism about the feasibility and robustness of such 
guidelines. 

However, efforts are ongoing, also as part of WP3 
of the DIPC initiative. WP3, implemented by the 

Regenstrief Institute, is concerned with capaci-
ty strengthening activities and the ongoing work is 
addressing some of the questions that prevail on 
this topic. For example, at the time this review was 
written, the Regenstrief Institute was compiling a 
repository of existing global goods training resourc-
es, including trainings on e.g., digital literacy, ICT 
skills and digital governance & leadership skills for 
professionals working as part of the health system 
to evaluate training development needs and avoid 
duplication or siloed publication of new resources. 
The global capacity strengthening activities for DIPC 
will then be designed and implemented, focusing on 
planners, researchers and developers in LMICs. At 
the same time, DIPC implementation at the country 
level will include capacity strengthening for users 
of the digital solutions, which means practitioners 
and providers.  

Reviewed Guidelines, Frameworks and Tools

WHO’s Digital education for building health workforce capacity  
A guide to for integrating ICT in health education. It emphasizes digital education’s role in address-
ing global health workforce challenges and covers themes, including enrollment, learning outcomes, 
remote access, educator skills, and lifelong learning. 

The proposed framework considers external, system-level, institutional and individual factors to op-
timize digital education for the HWF. The report provides an overview of the existing evidence, and 
give practical tips, and guidance for effective digital health workforce education strategies. 

OECD’s Empowering the health workforce – Strategies to make the most of the digital revolution  
A strategy document that discusses digital transformation challenges in European healthcare, focus-
ing on HWs’ experiences with digital tools. While Europe-centric, the findings offer insights for LMICs. 
The document’s recommendations, relevant for global health contexts, include incorporating digital 
skills into health education, improving tool usability, and ensuring inclusivity in workforce planning. 

https://www.who.int/publications/i/item/9789240000476
https://www.oecd.org/en/topics/policy-issues/the-future-of-health-systems.html
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Target Audience 

• Primary Users: Developers; DH planners
• Secondary Users: Donors

Relevance 

Beyond these proposed guidelines, commercializa-
tion on the Western market of digital health products 
is required to fit into specific standards to guarantee 
the safety of the users. More complex digital solu-
tions deliver precise health information upon which 
medical decisions are based. Thus, strict regulations 
are necessary to ensure patient safety once we can 
label our digital intervention a Software as a Medi-
cal Device 139  

Findings 

We identified four resources as particularly relevant. 
These frameworks and standards, developed by 
various global entities, represents a significant ad-
vancement in the regulation and standardization of 
digital health technologies. They collectively contrib-
ute to enhancing the reliability, safety, and efficacy 
of digital health products. However, their impact and 
effectiveness are not without gaps or areas for im-
provement. These frameworks provide a structured 
approach to assessing digital health technologies, 
ensuring that products meet a certain level of reli-
ability and functionality. The ESF’s tiered approach, 
ISO 82304-2’s self-certification model, DiGA’s certi-
fication process, and the FDA’s guidelines collective-
ly establish a global benchmark for what constitutes 
a reliable and effective digital health technology. 

The frameworks, particularly the FDA’s DICE and Di-
GA’s temporary registration option, encourage inno-
vation by allowing developers to navigate regulato-
ry landscapes more easily. This support is essential 

3.2.4.11 Technical Standards for Developers  
for fostering innovation in digital health. Moreover, 
these standards provide clear guidance for devel-
opers, helping them understand what is required 
for regulatory approval. This clarity is essential for 
streamlining the development process and bringing 
products to market more efficiently. 

However, there are some gaps and challenges that 
should be highlighted. There is a lack of global har-
monization in standards. Different regions have their 
own frameworks, which can create challenges for 
developers aiming to release their products in multi-
ple markets. This fragmentation can hinder the glob-
al accessibility of digital health technologies. Also, 
DH is a rapidly evolving field, and keeping regulatory 
frameworks up to date with technological advance-
ments is challenging. There is a risk that regulations 
may become outdated quickly, potentially stifling in-
novation or failing to address new safety concerns. 
While these standards ensure safety and efficacy, 
they may inadvertently raise the barriers to entry for 
smaller developers due to the resources required for 
compliance. This could limit the diversity of inno-
vations in the digital health space. Finding the right 
balance between rigorous standards and flexibility 
for innovation is a constant challenge. Overly strin-
gent requirements might hinder rapid development 
and deployment of potentially beneficial technolo-
gies, especially in response to urgent health crises. 

These guidelines and standards collectively play a 
crucial role in shaping the landscape of DH tech-
nologies, providing necessary structures for safe-
ty, efficacy, and reliability. However, the challenge 
lies in ensuring these frameworks can adapt to the 
fast-paced nature of technological advancements, 
are harmonized across regions, and strike a balance 
between rigor and flexibility to support innovation 
while safeguarding patient health.

Reviewed Guidelines, Frameworks and Tools

NICE’s Evidence Standards Framework for Digital Health Technologies (ESF)  
A tiered framework that categorizes digital health products based on functionality and specifies ev-
idence requirements for developers. It represents a significant methodology in the field of digital 
health evidence. 

https://www.nice.org.uk/Media/Default/About/what-we-do/our-programmes/evidence-standards-framework/digital-evidence-standards-framework.pdf
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ISO 82304-2 
A European standard enabling developer self-certification and guiding assessment processes with 
accrediting bodies. It mandates varied evidence types for compliance, including observational stud-
ies or RCTs for specific uses. 

The Digital Health Applications (DiGA) process 
A process framework which mandates specific criteria for healthcare tools to qualify as medical prod-
ucts under the German Digital Healthcare Act. It requires evidence through comparative studies and 
allows innovators to register temporarily without an RCT, provided they complete one within a year, 
accommodating the development of emerging technologies. 

Food and Drug Administration (FDA) 
The U.S. FDA, responsible for public health safety, established the Digital Health Center of Excel-
lence (DICE) in 2020 to support high-quality digital health innovations. The FDA focuses on efficient, 
low-burden regulatory approaches while maintaining safety and effectiveness. Detailed guidance on 
FDA digital health regulations is available online (FDA, 2023).

https://www.iso.org/standard/78182.html
https://www.bfarm.de/EN/Medical-devices/Tasks/DiGA-and-DiPA/Digital-Health-Applications/_node.html
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3.2.4.12 Digitizing Immunization Programs
Target Audience:  

• Primary Users:  Government bodies, Minis-
tries of Health, DH implementers, health care 
providers 

• Secondary Users: Developers, donors 

Relevance 

Guidelines for digitizing vaccination programs, are 
important because they can provide a structured ap-
proach to address the multifaceted challenges these 
entail. Immunization programs include key compo-
nents, such as costing and funding, target popula-
tion identification, vaccination delivery strategies, 
and human resource management. As many of these 
digital tools exist and thus guidelines can be help-
ful for selecting the appropriate digital tool and ICT. 

For example, successful immunization programing 
depends on communities’ willingness to receive vac-
cines, highlighting the need for strategies that are 
tailored, evidence-based, and designed to build trust 
and bridge the knowledge-practice gap. Leveraging 
behavioral science to develop and implement inter-
ventions that can effectively increase the uptake of 
immunization services and is crucial in addressing 
vaccine hesitancy and improving vaccine coverage. 
Guidelines can be pivotal in guiding MoHs, donors, 
and implementers through the complex process of 
digitizing vaccination programs because a struc-
tured, evidence-based approach to understanding 
and addressing immunization demand, selecting and 
implementing digital tools, and ensuring that these 
interventions are user-centered and context-spe-
cific is needed.  

Findings 

The COVID-19 pandemic prompted the largest vac-
cination campaign  effort in history 140,141, as national 
governments, international organizations, nonprof-
its and the private sector sought to vaccinate the 
world’s population. At the same time, the pandemic 
also accelerated the adaptation and adoption of DH 
tools in LMICs and numerous guidelines specifically 
targeting EPI9 were published. 

For example, the Digital Centre for Excellence (DICE) 
initiative published their Guidance on the use of dig-
ital solution to support COVID-19 national deploy-
ment and vaccination plans 143. This guide was pre-
pared by the COVAX working group in 2021143 and 
focuses on assessing the national context in order to 

find facilitators and barriers to apply the most suit-
able and sustainable DH solutions. It helps also to 
prioritize activities such as regulatory preparedness, 
coordination and planning, delivery strategies, sup-
ply chain, human resource management and moni-
toring. It is a valuable manual that goes beyond the 
technical development of DHIs but focuses more 
on the governance of the whole vaccination deliv-
ery and its recommendations can be easily extrap-
olated to the EPI. A similar guideline, also published 
by DICE, Primer on Digital Solutions for COVID-19 
Vaccination Service Delivery 144 proposed the same 
topic  providing a comprehensive overview for any 
policy maker involved in the digitalization of an EPI. 
In addition, the Guidance on developing a nation-
al deployment and vaccination plan for COVID-19 
vaccines 145 provides a broad perspective on how a 
vaccination program should respond to a pandemic 
such as the COVID-19. 

A useful guide to design and implement DH solu-
tions in EPI is also GAVI’s Digital Health Informa-
tion Interventions for Immunization Demand Gen-
eration: A guide for selecting appropriate tools and 
technologies 146,147 that can be used in conjunction 
with the Digital Square guidelines to build immuni-
zation registries: Electronic Immunization Registries 
148, an important document to support digitalization 
in EPI. Another key text on this topic is the Electronic 
Immunization Registry: Practical Considerations for 
Planning, Development, Implementation and Evalu-
ation, developed by PAHO 149.  

In response to the COVID-19 pandemic. Digital 
Square and GIZ published Digital Applications and 
Tools Across an Epidemic Curve150, a user-friendly 
roadmap suggesting the best digital solutions that 
could be implemented to prevent, detect, respond to 
an epidemic 151. With this publication Digital Square 
highlights the importance of interoperability be-
tween different software and to gain interoperabili-
ty, it encourages the use digital public goods.  

WHO has also recently published Considerations for 
integrating COVID-19 vaccination into immunization 
programs and primary health care for 2022 and be-
yond 141. This document does not specifically ad-
dress DHIs but it outlines crucial programmatic con-
siderations necessary for transitioning from mass 
COVID-19 vaccination campaigns to the integration 
of COVID-19 vaccination into EPI, PHC, and other 
pertinent healthcare services. To operationalize 
the integration of COVID-19 vaccination at nation-
al and subnational level this document emphasizes 
four steps: 1) Initiating/building on the integration 

https://campaigneffectiveness.org/resources/guidance-on-the-use-of-digital-solutions-to-support-the-covid-19-national-deployment-and-vaccination-plans/
https://campaigneffectiveness.org/resources/guidance-on-the-use-of-digital-solutions-to-support-the-covid-19-national-deployment-and-vaccination-plans/
https://campaigneffectiveness.org/resources/guidance-on-the-use-of-digital-solutions-to-support-the-covid-19-national-deployment-and-vaccination-plans/
https://www.usaid.gov/sites/default/files/2023-02/COVID-19_Primer_FINAL_CLEARED%20%28002%29.pdf
https://www.usaid.gov/sites/default/files/2023-02/COVID-19_Primer_FINAL_CLEARED%20%28002%29.pdf
https://www.who.int/publications/i/item/WHO-2019-nCoV-Vaccine-deployment-2021.1-eng
https://www.who.int/publications/i/item/WHO-2019-nCoV-Vaccine-deployment-2021.1-eng
https://www.who.int/publications/i/item/WHO-2019-nCoV-Vaccine-deployment-2021.1-eng
https://www.gavi.org/programmes-impact/our-impact/digital-health-information-dhi
https://www.gavi.org/programmes-impact/our-impact/digital-health-information-dhi
https://www.gavi.org/programmes-impact/our-impact/digital-health-information-dhi
https://www.gavi.org/programmes-impact/our-impact/digital-health-information-dhi
https://media.path.org/documents/HSID_BID_LessonsLearned_EIR_br.pdf
https://iris.paho.org/handle/10665.2/34865
https://iris.paho.org/handle/10665.2/34865
https://iris.paho.org/handle/10665.2/34865
https://iris.paho.org/handle/10665.2/34865
https://digitalsquare.org/resourcesrepository/datec
https://digitalsquare.org/resourcesrepository/datec
https://digitalsquare.org/resourcesrepository/datec
https://www.who.int/publications/i/item/9789240064454
https://www.who.int/publications/i/item/9789240064454
https://www.who.int/publications/i/item/9789240064454
https://www.who.int/publications/i/item/9789240064454
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process;2) Planning and preparatory phase: devel-
op a country-level COVID-19 vaccination integration 
plan; 3) Implementation and monitoring; 4) Post-in-
tegration follow-up action. This is a living document 
and will be updated to reflect the changing context. 

A valid guide to design and implement DH solutions 
in EPI* is also GAVI’s Digital Health Information In-
terventions for Immunization Demand Generation: 
A guide for selecting appropriate tools and tech-
nologies 146,147 that can be used in conjunction with 
the Digital Square guidelines to build immunization 
registries: Electronic Immunization Registries 148, 
an important document to support digitalization in 
EPI. Another key text on this topic is the Electron-
ic Immunization Registry: Practical Considerations 
for Planning, Development, Implementation and 
Evaluation, developed by PAHO 149. Specifically, as 

part of its Digital Health Information Strategy 2022-
2025 152, GAVI has provided a comprehensive col-
lection of practical guides, case studies, and tech-
nical briefs on its website (https://www.gavi.org/
programmes-impact/our-impact/digital-health-in-
formation-dhi). This resource is designed to assist 
health managers and developers in the implemen-
tation of DH solutions for immunization programs. 
A notable case study by the HISP Centre at the Uni-
versity of Oslo details how health workers in two dis-
tricts of the DRC utilized DHIS2 for polio vaccination 
campaign management, achieving 96% coverage for 
children under age 5. This included addressing hun-
dreds of “zero dose” cases where children had not 
previously received any vaccinations 153.

*Expanded Program on Immunization (EPI): The Expanded Program on Immunization (EPI) is a global public health program, 
initiated by WHO in 1974, with the goal to provide routine vaccinations to children and infants in order to protect them from vac-
cine-preventable diseases. The EPI aims to ensure that essential vaccines are accessible to all children, regardless of their socio-
economic status or geographical location, and to reduce the morbidity and mortality associated with these diseases 142 Keja K, 
Chan C, Hayden G, Henderson RH. Expanded Programme on Immunization. World Health Stat Q 1988; 41(2): 59-63.

Reviewed Guidelines, Frameworks and Tools

DICE’s Guidance on the use of digital solution to support COVID-19 national deployment and 
vaccination plans  
A guideline provides a framework to facilitate equitable access to and distribution of COVID-19 vac-
cines across countries, particularly in low- and middle-income settings. It is policy and strategy-ori-
ented and offers an overview of various evidence-based digital innovations and practices that can be 
utilized in different stages of vaccine planning, distribution, and scale-up, intended to amplify efforts 
in vaccine deployment while generating actionable data, in alignment with strategic resources like 
the WHO Digital Implementation Investment Guide (DIIG) and UNICEF’s digital health guidance for 
COVID-19 response. 

DICE’s Primer on Digital Solutions for COVID-19 Vaccination Service Delivery” 
A practical guide to support those directly engaged in vaccination efforts with strategies for effective-
ly using digital health tools and data to enhance vaccine distribution and administration beyond the 
COVID-19 pandemic. The document details an “adapt and scale” approach, using existing systems to 
support vaccination efforts rather than creating new ones. It includes real-world examples and case 
studies to illustrate the application of digital solutions in various contexts.  

WHO’s Guidance on developing a national deployment and vaccination plan for COVID-19 vaccines 
An interim guide aimed at assisting national and sub-national health authorities and immunization 
program managers in planning and executing COVID-19 vaccination strategies. Its primary purpose 
is to ensure effective, efficient, and equitable deployment of COVID-19 vaccines, addressing key as-
pects such as regulatory readiness, target population identification, vaccine delivery, supply chain 
management, and safety monitoring. 

https://www.gavi.org/programmes-impact/our-impact/digital-health-information-dhi
https://www.gavi.org/programmes-impact/our-impact/digital-health-information-dhi
https://www.gavi.org/programmes-impact/our-impact/digital-health-information-dhi
https://www.gavi.org/programmes-impact/our-impact/digital-health-information-dhi
https://media.path.org/documents/HSID_BID_LessonsLearned_EIR_br.pdf
https://iris.paho.org/handle/10665.2/34865
https://iris.paho.org/handle/10665.2/34865
https://iris.paho.org/handle/10665.2/34865
https://iris.paho.org/handle/10665.2/34865
https://www.gavi.org/sites/default/files/support/guidelines-2022/Gavi-Digital-Health-Information-Strategy-2022-2025_Eng.pdf
https://www.gavi.org/sites/default/files/support/guidelines-2022/Gavi-Digital-Health-Information-Strategy-2022-2025_Eng.pdf
https://www.gavi.org/programmes-impact/our-impact/digital-health-information-dhi
https://www.gavi.org/programmes-impact/our-impact/digital-health-information-dhi
https://www.gavi.org/programmes-impact/our-impact/digital-health-information-dhi
https://www.digitalhealthcoe.org/knowledgebase/guidance-on-the-use-of-digital-solutions-to-support-the-covid-19-national-deployment-and-vaccination-plans
https://www.digitalhealthcoe.org/knowledgebase/guidance-on-the-use-of-digital-solutions-to-support-the-covid-19-national-deployment-and-vaccination-plans
https://www.usaid.gov/sites/default/files/2023-02/COVID-19_Primer_FINAL_CLEARED%20%28002%29.pdf
https://www.who.int/publications/i/item/WHO-2019-nCoV-Vaccine-deployment-2021.1-eng
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GAVI’s Digital Health Information Interventions for Immunization Demand Generation: A guide 
for selecting appropriate tools and technologies 
A guideline to assist national immunization program managers, social and behavior change special-
ists, and immunization implementing partners in selecting and planning digital technologies to in-
crease the demand for routine childhood immunization using a step-by-step approach. It focuses on 
understanding the factors affecting immunization uptake and offers a categorization of various digital 
interventions based on their effectiveness.  

Digital Square’s Electronic Immunization Registries (EIRs)
A briefing guide to improve immunization data quality and use, exemplified on Tanzania and Zambia. 
Targeted at health professionals and policymakers involved in immunization programs, it demon-
strates how EIRs can address data challenges in these programs. The guide details the CRDM, and 
includes a tailored approach to developing EIRs suited to each country’s specific needs, with key 
contents including the step-by-step process of CRDM, practical aspects of EIR implementation, and 
lessons learned from the initiative’s experiences, with a strong emphasis on user-centered design, 
sustainability, and effective data use. 

PAHO’s Electronic Immunization Registry: Practical Considerations for Planning, Development, 
Implementation and Evaluation 
A guide to aid in the development, implementation, and evaluation of EIRs, aimed at health deci-
sion-makers and program managers in PAHO Member States. It covers all aspects of EIR systems, 
including technical, functional, and operational considerations and is structured into sections dis-
cussing the background, planning, design, development, and implementation of EIRs, with tools like 
checklists and case studies to assist in decision-making.

GIZ & Digital Square’s Digital Applications and Tools Across an Epidemic Curve 
A strategic guide for using digital tools in various stages of pandemics and outbreaks. It’s designed 
for governments, health organizations, and investors, focusing on integrating digital technologies into 
epidemic responses. The framework, influenced by the COVID-19 pandemic, identifies 13 critical use 
cases and provides a visual mapping of these tools across different epidemic phases. It offers practi-
cal guidance on adapting existing digital tools for rapid deployment and effective management during 
health crises, aiming to improve response efficiency and data-driven decision-making. 

WHO & Unicef’s Considerations for integrating COVID-19 vaccination into immunization pro-
grammes and primary health care for 2022 and beyond 
A guide to provide strategies for incorporating COVID-19 vaccination into existing health systems, 
designed for public health planners and immunization program managers. It outlines principles, ben-
efits, risks, and operational steps for integration, drawing on experiences from various countries. The 
document emphasizes the need for a strategic, evidence-based approach to manage the pandemic 
while maintaining essential health services. 

https://www.gavi.org/programmes-impact/our-impact/digital-health-information-dhi
https://www.gavi.org/programmes-impact/our-impact/digital-health-information-dhi
https://media.path.org/documents/HSID_BID_LessonsLearned_EIR_br.pdf
https://iris.paho.org/handle/10665.2/34865
https://iris.paho.org/handle/10665.2/34865
https://digitalsquare.org/resourcesrepository/datec
https://www.who.int/publications/i/item/9789240064454
https://www.who.int/publications/i/item/9789240064454
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This review was conducted to provide an overview 
of the current landscape of normative resources 
—guidelines, frameworks, and tools— designed to 
steer and guide digital health programing. Addition-
ally, it sought to identify existing gaps in this land-
scape and offer a repository of these normative re-
sources. The findings are organized according to 
eleven DH programing-relevant thematic areas, en-
abling professionals to select appropriate resources 
based on their specific needs. 

These thematic areas cover guidelines, frameworks 
and tools for 1) Digital Landscape Assessments, 2) 
Regulation, Strategy & Policy Development, 3) Solu-
tion Design & Development, 4) Integration & In-
teroperability, 5) Scaling-up, 6) Monitoring & Eval-
uation, 7) Sustainability and Financing, 8) Gender, 
Equity & Inclusion, 9) Capacity Strengthening, 10)
Technical Standards for Developers and 11) Digiti-
zation of Immunization Programs. 

This review of resources is supported by an initial 
synopsis of key terms and concepts in digital health, 
as well as a description of the architectural frame-
works that are widely postulated to facilitate the dig-
ital transformation of health systems, with particular 
focus on LMICs.  

Ultimately, this review aims to encourage the adop-
tion of guidelines, frameworks, and tools, promoting 
a harmonized approach to health system digitaliza-
tion, which in turn is expected to enhance the impact 
of digital health solutions on population health na-
tionally and internationally. In the spirit of an evolv-
ing digital world, we acknowledge that digital health 
is a field of continuous growth and learning, and, as 
such, the normative resources assembled here pres-
ent a cumulative stock of what has been developed 
up to this point. As the field evolves, so should this 
review, as a “living guide of guidelines”, to be updat-
ed regularly to incorporate new or revised resourc-
es to help further the digital health transformation.  

Our findings highlighted that over the past decade, 
an increasing number of guidelines, frameworks and 
tools have been developed to support governments, 
developers, investors, and donors. The resources 
produced to date have advanced in response to the 

4. DISCUSSION   

expanding body of knowledge about the application 
of digital technologies in health. As ICT and its ap-
plications continue to progress, the evidence base 
also continues to evolve 154.  

The eleven thematic areas and the selected corre-
sponding resources reveal that existing guidelines, 
frameworks, and tools often address specific as-
pects of digital health, sometimes overlapping but 
more importantly, complementing each other. Our 
analysis indicates that the landscape of resources, 
created by organizations such as the WHO, World 
Bank, Gavi, and USAID, encompasses a broad spec-
trum of digital health efforts. This includes strategic 
initiatives at the macro level and various technicali-
ties at the micro level. This evolving landscape aligns 
with essential phases and processes of digitaliza-
tion, from developing national digital health visions 
and data governance structures to creating interop-
erable digital health infrastructures. It also includes 
guidance on technicalities, such as the HL7 FHIR 
standards for interoperability, technical standards 
for developers, monitoring and evaluation of digital 
solutions, and incorporating equity considerations 
into digital health programing. However, the review 
also highlighted significant variability in the quantity 
of available guidelines, frameworks, and tools across 
different topics. For example, numerous resources 
are available for Digital Health Landscape Assess-
ments, while areas such as ICT capacity strengthen-
ing for health workers remain less developed. 

Overall, our findings indicate an ongoing need for fur-
ther evidence to develop evidence-based resources 
in areas currently lacking guidance. For example, the 
observed gap in evidence for ICT capacity strength-
ening for health workers, emphasizes the need for 
more research, well-documented best practices, 
and case studies to generate initial guidelines. The 
under-studied or under-documented areas that have 
been identified, can help define research agendas 
and guide future resource development efforts. One 
notable example is the scarcity of cost-effectiveness 
studies and economic evaluations in digital health, 
as well as impact studies for DHIs to inform the de-
velopment of sustainable funding models. Converse-
ly, for areas with ample guidelines and tools, such 
as digital landscape assessments, there is a need 



64

Navigating the Digital Health Ecosystem: A Review of Key Guidelines, Frameworks, and Tools

for collaborative efforts to further harmonize these 
resources and provide practical insights from field 
implementations to maximize their utility and avoid 
duplication. Thus, implementation research and pro-
cess evaluations are essential to accompany nation-
al or sectoral programs and report their findings for 
effective knowledge sharing. 

The review showed that guidelines developed in the 
early days of DH often lacked the inclusion of the 
user, which is one of the most important principles 
in digital programing and development, according to 
the widely adopted “Principles for Digital Develop-
ment” 84. The incorporation of a user-centered ap-
proach to ensure adequate attention towards, e.g., 
the prevailing gender digital divide, programing con-
siderations for equitable digital access, as well as 
geographical factors, is critical and must also be re-
flected in guidelines. Overlooking such aspects can 
result in digital solutions lacking, for example, cul-
tural sensitivity or relevance to certain populations, 
which in turn may lead to reduced adoption, effec-
tiveness and impact, of the digital health solution.  

However, the landscape of normative resources 
for DH-programing has evolved considerably and 
human-centered design and implementation ap-
proaches are today widely advocated for. In fact, 
the integration of GEI into DH programing is gain-
ing traction, yet there is a still clear need for more 
comprehensive research on these topics. This is be-
cause it remains unclear, to which extent guidelines 
for GEI-programing are being adopted and translat-
ed into action. We understand that gender, equity 
and inclusion are critical to ensure “health for all” 
and various guidelines exist that target different 
population groups, e.g., DH-programing for girls or 
people living with disabilities. However, it remains 
less clear, how this knowledge, and, in fact, existing 
normative guidelines, can be effectively translated 
for DH-programing.  

Whilst a plethora of guidelines and frameworks has 
been published to date, there is only a small number 
of studies reporting on how and, to what extent, spe-
cific guidelines, tools, or frameworks were actually 
utilized 155. In general, there is still little evidence 
on how specific guidelines have been implement-
ed, and most of the literature is based on wealthier 
healthcare systems. Implementation science ap-
proaches to address the “know – do” gap can be 
particularly useful. Nonetheless, there are ongoing 
concerted efforts to facilitate guideline adoption. For 
example, the Department of Digital Health and In-
novation as well as the Department of Sexual and 
Reproductive Health and Research at the WHO are 
engaged in technical support and operational re-
search to gather evidence for evaluating the impact 

of the SMART guidelines approach105 , particularly in 
enhancing adherence to the guidelines, improving 
data quality measurements and provide easy repli-
cable blueprints.  

The review also highlighted that the area of digital 
literacy and capacity strengthening for healthcare 
workers and ICT professionals, particularly in LMICs, 
is still in its infancy. This situation necessitates dedi-
cated research efforts and the creation of education-
al resources tailored to the needs of digital health 
professionals. Also, whilst an array of tools exists 
to conduct DLAs, continuous efforts are needed to 
align and refine tools and methodologies. In this 
endeavor, sharing implementation experience and 
use cases from different countries among govern-
ments, donors, and implementers is crucial for en-
riching this domain. 

Moreover, the issue of lacking robust health data 
governance has been growing more evident and is 
yet to be adequately addressed in most contexts and 
countries. DHIs, programs and systems generate a 
substantial volume of data, much of which is sensi-
tive. Today, the challenge lies not in a lack of data, 
but in the capacity of governments, corporations, 
and individuals to comprehend and harness the 
wealth of available information for collective bene-
fit (or commercial interest), whilst safeguarding in-
dividuals’ privacy and rights and upholding rigorous 
scientific and ethical standards. Hence, the imper-
ative for establishing data governance to guarantee 
the secure and ethical utilization of health data, as 
well as to strike a balance between the commercial 
interests in data and the pursuit of the public good, 
has grown increasingly apparent, particularly follow-
ing the 2018 Cambridge Analytica scandal 156.  

“A lot of innovations in the health sector are being 
deployed without considering a rights-based ap-
proach. This creates huge risks when thinking about 
what happens to the data: How is it being collected, 
who is going to end up using it, particularly in con-
texts where there isn’t a legal framework?”  

Alexandrine Pirlot de Corbion 157 

Further, compared to acquiring data manually and 
handling and transmitting paper-based data, digi-
tal data are more susceptible to being stolen, lost 
or hacked in large quantities, given that they can be 
accessed more easily on a large scale and without 
physical boundaries 158. Cyberattacks involving per-
sonal health data could involve millions of patients’ 
records 159 and have devastating consequences to 
vulnerable people, those close to them, and many 
other stakeholders 160. Personal health data is now 
among the most valuable form of data on the dark 

https://digitalprinciples.org/
https://digitalprinciples.org/
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web 161, and cybersecurity breaches in the health-
care sector continue to grow 162. In January 2021 
alone, a total of 878.17 million data records were 
compromised worldwide, which is more than in all of 
2017 163. This issue is believed to pose a significant 
challenge in this millennium 164.  

There are significant advantages to ensuring secure 
and transparent data utilization, for example more 
consistent and transparent data sharing, enhanced 
global disease surveillance, and better preparedness 
to respond to pandemics. A universally accepted ap-
proach to data generation, storage, and utilization 
should promote interoperability across jurisdictions 
and platforms, thereby also removing entry barriers 
for smaller developers, which in turn fosters diver-
sity and innovation.  

While the European Union’s General Data Protec-
tion Regulation 165 is frequently regarded as a ‘gold 
standard,’ there is currently no universal global 
standard for the generation and utilization of digi-
tal health data. Each country maintains its unique 
governance framework, and regulations are patchy 
in many contexts, particularly LMICs, which poses 
challenges to effective data protection. The United 
Nations has voiced concerns regarding the potential 
of digital technologies to perpetuate sexism, racism, 
and other forms of discrimination 166, which could 
be counteracted by strong governance structures. 
Transform Health, a global civil society coalition, has 
recently proposed “Principles for the Health Data 
Governance” 101,167, which seeks to address the issue 
by providing stakeholders with the guidance needed 
to develop the legislative and regulatory frameworks 
at national and sectoral levels. 

Further, AI is already playing a transformative role 
for the future of DH 168, which is why “WHO’s guid-
ance on ethics and governance for artificial intelli-
gence in health” 135, as well as its compendium guid-
ance for large multi-modal models13 are timely and 
much needed additions to the landscape of norma-
tive resources.  

It is unquestionable, that digital health solutions 
hold unprecedented promise for health services 
delivery and public health planning, nationally and 
globally. However, in the context of health system 
strengthening, we must recognize that digital solu-
tions are not a panacea, especially if the tradition-
al paper-based systems are failing. Therefore, a 
thorough examination of the gaps in the existing 
paper-based processes is essential before transi-
tioning to digital methods. Merely digitizing these 
processes without a comprehensive analysis of their 
inherent issues can lead to digital replicas of ineffi-
ciencies, rather than transformative improvements 

in healthcare delivery and public health. Thus, before 
embarking on digital transitions, a critical evaluation 
of the existing paper-based systems is indispens-
able. This involves identifying and understanding the 
specific challenges these systems face, such as data 
inaccuracy, accessibility issues, delays in informa-
tion flow, and the potential for loss or damage. Such 
an evaluation not only highlights the areas in need 
of improvement but also provides insights into how 
digital solutions can be designed to address these 
specific gaps effectively. 

Moreover, transitioning to digital methods requires 
careful consideration of the context in which these 
technologies will be implemented, including infra-
structure readiness, digital literacy of health work-
ers, and the accessibility of digital tools for all us-
ers. Implementing digital health solutions without 
addressing the underlying issues in the traditional 
system can exacerbate disparities, leading to solu-
tions that are not sustainable or equitable. 

Therefore, the shift from paper-based to digital 
health systems should be approached with a strat-
egy that includes stakeholder engagement, needs 
assessment, and capacity strengthening. This holis-
tic approach ensures that digital health solutions are 
not just technologically advanced, but also respon-
sive to the specific needs of the healthcare system, 
ultimately leading to more effective, efficient, and 
inclusive health services.  

Additionally, in this shift from paper-based to digi-
tal formats, it is anticipated that the SMART guide-
lines105 may signify a major transformation in the 
digitalization of complex public health programs. 
Ideally, these operationally and technically critical 
guidelines will not only operationalize the transla-
tion of paper-based clinical guidelines into usable 
digital formats, but will further encourage interop-
erability of solutions and systems. An example of 
interoperability would be that data collected during 
pregnancy and the child’s birth should be available 
in the electronic immunization registry, and viewable 
at the time of the visit through an electronic version 
of Integrated Management of Childhood Illness. Fur-
thermore, should the child be hospitalized, the at-
tending hospital physicians should also be able to 
assess through an EMR, which vaccinations the child 
is missing. For all this to happen, the digital versions 
of four different programs (ANC, EPI, IMCI and EHR) 
should be able to communicate with each other.  

We observed during this research that although 
guidelines, frameworks, and tools address many 
aspects of DH solution implementation, a rigorous 
public health approach is essential for leveraging DH 
to bridge the gap between private and public health 

https://gdpr-info.eu/
https://gdpr-info.eu/
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services. Furthermore, it is crucial to ensure that the 
implementation of DH solutions does not create ad-
ditional barriers for patients who lack access to ICT. 

Despite a significant decline after the COVID-19 
pandemic, the interest of donors and the attention 
of individual governments in Digital Public Health 
(DiPH) remains high. However, there is still a lack 
of a standardized and shared format to report the 
benefits and outcomes of the digital health revolu-
tion, likely due to the heterogeneity of interventions 
and the rapid evolution of technological solutions. 
Important platforms for collaboration among devel-
opers have been established, such as WHO’s Digi-
tal Health Atlas 93, the Clearinghouse 169, OpenHIE 
45, and the Health Data Collaborative 170. However, 
standardized DH-programing and DHI-specific in-
dicators for thorough benchmarking processes are, 
to our knowledge, yet to be formally assembled and 
there is an apparent gap in understanding the pro-
cessual, impactful, and economic aspects of DHIs. 
This absence of structured reporting hinders the har-
monious development and governance of the digital 
health revolution, and is compounded by the strong 
influence of individual local contexts. Professionals 
in this field are thus encouraged to embrace or de-
velop further M&E methods that fill this void and ad-
dress the development need for practical and rele-
vant indicators for digital health. 

In the southern hemisphere, DH is becoming an in-
creasingly large focus of countries’ System Policy 
and Strategy Plans to reach the goals of SDGs and 
UHC 21 even if gender equity is often not fully ex-
plored. Some countries are adopting a broader ap-
proach to articulate the digital transition, integrating 
it into a common framework that will improve not 
only the healthcare sector, but also e-commerce and 
administration. This highlights a strategic commit-
ment to a holistic digital transformation that can lead 
to significant benefits in various sectors. 

Indeed, the current momentum surrounding DH in 
LMICs is promising, with several positive develop-
ments in place. Guidelines have matured signifi-
cantly, providing valuable direction for implemen-
tation and strategic planning. Additionally, specific 
guidelines addressing planned costs have been re-
leased, contributing to better financial planning and 
management. Furthermore, impact evaluations of 
various DHI are increasingly conducted, with many 
successful projects reaching national scaling levels. 
This demonstrates the potential of digital health to 
positively transform healthcare delivery on a broader 
scale. Also, specific guidelines dedicated to Expand-
ed Programs on Immunization reflect a focused ef-
fort to improve vaccination logistics, which is crucial 
for public health outcomes. Although the heightened 
donor attention during the COVID-19 pandemic 
might have subsided, there is still significant inter-
est and support for digital health initiatives in LMICs.  

Given the relatively recent introduction of the SMART 
guidelines and DAKs and the rapid deployment of 
digital health interventions during and after the 
COVID-19 pandemic, it is indeed too early to draw 
definitive conclusions about their impact and sus-
tainability. Assessing the impact of the new guide-
lines and the sustainability these digital health in-
terventions requires rigorous evaluation processes. 
Meanwhile, continuous monitoring and assessment 
of digital health initiatives are crucial to ensure that 
resources are directed effectively, to ensure that 
guidelines, frameworks and tools evolve based on 
evidence and that health system transformation 
aligns with the specific needs and contexts of the 
populations they aim to serve. Only through robust 
evaluation can we make informed decisions, refine 
strategies, and further enhance the role of digital 
health in driving positive healthcare outcomes in 
LMICs. 



67

Navigating the Digital Health Ecosystem: A Review of Key Guidelines, Frameworks, and Tools

5. CONCLUSION    

Over the last decade, we have witnessed an extraor-
dinary transformation in the healthcare landscape, 
driven by the unprecedented advancement of digital 
technologies. Particularly in LMICs, digital health has 
emerged as a beacon of hope, promising to bridge 
the gap between limited resources (scarce funding, 
insufficient infrastructure, and shortages of skilled 
healthcare professionals) and burgeoning healthcare 
demands specially among the most remote and un-
derserved communities. However, fully realizing the 
potential of digital health in LMICs is not without its 
challenges. Issues related to data privacy, security, 
interoperability, and digital literacy demand urgent 
attention to ensure a sustainable and equitable dig-
ital health ecosystem. Addressing these challenges 
is key to unlocking the full transformative potential 
of digital health and ensuring that no one is left be-
hind in the pursuit of improved healthcare outcomes.  

Guidelines, frameworks and tools for DH-programing 
play a critical role in facilitating the smooth imple-
mentation of ICT solutions as they provide standard-
ized procedures and best practices to navigate and 
overcome common challenges. Normative resourc-
es in digital health have been developed gradually 
as more evidence became available on the benefits 
offered by ICT. Today, we have a large number of 
guidelines aimed at different users, from ministe-
rial policymakers to developers and donors. These 
guidelines cover a wide range of topics, from how to 
plan a DH program at a legislative level, to budget 
planning, developing tailored interventions based 
on the country’s needs, and monitoring progress. 
There is no one definitive guideline, as each of them 
is useful for different stages of development of DHIs, 
and at different levels of a country’s technological 
maturity. However, the recently published SMART 
guidelines have been seen as a possible turning 
point to speed up the digitalization of public health 
programs. In the wake of the COVID-19 pandemic, 
specific guidelines have been published regarding 
the digitalization of vaccination logistics too. These 
specific guidelines are particularly important as they 
address the complexity of Expanded Programs on 
Immunization. 

The development of guidelines, frameworks and 
tools to support the digitalization of health systems 

has also evolved considerably since 2011 and there 
is now a well-established landscape of resources to 
guide digital health system development in LMICs. 
Whilst this landscape is by no means gap free, this 
review shows that the cornerstones have been set 
to guide country governments and digital health de-
velopment partners. 

However, also identified through this research are 
some areas that still require considerably work to 
ensure that countries and DH developers have the 
necessary resources to hand to plan, implement 
or expand their national DH strategies and aligned 
initiatives.  
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Identified gaps in the landscape of normative resources for digital health 

01 Need for Harmonization of Digital Landscape Assessments (DLAs): 
Despite the availability of tools for DLAs, there’s a need to continue working towards their har-
monization. Sharing field experiences of conducting DLAs and publishing use cases across 
countries and different DH stakeholders can significantly contribute to this effort. Governments, 
donors, and implementers should continue to collaborate, as exemplified by the work of the 
HDC Digital Maturity Model Small Working Group99 to refine tools, thereby ensuring their adapt-
ability to diverse health system contexts and assessment needs. 

02 Need for Monitoring and Evaluation (M&E) and DH Implementation Evidence: 
A significant evidence gap exists with regards to the process, impact, and economic value of 
DHIs. M&E professionals in the digital health sphere need to further develop and adopt meth-
odologies that can effectively capture these dimensions. This includes creating and utilizing 
robust indicators that can accurately measure the performance and impact of DH initiatives. 
The development of such indicators is crucial for demonstrating the value of DH initiatives and 
benchmarking, and this can consequently guide future investments, and inform policy decisions. 

03 Need to address the Resource and Evidence Gap for gender, -equity, and inclusion-sen-
sitive DH programing: 
While GEI considerations are increasingly being integrated into DH programing, there is a press-
ing need for more comprehensive evidence on the impact of these interventions. There is also 
a need for unification of existing resources on guiding GEI programing into a comprehensive 
guideline that can be easily applied by DH professionals. Such a resource should not only pro-
vide theoretical insights, but also practical, actionable strategies for ensuring that DHI are in-
clusive and equitable. 

04 Need to address the Resource and Evidence Gap for Digital Literacy and Capacity 
Strengthening activities targeting ICT staff and HCWs:
 The evidence-base for digital literacy and capacity strengthening, particularly for health work-
ers and ICT professionals in LMICs, is still limited. This gap reflects the scarcity of guidance 
available for digital health professionals. Rigorous research in this area is urgently needed to 
inform the development of targeted training and capacity-strengthening programs, given that 
training programs can empower health workers and ICT staff to effectively utilize and manage 
DH tools and systems. 

05 Need for Economic Evaluation Data for Sustainable Financing of DH: 
Financing DH initiatives remains a challenge, particularly in LMICs. The review points to the 
need for sustainable funding models that go beyond initial grants and pilot projects. This in-
cludes exploring innovative financing mechanisms and ensuring long-term investment in DH 
infrastructure and programs, but more importantly rigorous economic data to inform investment 
decisions and help the formulation guidelines for sustainable DH financing. 

06 Need for up-to-date Technical Standards and Regulatory Frameworks: 
The review also underscores the importance of technical standards and regulatory frameworks, 
particularly for complex digital health solutions. These standards and frameworks must be 
regularly updated to keep pace with technological advancements and ensure the safety and 
efficacy of digital health products. 

07 Need for Global Collaboration and Knowledge Sharing: 
There is a need for increased global collaboration and knowledge sharing in the DH sector and 
beyond. This involves not only the sharing of resources and best practices but also joint efforts 
in research, development, and policy formulation. Incidentally, adopting existing resources 
for DH programing contributes to knowledge sharing and global collaboration as this is part of 
their core design.  
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01
Harmonize Approaches: 

Encourage the development of harmonized guide-
lines and frameworks to foster a more unified ap-
proach to digitizing health systems globally. This 
is not to suggest a monolithic, one-size-fits-all 
approach, but rather an approach of country-tai-
lored adoption of best practice evidence. 

05
Adopt Inclusive Development: 

Prioritize the inclusion of diverse user groups and 
stakeholders in developing and implementing dig-
ital health interventions. 

03
Develop Targeted Guidelines for Training 
Programs: 

Develop specific guidelines and frameworks for 
digital literacy and competency training, particu-
larly in LMICs, to enhance healthcare staff’s ca-
pacity in utilizing digital tools. 

04
Align Global Standards: 

Work towards aligning technical standards across 
regions and ensure they are adaptable to rapid 
technological changes. 

02
Address Gaps: 

Focus research and development on evi-
dence-sparse areas and create comprehensive 
guidelines for aspects of digital health develop-
ment currently lacking resources. 

06
Generate strategic evidence: 

Continuously monitor and evaluate the processes, 
effectiveness and impact of digital health inter-
ventions and share evidence widely. Guidelines 
and frameworks should be adapted accordingly. 

Recommendations for future work

One undeniable reality of digital technologies is their continuous evolution, and this is as true for the health 
sector as for any other. This reality necessitates parallel efforts to keep normative resources to guide DH 
programing relevant and up-to-date, an undertaking which will need to be pursued at the same time as the 
advancements made in this field. Moreover, concerted efforts are required to engage governments and digital 
health stakeholders to contributing to, utilize, and apply existing resources while continuously generating 
high-quality, real-world evidence to address gaps in the landscape. The World Health Organization, as a 
global health leader, is called upon to continue to expand its coordination of these efforts and harness the 
catalytic power of digital health to accelerate progress towards the 2030 Sustainable Development Goals. 



70

Navigating the Digital Health Ecosystem: A Review of Key Guidelines, Frameworks, and Tools

REFERENCES

1. Amisha, Malik P, Pathania M, Rathaur VK. 
Overview of artificial intelligence in medicine. 
J Family Med Prim Care 2019; 8(7): 2328-31. 

2. WHO. Global strategy on digital health 2020-
2025. Geneva: World Health Organization, 
2021. 

3. WHO. Digital Implementation Investment 
Guide: Integrating Digital Interventions into 
Health Programmes, 2020. 

4. WHO. Classification of digital interventions, 
services and applications in health: a shared 
language to describe the uses of digital tech-
nology for health, 2nd edition. Geneva: World 
Health Organization, 2023. 

5. Wienert J, Jahnel T, Maaß L. What are the 
Digital Public Health Interventions? First 
Steps Towards a Definition and Intervention 
Classification Framework. Journal of Medi-
cal Internet Research 2022; 24(6): e31921. 

6. Vital Wave. Digital Public Infrastruc-
ture for Health: Charting a path to imple-
mentation in LMIC health systems. 2023. 
https://vitalwave.com/wp-content/up-
loads/2023/10/Digital-Public-Infrastruc-
ture-for-Health_20231025.pdf (accessed 
30.05. 2024). 

7. UN. Secretary General’s Roadmap for Digital 
Cooperation: United Nations 2020. 

8. WHO. Recommendations on digital interven-
tions for health system strengthening. Gene-
va: World Health Organization, 2019. 

9. Wikipedia. Health Information Exchange 
(HIE). 2024. https://en.wikipedia.org/wiki/
Health_information_exchange (accessed 
14.06. 2024). 

10. Peters D, Adam T, Alonge O, Agyepong I, Tran 
N. Implementation research: what is is and 
how to do it. BMJ 2013; 347(f6753). 

11. WHO. WHO evaluation practice handbook. 
Geneva: World Health Organization, 2013. 

12. MEASURE Evaluation. Health Information 
Systems Interoperability Maturity Toolkit: 
Users’ Guide. Chapel Hill, North Carolina, 
USA: Measure Evaluation at the University 
of North Carolina, 2017. 

13. WHO. Ethics and governance of artificial 
intelligence for health. Guidance on large 
multi-modal models. Geneva: World Health 
Organization, 2024. 

14. WHO. The MAPS Toolkit: mHEalth Assess-
ment and Planning for Scale. ISBN 978 92 
4 150951 0. Geneva: World Health Organi-
zation, 2015. 

15. NHSProviders. A New Era of Digi-
tal Leadership: Why digital transforma-
tion matters. 2020. https://nhsprovid-
ers.org/a-new-era-of-digital-leadership/
why-digital-transformation-matters. 

16. Food and Drug Administration. What is Dig-
ital Health? 2020. https://www.fda.gov/
medical-devices/digital-health-center-ex-
cellence/what-digital-health (accessed 16 
July 2023). 

17. Pan American Health Organization. Infor-
mation Systems and Digital Health (IS). 
https://www.paho.org/en/information-sys-
tems-and-digital-health (accessed 10 April 
2024). 

18. Bagula A, Mandava M, Bagula H. A Frame-
work for Healthcare Support in the Rural and 
Low Income Areas of the Developing World. 
Journal of Network and Computer Applica-
tions 2018; 120: 17-29. 

19. Ibeneme S, Karamagi H, Muneene D, Goswa-
mi K, Chisaka N, Okeibunor J. Strengthen-
ing Health Systems Using Innovative Digital 
Health Technologies in Africa. Frontiers in 
Digital Health 2022; 4. 

https://vitalwave.com/wp-content/uploads/2023/10/Digital-Public-Infrastructure-for-Health_20231025.pdf
https://vitalwave.com/wp-content/uploads/2023/10/Digital-Public-Infrastructure-for-Health_20231025.pdf
https://vitalwave.com/wp-content/uploads/2023/10/Digital-Public-Infrastructure-for-Health_20231025.pdf
https://en.wikipedia.org/wiki/Health_information_exchange
https://en.wikipedia.org/wiki/Health_information_exchange
https://nhsproviders.org/a-new-era-of-digital-leadership/why-digital-transformation-matters
https://nhsproviders.org/a-new-era-of-digital-leadership/why-digital-transformation-matters
https://nhsproviders.org/a-new-era-of-digital-leadership/why-digital-transformation-matters
https://www.fda.gov/medical-devices/digital-health-center-excellence/what-digital-health
https://www.fda.gov/medical-devices/digital-health-center-excellence/what-digital-health
https://www.fda.gov/medical-devices/digital-health-center-excellence/what-digital-health
https://www.paho.org/en/information-systems-and-digital-health
https://www.paho.org/en/information-systems-and-digital-health


71

Navigating the Digital Health Ecosystem: A Review of Key Guidelines, Frameworks, and Tools

20. Peyroteo M, Ferreira IA, Elvas LB, Ferreira 
JC, Lapao LV. Remote Monitoring Systems 
for Patients with Chronic Diseases in Pri-
mary Health Care: Systematic Review. JMIR 
mHealth and uHealth 2021; 9(12): e28285. 

21. Olu O, Muneene D, Bataringaya JE, et al. How 
Can Digital Health Technologies Contribute to 
Sustainable Attainment of Universal Health 
Coverage in Africa? A Perspective. Front Pub-
lic Health 2019; 7: 341. 

22. Ibrahim MS, Yusoff HM, Bakar YIA, Aung 
MMT, Abas MI, Ramli RA. Digital Health for 
Quality Healthcare: A Systematic Mapping of 
Review Studies. Digital Health 2022; 8: 1-20. 

23. Sheikh A, Anderson M, Albala S, et al. Health 
Information Technology and Digital Inno-
vation for National Learning Health and 
Care Systems. Health Policy 2021; 3(6): 
E383-E96. 

24. Expert Panel on effective ways of investing 
in Health. Assessing the Impact of Digital 
Transformation of Health Services: Publica-
tion Office of the European Union, 2019. 

25. Wagner NM, Ritzwoller DP, Raebel MA, et 
al. Can Digital Communication Technolo-
gy Reduce Health System Personnel Time? 
An Evaluation of Personnel Requirements 
and Costs in a Randomized Controlled Tri-
al. Translational Behavioral Medicine 2021; 
11(3): 863-9. 

26. Gentili A, Failla G, Melnyk A, et al. The 
Cost-Effectiveness of Digital Health Inter-
ventions: A Systematic Review of Literature. 
Frontiers in Public Health 2022; 10. 

27. Ridho A, Alfian SD, Boven JFMV, et al. Digital 
Health Technologies to Improve Medication 
Adherence and Treatment Outcomes in Pa-
tients with Tuberculosis: Systematic Review 
of Randomized Controlled Trials. Journal 
of Medical Internet Research 2022; 24(2): 
e33062. 

28. Sarrassat S, Lewis JJ, Some AS, Somda S, 
Cousens S, Blanchet K. An Integrated eDi-
agnosis Approach (IeDA) versus Standard 
IMCI for Assessing and Managing Childhood 
Illness in Burkina Faso: A Stepped-Wedge 
Cluster Randomised Trial. BMC Health Ser-
vices Research 2021; 21(1). 

29. WHO. Monitoring and Evaluating Digital 
Health Interventions: A Practical Guide to 

Conducting Research and Assessment. ISBN 
978-92-4-151176-6. Geneva: World Health 
Organization, 2016. 

30. WHO. Harness digital health for Universal 
Health Coverage. 2023. https://www.who.
int/southeastasia/news/detail/20-03-2023-
harness-digital-health-for-universal-health-
coverage (accessed 5 August 2023. 

31. WHO. Monitoring the Building Blocks of 
Health Systems: A Handbook of Indicators 
and their Measurement Strategies. Geneva: 
World Health Organization, 2010. 

32. WHO. Everybody’s Business: Strengthen-
ing Health Systems to Improve Health Out-
comes: WHO’s framework for Action. Gene-
va: World Health Organization, 2007. 

33. Butcher CJ, Hussein W. Digital Healthcare: 
The Future. Future Healthcare Journal 2022; 
9(2): 113-7. 

34. Bundesministerium für wirtschaftliche 
Zusammenarbeit und Entwicklung (BMZ). 
German-supported digital health solutions 
worldwide. 2023. https://health.bmz.de/dig-
ital-health-solutions/ (accessed 2nd August 
2023. 

35. Bundesministerium für wirtschaftliche 
Zusammenarbeit und Entwicklung (BMZ). 
Strategic Re-alignment of the BMZ’s Digital 
Policy. Federal Ministry for Economic Coop-
eration and Development (BMZ); 2022. 

36. Pagliari C, Sloan D, Gregor P, et al. What is 
eHealth (4): a scoping exercise to map the 
field. J Med Internet Res 2005; 7(1): e9. 

37. Mechael PN. In Search of Scalable mHealth 
Solutions, 2008. 

38. Fatehi F, Samadbeik M, Kazemi A. What is 
Digital Health? Review of Definitions. Studies 
in Health Technology and Informatics 2020; 
23(275): 67-71. 

39. Iyamu I, Gomez-Ramirez O, Xu AX, et al. 
Challenges in the Development of Digital 
Public Health Interventions and Mapped 
Solutions: Findings from a Scoping Review. 
Digital Health 2022; 8: 1-21. 

40. Zeeb H, Pigeot I, Schüz B. Digital Public 
Health - Ein Überblick. Bundesgesundheits-
blatt - Gesundheitsforschung - Gesundheits-
schutz 2020; 63: 137-44. 

https://www.who.int/southeastasia/news/detail/20-03-2023-harness-digital-health-for-universal-health-coverage
https://www.who.int/southeastasia/news/detail/20-03-2023-harness-digital-health-for-universal-health-coverage
https://www.who.int/southeastasia/news/detail/20-03-2023-harness-digital-health-for-universal-health-coverage
https://www.who.int/southeastasia/news/detail/20-03-2023-harness-digital-health-for-universal-health-coverage
https://health.bmz.de/digital-health-solutions/
https://health.bmz.de/digital-health-solutions/


72

Navigating the Digital Health Ecosystem: A Review of Key Guidelines, Frameworks, and Tools

41. NICE. Evidence Standards Framework (ESF) 
for Digital Health Technologies: National In-
stitute for Health and Care Excellence, 2019. 

42. WHO, ITU. National eHealth Strategy Toolkit. 
Geneva: World Health Organization, 2012. 

43. Cooper/Smith. Digital Transformation to Ac-
celerate Data Use-A Model for Success. Se-
attle, Washington, D.C.: PATH, 2022. 

44. UNDP. Accelerating teh SDGs through Digi-
tal Public Infrastructure - A compendium of 
the potential of Digital Public Infrastructure. 
2023. https://www.undp.org/sites/g/files/
zskgke326/files/2023-08/undp-g20-accel-
erating-the_sdgs-through-digital-public-in-
frastructure.pdf (accessed 29.05. 2024). 

45. OpenHIE. A framework based on real-world 
application. 2021. https://ohie.org/frame-
work/ (accessed 14 December 2023). 

46. Digital Public Goods Alliance. Digital Public 
Goods Standard. 2023. https://digitalpub-
licgoods.net/standard/ (accessed 14 April 
2024). 

47. Udayasankaran JG, Källander K, Woods T, et 
al. Understanding the Relationship between 
Digital Public Goods and Global Goods in the 
Context of Digital Health. Paper Prepared By: 
Digital Public Goods Alliance, Digital Square, 
UNICEF Health and Information Communica-
tion Technology (ICT) Divisions 2021. 

48. Digital Square. Global Goods Guidebook: 
PATH, 2023. 

49. Reid-Henry S, Dwyer S, Benn C, Rødningen I. 
Country Contributions to Global Public Goods 
for Health: Patterns, Prospects, and Futures: 
PRIO, 2023. 

50. WHO. FIFTY-EIGHTH WORLD HEALTH AS-
SEMBLY - GENEVA, 16-25 MAY 2005 RESO-
LUTIONS AND DECISIONS ANNEX. Geneva: 
World Health Organization, 2005. 

51. Torgan C. The mHealth Summit: Local and 
Global Converge. Kinetics; 2009. 

52. Xiong S, Lu H, Peoples N, et al. Digital Health 
Interventions for Non-communicable Dis-
ease Management in Primary Health Care in 
Low and Middle Income Countries. NPJ Dig-
ital Medicine 2023; 6. 

53. Novillo-Ortiz D, De Fátima Marin, H., & 
Saigí-Rubió, F. The role of digital health in 
supporting the achievement of the Sustain-
able Development Goals (SDGs). Internation-
al journal of medical informatics 2018; 114. 

54. Mathews SC, McShea MJ, Hanley CL, Ravitz 
A, Labrique AB, Cohen AB. Digital Health: A 
Path to Validation. Npj Digital Medicine 2019; 
2. 

55. Agboola SO, Bates DW, Kvedar JC. Digi-
tal Health and Patient Safety. JAMA 2016; 
315(6): 1697-8. 

56. Fadahunsi KP, O’Connor S, Akinlua JT, et al. 
Information Quality Frameworks for Digital 
Health Technologies: Systematic Review. 
Journal of Medical Internet Research 2021; 
23(5). 

57. Ong J, Parchment V, Zheng X. Effective Regu-
lation of Digital Health Technologies. Journal 
of Royal Society of Medicine 2018; 111(12): 
439-43. 

58. Digital Health Standards. Interoperability 
in Healthcare. 2020. https://www.i-hd.eu/
health-standards/. 

59. Lehne M, Sass J, Essenwanger A, Schepers 
J, Thu S. Why Digital Medicine Depends on 
Interoperability. Npj Digital Medicine 2019; 
2(79). 

60. Lubell-Doughtie P. Eight Reasons Why 
Digital Health Should be on FHIR. 
2 0 2 2 .  h t t p s : // w w w. i c t w o r k s . o rg /
digital-health-should-be-on-fhir/. 

61. Pucihar A, Borštnar MK, Bons R, Sheombar A, 
Ongena G, Vidmar D. 35th Bled eConference 
– Digital Restructuring and Human (Re)ac-
tion. 2022; Bled, Slovenia: University Press; 
2022. 

62. Food and Drug Administration. Framework 
for the Use of Digital Health Technologies in 
Drug and Biological Product Development; 
Availability. In: Services DoHaH, editor.; 
2023. p. 17852-3. 

63. ICLG. Digital Health Laws and Regulations 
Emerging Trends in the Global Regulation of 
Digital Health. Global Legal Group; 2023. 

64. NHS. A Guide to Good Practice for Digital and 
Data-driven Health Technologies. 2021. 

https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://www.undp.org/sites/g/files/zskgke326/files/2023-08/undp-g20-accelerating-the_sdgs-through-digital-public-infrastructure.pdf
https://www.undp.org/sites/g/files/zskgke326/files/2023-08/undp-g20-accelerating-the_sdgs-through-digital-public-infrastructure.pdf
https://www.undp.org/sites/g/files/zskgke326/files/2023-08/undp-g20-accelerating-the_sdgs-through-digital-public-infrastructure.pdf
https://www.undp.org/sites/g/files/zskgke326/files/2023-08/undp-g20-accelerating-the_sdgs-through-digital-public-infrastructure.pdf
https://ohie.org/framework/
https://ohie.org/framework/
https://digitalpublicgoods.net/standard/
https://digitalpublicgoods.net/standard/
https://www.i-hd.eu/health-standards/
https://www.i-hd.eu/health-standards/
https://www.ictworks.org/digital-health-should-be-on-fhir/
https://www.ictworks.org/digital-health-should-be-on-fhir/


73

Navigating the Digital Health Ecosystem: A Review of Key Guidelines, Frameworks, and Tools

65. Baltaxe E, Czypionka T, Kraus M, et al. Digital 
Health Transformation of Integrated Care in 
Europe: Overarching Analysis of 17 Integrat-
ed Care Programs. Journal of Medical Inter-
net Research 2019; 21(9). 

66. Jandoo T. WHO Guidance for Digital Health: 
What it means for researchers. Digital Health 
2020; 6. 

67. Labrique A, Agarwal S, Tamrat T, Mehl G. 
WHO Digital Health Guidelines: A Milestone 
for Global Health. Npj Digital Medicine 2020; 
3: 120. 

68. Wienert J, Zeeb H. Implementing Health 
Apps for Digital Public Health - An Imple-
mentation Science Approach Adopting the 
Consolidated Framework for Implementation 
Research. Frontiers in Public Health 2021; 9. 

69. Food and Drug Administration. Guidanc-
es with Digital Health Content. 2023. 
https://www.fda.gov/medical-devices/digi-
tal-health-center-excellence/guidances-dig-
ital-health-content (accessed 17 July 2023). 

70. Egermark M, Blasiak A, Remus A, Sapanel Y, 
Ho D. Overcoming Pilotitis in Digital Medicine 
at the Intersection of Data, Clinical Evidence, 
and Adoption. Advanced Intelligent Systems 
2022; 4. 

71. Richardson S, Lawrence K, Schoenthaler AM, 
Mann D. A Framework for Digital Health Eq-
uity. Npj Digital Medicine 2022; 5. 

72. Labrique A, Vasudevan L, Weiss W, Wilson K. 
Establishing Standards to Evaluate the Im-
pact of Integrating Digital Health into Health 
Systems. Global Health: Science and Practice 
2018; 6(1): S5-S17. 

73. Franck CP, Babington-Ashaye A, Dietrich D, et 
al. iCHECK-DH: Guidelines and Checklist for 
the Reporting on Digital Health Implementa-
tions. Journal of Medical Internet Research 
2023; 25. 

74. JAMA. Author Interviews. In: Interview with 
Geoffrey S. Ginsburg, editor. Digital Health—
The Need to Assess Benefits, Risks, and Val-
ue: Journal of the American Medical Associ-
ation; 2021. 

75. Wisniewski H, Liu G, Henson P, et al. Under-
standing the quality, effectiveness and attri-
butes of top-rated smartphone health apps. 
Evidence-Based Mental Health 2019; 22(1): 
4-9. 

76. Perkaslis E, Ginsburg GS. Digital Health—The 
Need to Assess Benefits, Risks, and Value. 
JAMA 2021; 325(2): 127-8. 

77. Bruce C, Harrison P, Giammattei C, et al. 
Evaluating Patient-Centered Mobile Health 
Technologies: Definitions, Methodologies, 
and Outcomes. JMIR mHealth and uHealth 
2020; 8(11): e17577. 

78. Fleming GA, Petrie JR, Bergenstal RM, Holl 
RW, Peters AL, Heinemann L. Diabetes dig-
ital app technology: benefits, challenges, 
and recommendations. A consensus report 
by the European Association for the Study 
of Diabetes (EASD) and the American Diabe-
tes Association (ADA) Diabetes Technology 
Working Group. Diabetologia 2020; 63(2): 
229-41. 

79. Gupta K, Frosch DL, Kaplan RM. Opening 
The Black Box Of Digital Health Care: Mak-
ing Sense Of “Evidence”. 2021. https://www.
healthaffairs.org/content/forefront/open-
ing-black-box-digital-health-care-making-
sense-evidence. 

80. Karamagi HC, Muneene D, Droti B, et al. 
eHealth or e-Chaos: The use of Digital Health 
Interventions for Health Systems Strength-
ening in sub-Saharan Africa over the last 10 
years: A scoping review. Journal of Global 
Health 2022; 12. 

81. WHO. WHO handbook for Guideline Develop-
ment, 2nd edition. ISBN: 978 92 4 154896 
0, 2014. 

82. Principles for Digital Development. Principles 
for digital development. 2017. https://digi-
talprinciples.org/. 

83. Roberts T. Rebooting the Digital Principles. 
2020. https://www.ids.ac.uk/opinions/re-
booting-the-digital-principles/ (accessed 16 
January 2024). 

84. Principles for Digital Development. Principles 
for Digital Development. 2017. https://digi-
talprinciples.org/ (accessed 12 June 2023). 

https://www.fda.gov/medical-devices/digital-health-center-excellence/guidances-digital-health-content
https://www.fda.gov/medical-devices/digital-health-center-excellence/guidances-digital-health-content
https://www.fda.gov/medical-devices/digital-health-center-excellence/guidances-digital-health-content
https://www.healthaffairs.org/content/forefront/opening-black-box-digital-health-care-making-sense-evidence
https://www.healthaffairs.org/content/forefront/opening-black-box-digital-health-care-making-sense-evidence
https://www.healthaffairs.org/content/forefront/opening-black-box-digital-health-care-making-sense-evidence
https://www.healthaffairs.org/content/forefront/opening-black-box-digital-health-care-making-sense-evidence
https://digitalprinciples.org/
https://digitalprinciples.org/
https://www.ids.ac.uk/opinions/rebooting-the-digital-principles/
https://www.ids.ac.uk/opinions/rebooting-the-digital-principles/
https://digitalprinciples.org/
https://digitalprinciples.org/


74

Navigating the Digital Health Ecosystem: A Review of Key Guidelines, Frameworks, and Tools

85. Digital Impact Alliance. The Principles for 
Digital Development have been refreshed 
for the next decade. Here’s how. 2024. 
https://dial.global/the-principles-for-digi-
tal-development-have-been-refreshed-for-
the-next-decade-heres-how/ (accessed 26 
April 2024). 

86. Digital Investment Principles. The Principles 
of Donor Alignment for Digital Health. 2018. 
https://digitalinvestmentprinciples.org/ (ac-
cessed 9 November 2023). 

87. UNDP. Digital Landscape Assessment - State 
of Palestine. Internet United Nations Devel-
opment Program, 2021. 

88. USAID. Digital Ecosystem Country Assess-
ment (DECA) Toolkit: A How-To Guide for US-
AID Missions  2022. https://www.usaid.gov/
sites/default/files/2023-04/USAID_DECA_
Toolkit.pdf. 

89. Kati Collective. Early Stage Digital Health 
Investment Tool (EDIT). 2022. https://www.
katicollective.com/tools (accessed 26 April 
2024). 

90. World Bank. Digital Health Assessment 
Toolkit Guide, Version.1. 2021. https://
documents1.worldbank.org/curated/
en/271901636353443086/pdf/Main-Re-
port.pdf. 

91. HealthEnabled & the Global Development In-
cubator. Global Digital Health Monitor. 2022. 
https://digitalhealthmonitor.org/ (accessed 
20 June 2023). 

92. Gesellschaft für International Zusammenar-
beit (GIZ). Digital Pandemic Preparedness 
Assessment Tool 2021. https://digitalsquare.
org/resourcesrepository/dppa-v2 (accessed 
April 26 2024). 

93. WHO. Digital Health Atlas. 2017. https://dha.
akuko.io/space/dha/tag/blog (accessed 2 
June 2023). 

94. Digital Square. COVID-19 Map & Match. 
https://digitalsquare.org/covid19-map-
match (accessed 26 September 2023). 

95. Liaw S-T, Zhou R, Ansari S, Gao J. A digital 
health profile & maturity assessment tool-
kit: cocreation and testing in the Pacific Is-
lands J Am Med Inform Assoc 2021; 28 (3): 
484-503. 

96. WHO. Atlas of eHealth country profiles: the 
use of eHealth in support of universal health 
coverage. Geneva: WHO; 2016. 

97. Digital Square. A Navigator for Digital Health 
Capability Models: A User’s Guide. Chapel 
Hill, North Carolina, USA: PATH, 2022. 

98. Digital Square. Digital Health & Interoperabil-
ity Working Group. https://wiki.digitalsquare.
io/index.php/Digital_Health_%26_Interop-
erability_Working_Group (accessed 8 Janu-
ary 2024). 

99. PATH. Harmonizing Digital Health Assess-
ment Tools and Maturity Models: Outputs 
from the Digital Health & Interoperability 
Working Group. Seattle, USA: PATH, 2019. 

100. European Parliament, Council of the Euro-
pean Union. REGULATION (EU) 2016/679 
OF THE EUROPEAN PARLIAMENT AND OF 
THE COUNCIL of 27 April 2016 on the pro-
tection of natural persons with regard to the 
processing of personal data and on the free 
movement of such data, and repealing Di-
rective 95/46/EC (General Data Protection 
Regulation). Official Journal of the Eurpean 
Union 2016; L119/1. 

101. TransformHealth. Health Data Governance 
Principles - Universalising the benefits of 
health digitalisation. 2022. https://health-
dataprinciples.org/ (accessed 01.06.2024 
2024). 

102. National Institute of Standards and Technol-
ogy. Framework for Improving Critical Infra-
structure Cybersecurity. 2018. 

103. ONC. Guide to Privacy and Security of Elec-
tronic Health Information. Vers. 2.0: Office 
of the National Coordinator for Health Infor-
mation Technology, 2015. 

104. UNICEF. Designing Digital Interventions for 
Lasting Impact A Human-Centred Guide to 
Digital Health Deployments: UNICEF, 2018. 

105. Mehl G, Tunçalp Ö, Ratanaprayul N, et al. 
WHO SMART Guidelines: Optimizing Coun-
try-Level Use of Guideline Recommendations 
in the Digital Age. The Lancet Digital Health 
2021; 3(4): E213-E6. 

https://dial.global/the-principles-for-digital-development-have-been-refreshed-for-the-next-decade-heres-how/
https://dial.global/the-principles-for-digital-development-have-been-refreshed-for-the-next-decade-heres-how/
https://dial.global/the-principles-for-digital-development-have-been-refreshed-for-the-next-decade-heres-how/
https://digitalinvestmentprinciples.org/
https://www.usaid.gov/sites/default/files/2023-04/USAID_DECA_Toolkit.pdf
https://www.usaid.gov/sites/default/files/2023-04/USAID_DECA_Toolkit.pdf
https://www.usaid.gov/sites/default/files/2023-04/USAID_DECA_Toolkit.pdf
https://www.katicollective.com/tools
https://www.katicollective.com/tools
https://documents1.worldbank.org/curated/en/271901636353443086/pdf/Main-Report.pdf
https://documents1.worldbank.org/curated/en/271901636353443086/pdf/Main-Report.pdf
https://documents1.worldbank.org/curated/en/271901636353443086/pdf/Main-Report.pdf
https://documents1.worldbank.org/curated/en/271901636353443086/pdf/Main-Report.pdf
https://digitalhealthmonitor.org/
https://digitalsquare.org/resourcesrepository/dppa-v2
https://digitalsquare.org/resourcesrepository/dppa-v2
https://dha.akuko.io/space/dha/tag/blog
https://dha.akuko.io/space/dha/tag/blog
https://digitalsquare.org/covid19-map-match
https://digitalsquare.org/covid19-map-match
https://wiki.digitalsquare.io/index.php/Digital_Health_%26_Interoperability_Working_Group
https://wiki.digitalsquare.io/index.php/Digital_Health_%26_Interoperability_Working_Group
https://wiki.digitalsquare.io/index.php/Digital_Health_%26_Interoperability_Working_Group
https://healthdataprinciples.org/
https://healthdataprinciples.org/


75

Navigating the Digital Health Ecosystem: A Review of Key Guidelines, Frameworks, and Tools

106. Lopez de Coca T, Moreno, L., Alacreu, M., & 
Sebastian-Morello, M. Bridging the Genera-
tional Digital Divide in the Healthcare Envi-
ronment. Journal of personalized medicine, 
. 12(8), 1214 2022. 

107. Gleiss A, Lewandowski S. Removing barri-
ers for digital health through organizing am-
bidexterity in hospitals. Journal of Public 
Health 2021; 30: 21-5. 

108. ITU, WHO. Digital Health Platform Hand-
book: Building a Digital Information Infra-
structure (Infostructure) for Health. Geneva: 
World Health Organization and International 
Telecommunication  Union, 2020. 

109. HL7 International. HL7 FHIR Release 5. 
2023. https://hl7.org/fhir/ (accessed 06 Jan-
uary 2024). 

110. Labrique AB, Wadhwani C, Williams KA, et 
al. Best practices in scaling digital health in 
low and middle income countries. Globaliza-
tion and Health 2018; 1. 

111. Wilson K, Gertz B, Arenth B, Salisbury N. The 
Journey to Scale: Moving Together past Digi-
tal Health Pilots. . Seattle: PATH, 2014. 

112. Digital Square. Understanding scale of dig-
ital health tools: A framework and triangu-
lation tool to measure scale of digital de-
ployments in the context of the COVID-19 
pandemic: PATH. 

113. Silberman J, Wicks P, Patel S, et al. Rigor-
ous and rapid evidence assessment in digi-
tal health with the evidence DEFINED frame-
work. Npj Digital Medicine 2023; 6. 

114. Eysenbach G, CONSORT-EHEALTHGroup. 
CONSORT-EHEALTH: Improving and Stan-
dardizing Evaluation Report of Web-based 
and Mobile Health Interventions. Journal 
of Medical Internet Research 2011; 13(4): 
e126. 

115. Ricciardi W, Barros PP, Bourek A, Brouwer 
W, Kelsey T, Lehtonen L. How to Govern the 
Digital Transformation of Health Services. 
European Journal of Public Health 2019; 
29(Supplement 3): 7-12. 

116. Agarwal S, LeFevre AE, Lee J, et al. Guide-
lines for reporting of health interventions us-
ing mobile phones: mobile health (mHealth) 
evidence reporting and assessment (mERA) 
checklist. BMJ 2016; 352: i1174. 

117. Wilkinson T, Wang M, Friedman J, Görgens 
M. A Framework for the Economic Evalua-
tion of Digital Health Interventions, Policy 
Research Working Papers. World Bank 2023. 

118. Dwivedi V, Sitjar M, Waugaman A, Weiss B, 
Schaefer M, Ollis S. Digital Health Investment 
Review Tool: USAID, 2018. 

119. ITU. SDG Digital Investment Framework: A 
Whole-of-Government Approach to Investing 
in Digital Technologies to Achieve the SDGs, 
2019. 

120. TransformHealth. Closing the Digital Di-
vide: More and Better Funding for the Digital 
Transformation of Health, 2022. 

121. Digital Square. Total Cost of Ownership Tool. 
2022. https://digitalsquare.org/tco-tool (ac-
cessed 13 April 2024). 

122. Digital Square. Digital Health Sustainabili-
ty Calculator. https://digitalsquare.org/dig-
ital-health-sustainability-calculator (ac-
cessed 01 April 2024). 

123. Finco MG, Mir N, Gresham G, Huis-
ingh-Scheetz M. Ethical considerations of 
digital health technology in older adult care. 
The Lancet Healthy Longevity 2024; 5(1): 
e12-e3. 

124. GSMA Intelligence. The Mobile Economy 
Sub-Saharan Africa 2017, 2017  

125. Sieck CJ, Sheon A, Ancker JS, Castek J, Cal-
lahan B, Siefer A. Digital Inclusion as a Social 
Determinant of Health. Npj Digital Medicine 
2021; 4(1): 52. 

126. National Digital Inclusion Alliance. Digital 
Inclusion 101. https://www.digitalinclusion.
org/digital-inclusion-101/ (accessed April 27 
2024). 

127. Obermeyer Z, Powers B, Vogeli C, Mullaina-
than S. Dissecting racial bias in an algorithm 
used to manage the health of populations 
Science 2019 366(6464): 447-53. 

128. Chen Z. Ethics and discrimination in artificial 
intelligence-enabled recruitment practices. 
Humanities and Social Sciences Communi-
cations volume 2023; 10  

https://hl7.org/fhir/
https://digitalsquare.org/tco-tool
https://digitalsquare.org/digital-health-sustainability-calculator
https://digitalsquare.org/digital-health-sustainability-calculator
https://www.digitalinclusion.org/digital-inclusion-101/
https://www.digitalinclusion.org/digital-inclusion-101/


76

Navigating the Digital Health Ecosystem: A Review of Key Guidelines, Frameworks, and Tools

129. United Nations - Office of the Secre-
tary-General’s Envoy on Technology. Round-
table on Digital Inclusion - Definition of Digi-
tal Inclusion https://www.un.org/techenvoy/
sites/www.un.org.techenvoy/files/general/
Definition_Digital-Inclusion.pdf (accessed 
01.08. 2023). 

130. Crawford A, Serhal E. Digital Health Equity 
and COVID-19: The Innovation Curve Can-
not Reinforce the Social Gradient of Health. 
Journal of medical Internet research 2020; 
22(6), e19361. 

131. Davis SLM, Kurihara F. Why Gender Mat-
ters for Digital Health: Recommendations 
for Gender-Sensitive Programming: Deut-
sche Gesellschaft für Internationale Zusam-
menarbeit (GIZ), 2023. 

132. WHO. Youth-centred digital health inter-
ventions: a framework for planning, devel-
oping and implementing solutions with and 
for young people. Geneva: World Health Or-
ganization, 2020. 

133. Unicef East Asia & Pacific. GenderTech Tool-
kit: Building digital solutions for, with, and by 
girls 2020. https://www.unicef.org/innova-
tion-and-technology-gender-equality-0 (ac-
cessed 01.06 2023). 

134. WHO, ITU. WHO-ITU global standard for 
accessibility of telehealth services. Geneva: 
World Health Organization and International 
Telecommunication Union, 2022. 

135. WHO. Ethics and governance of artificial in-
telligence for health: WHO guidance. Geneva: 
World Health Organization, 2021. 

136. WHO. Digital education for building health 
workforce capacity. Geneva: World Health 
Organization, 2020. 

137. George PP, Zhabenko O, Kyaw BM, et al. 
Online Digital Education for Postregistra-
tion Training of Medical Doctors: Systematic 
Review by the Digital Health Education Col-
laboration  J Med Internet Res 2019; 21(2): 
e13269. 

138. Socha-Dietrich K. Empowering the health 
workforce to make the most of the digital rev-
olution. OECD Health Working Paper 2021; 
(129). 

139. Food and Drug Administration. Software as 
a Medical Device (SaMD). 2018. https://www.
fda.gov/medical-devices/digital-health-cen-
ter-excellence/software-medical-de-
vice-samd (accessed 17 November 2023). 

140. Tatar M, Wilson FA. The largest vaccination 
campaign in history: A golden opportunity for 
bundling public health interventions. Journal 
of Global Health 2021; 22(11). 

141. WHO, UNICEF. Considerations for integrat-
ing COVID-19 vaccination into immuniza-
tion programmes and primary health care 
for 2022 and beyond. Geneva, 2022. 

142. Keja K, Chan C, Hayden G, Henderson RH. 
Expanded Programme on Immunization. 
World Health Stat Q 1988; 41(2): 59-63. 

143. DICE. Guidance on the Use of Digital Solu-
tions to Support the COVID-19 National 
Deployment and Vaccination Plans: Digital 
Health Centre of Excellence, 2021. 

144. Sichel A, Good H, Minor A, Shaukath AB, 
Schaefer M. Primer on Digital Solutions for 
COVID-19 Vaccination Service Delivery: The 
Digital Health Centre of Excellence 2022. 

145. WHO. Guidance on Developing a Nation-
al Deployment and Vaccination Plan for 
COVID-19 Vaccines. Geneva: World Health 
Organization; 2021. 

146. Chaney SC, Mechael P. Digital Health In-
formation Interventions for Immunisation 
Demand Generation: A Guide for Selecting 
Appropriate Tools and Technologies: Heal-
thEnabled & Gavi, 2022. 

147. Chaney SC, Mechael P. So Many Choices, 
How Do I Choose? Considerations for Se-
lecting Digital  Health Interventions to Sup-
port Immunization Confidence and Demand. 
Journal of Medical Internet Research 2023; 
25. 

148. PATH. Digital Square Electronic Immuniza-
tion Registries in Low- and Middle-Income 
Countries. Seattle: PATH, 2021. 

149. Pan American Health Organization. Elec-
tronic Immunization Registry: Practical Con-
siderations for Planning, Development, Im-
plementation and Evaluation. Washington, 
D.C.: PAHO, 2017. 

https://www.un.org/techenvoy/sites/www.un.org.techenvoy/files/general/Definition_Digital-Inclusion.pdf
https://www.un.org/techenvoy/sites/www.un.org.techenvoy/files/general/Definition_Digital-Inclusion.pdf
https://www.un.org/techenvoy/sites/www.un.org.techenvoy/files/general/Definition_Digital-Inclusion.pdf
https://www.unicef.org/innovation-and-technology-gender-equality-0
https://www.unicef.org/innovation-and-technology-gender-equality-0
https://www.fda.gov/medical-devices/digital-health-center-excellence/software-medical-device-samd
https://www.fda.gov/medical-devices/digital-health-center-excellence/software-medical-device-samd
https://www.fda.gov/medical-devices/digital-health-center-excellence/software-medical-device-samd
https://www.fda.gov/medical-devices/digital-health-center-excellence/software-medical-device-samd


77

Navigating the Digital Health Ecosystem: A Review of Key Guidelines, Frameworks, and Tools

150. Square D. Digital Applications and Tools 
Across an Epidemic Curve: PATH. 

151. Digital Square. Digital Applications and 
Tools Across an Epidemiological Curve: 
PATH, 2021. 

152. Gavi the Vaccine Alliance Digital Health In-
formation Strategy 2022-2025. 2022. https://
www.gavi.org/sites/default/files/support/
guidelines-2022/Gavi-Digital-Health-Infor-
mation-Strategy-2022-2025_Eng.pdf (ac-
cessed April 27 2024). 

153. DHIS2. Reaching zero-dose children in 
Democratic Republic of the Congo with the 
DHIS2 campaign platform. 21 March 2024 
2024. https://dhis2.org/drc-polio-campaign-
nov2023/ (accessed April 27 2024). 

154. Buttlar M. Digital Health Knowledge Series, 
Article II/II: Current Trends in Digital Health. 
2022. https://medium.com/birds-view/cur-
rent-trends-in-digital-health-f9486ffa82ca. 

155. Muliokela R, Uwayezu G, Ngoc CT, et al. In-
tegration of New Digital Antenatal Care Tools 
using the WHO SMART Guideline Approach: 
Experiences from Rwanda and Zambia. Dig-
ital Health 2022; 8: 1-5. 

156. Confessore N. Cambridge Analytica and 
Facebook: The Scandal and the Fall-
out So Far. 2018. https://www.nytimes.
com/2018/04/04/us/politics/cambridge-an-
alytica-scandal-fallout.html (01.06.2023). 

157. Global Health Hub. Policy Brief: A new glob-
al framework on health data governance? 
Germany, 2023. 

158. Bhuyan SS, Kabir UY, Escareno JM, et al. 
Transforming Healthcare Cybersecurity from 
Reactive to Proactive: Current Status and Fu-
ture Recommendations. J Med Syst 2020; 
44(5). 

159. Kost E. 14 Biggest Healthcare Data Breach-
es. 18 March 2024 2023. https://www.
upguard.com/blog/biggest-data-breach-
es-in-healthcare (accessed 28 June 2024). 

160. Inkster B, Knibbs C, Bada M. Cybersecuri-
ty: a critical priority for digital mental health. 
Frontiers in Digital Health 2023; 5. 

161. Griffin N. Patient data ‘10-15 times more 
valuable than credit card data’. 2021. 
https://www.irishexaminer.com/news/arid-
40293149.html? (accessed 20 November 
2023). 

162. Neprash HT, McGlave CC, Cross DA, et al. 
Trends in Ransomware Attacks on US Hos-
pitals, Clinics, and Other Health Care Deliv-
ery Organizations, 2016-2021. JAMA Health 
Forum 2022; 3(12). 

163. Imperva. Whitepaper: More lessons learned 
from analyzing 100 Data breaches. 2022. 
https://www.imperva.com/resources/white-
papers/More-Lessons-Learned-from-Analyz-
ing-100-Data-Breaches_WP.pdf (accessed 
01 May 2024). 

164. Giansanti D. Cybersecurity and the Digi-
tal-Health: The Challenge of This Millenni-
um. Healthcare (Basel) 2021; 9(1). 

165. Wolford B. What is GDPR, the EU’s new 
data protection law? 2022. https://gdpr.eu/
what-is-gdpr/?cn-reloaded=1. 

166. United Nations - General Assembly. A/
HRC/53/65: Digital innovation, technologies 
and the right to health - Report of the Spe-
cial Rapporteur on the right of everyone to 
the enjoyment of the highest attainable stan-
dard of physical and mental health: United 
Nations General Assembly, 2023. 

167. Transform Health. Health for all in the digi-
tal age. https://transformhealthcoalition.org/ 
(accessed 20 May 2014). 

168. Davenport T, Kalakota R. The Potential for 
Artificial Intelligence in Healthcare. Future 
Healthcare Journal 2019; 6(2): 94-8. 

169. WHO. Digital Clearing House. 2019. https://
www.digitalclearinghouse.org/. 

170. Health Data Collaborative. Working togeth-
er for health and sustainable development. 
https://www.healthdatacollaborative.org/ 
(accessed 14 Dcember 2023). 

171. Federal Ministry of Health Nigeria. Nige-
ria Health ICT Phase 2 Field Assessment 
Findings. 2015. https://ehealth4everyone.
com/wp-content/uploads/2016/01/nige-
ria-health-ict-phase-2-assessment.pdf (ac-
cessed 14 May 2023). 

https://www.gavi.org/sites/default/files/support/guidelines-2022/Gavi-Digital-Health-Information-Strategy-2022-2025_Eng.pdf
https://www.gavi.org/sites/default/files/support/guidelines-2022/Gavi-Digital-Health-Information-Strategy-2022-2025_Eng.pdf
https://www.gavi.org/sites/default/files/support/guidelines-2022/Gavi-Digital-Health-Information-Strategy-2022-2025_Eng.pdf
https://www.gavi.org/sites/default/files/support/guidelines-2022/Gavi-Digital-Health-Information-Strategy-2022-2025_Eng.pdf
https://dhis2.org/drc-polio-campaign-nov2023/
https://dhis2.org/drc-polio-campaign-nov2023/
https://medium.com/birds-view/current-trends-in-digital-health-f9486ffa82ca
https://medium.com/birds-view/current-trends-in-digital-health-f9486ffa82ca
https://www.nytimes.com/2018/04/04/us/politics/cambridge-analytica-scandal-fallout.html
https://www.nytimes.com/2018/04/04/us/politics/cambridge-analytica-scandal-fallout.html
https://www.nytimes.com/2018/04/04/us/politics/cambridge-analytica-scandal-fallout.html
https://www.upguard.com/blog/biggest-data-breaches-in-healthcare
https://www.upguard.com/blog/biggest-data-breaches-in-healthcare
https://www.upguard.com/blog/biggest-data-breaches-in-healthcare
https://www.irishexaminer.com/news/arid-40293149.html?
https://www.irishexaminer.com/news/arid-40293149.html?
https://www.imperva.com/resources/whitepapers/More-Lessons-Learned-from-Analyzing-100-Data-Breaches_WP.pdf
https://www.imperva.com/resources/whitepapers/More-Lessons-Learned-from-Analyzing-100-Data-Breaches_WP.pdf
https://www.imperva.com/resources/whitepapers/More-Lessons-Learned-from-Analyzing-100-Data-Breaches_WP.pdf
https://gdpr.eu/what-is-gdpr/?cn-reloaded=1
https://gdpr.eu/what-is-gdpr/?cn-reloaded=1
https://transformhealthcoalition.org/
https://www.digitalclearinghouse.org/
https://www.digitalclearinghouse.org/
https://www.healthdatacollaborative.org/
https://ehealth4everyone.com/wp-content/uploads/2016/01/nigeria-health-ict-phase-2-assessment.pdf
https://ehealth4everyone.com/wp-content/uploads/2016/01/nigeria-health-ict-phase-2-assessment.pdf
https://ehealth4everyone.com/wp-content/uploads/2016/01/nigeria-health-ict-phase-2-assessment.pdf


78

Navigating the Digital Health Ecosystem: A Review of Key Guidelines, Frameworks, and Tools

172. Kipruto H, Muneene D, Droti B, et al. Use of 
Digital Health Interventions in Sub-Saharan 
Africa for Health Systems Strengthening Over 
the Last 10 Years: A Scoping Review Proto-
col. Frontiers in Digital Health 2022; 4. 

173. WHO. Data Quality Guidebook – Maintaining 
Optimal Data Quality on WHO’s Digital Health 
Atlas Platform.: World Health Organization; 
2016. 

174. HISP-PA. Digital Health Atlas in Africa: Anal-
ysis of Digital Health Products in Africa. 2022. 
https://stories.digitalhealthatlas.org/post/
f8a48940-2f77-418b-b722-c4cd42f8ebcc. 

175. Hamilton C. The WHO-ITU national eHealth 
strategy toolkit as an effective approach to 
national strategy development and imple-
mentation. Studies in Health Technology and 
Informatics 2013; 192: 913-6. 

176. Holeman I, Kane D. Human-centered design 
for global health equity. Information Technol-
ogy for Development 2019; 26(3): 477-505. 

177. PATH. Collaborative Requirements Develop-
ment Methodology - Overview Participant’s 
Guide. Seattle, WA, USA: Public Health Infor-
matics Institute, 2015. 

178. Rembert JH, Zometa CS, O’Carroll PW, Licier 
AL, McPhillips-Tangum C, Hale PM. Using the 
Collaborative Requirements Development 
Methodology to Build Laboratory Capacity for 
Timely Diagnosis During the Zika Epidemic in 
Puerto Rico. Journal of Public Health Man-
agement Practice 2021; 27(3): E143-E50. 

179. Moore C, Werner L, BenDor AP, Bailey M, 
Khan N. Accelerating Harmonization in Digi-
tal Health. World health & population 2017; 
17(3), 43–54. . 

180. Vota W. Introducing the Principles of Donor 
Alignment for Digital Health. 2018. https://
www.ictworks.org/principles-donors-digi-
tal-health/ (accessed 23 June 2024). 

181. Waugaman A. Case sudy: USAID promotes 
co-ordinated investments in digital systems 
for better health outcomes. Paris: OECD Pub-
lishing 2021. 

182. Safiya Richardson KL, Antoinette M. Schoen-
thaler, Devin Mann. A framework for digital 
health equity. 2022. 

183. ISO. Health Software-Part 2: Health and 
wellness Apps - Quality and Reliability - ISO/
TS 82304-2:2021(E). Geneva: ISO, 2021. 

184. Federal Institute for Drugs and Medical De-
vices (BfArM). The Fast-Track Process for 
Digital Health Applications (DiGA) according 
to Section 139e SGB V. - A Guide for Manu-
facturers, Service Providers and Users. Fed-
eral Institute for Drugs and Medical Devices 
(BfArM); 2020.

https://stories.digitalhealthatlas.org/post/f8a48940-2f77-418b-b722-c4cd42f8ebcc
https://stories.digitalhealthatlas.org/post/f8a48940-2f77-418b-b722-c4cd42f8ebcc
https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
https://www.ictworks.org/principles-donors-digital-health/
https://www.ictworks.org/principles-donors-digital-health/
https://www.ictworks.org/principles-donors-digital-health/


79

Navigating the Digital Health Ecosystem: A Review of Key Guidelines, Frameworks, and Tools

ANNEXES

Annex 1. Cross-cutting Principles and 
Guidelines 
1. Principles for Digital Development

Source: Principles for Digital Development (digitalprinciples.org)

The Principles for Digital Development guide sustainable and inclusive growth in the digital age. Endorsed 
by over 300 organizations, these principles have significantly influenced funding and program design since 
their inception in 2014. Updated in 2024 through broad consultation, they now emphasize radical inclusion, 
local ownership, and address the broader impact of digital ecosystems on all people, including those not 
yet using technology. The refreshed principles highlight the importance of handling digital data respon-
sibly and ensuring that digital initiatives empower individuals and communities. They are designed to be 
mutually reinforcing, ensuring that no one is left behind in the digital transformation. Endorsers commit 
to minimizing harm and maximizing people’s agency in their development, tailoring the principles to their 
specific contexts and initiatives.

2. WHO-ITU National eHealth Strategy Toolkit 
Source: https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit

The National eHealth Strategy Toolkit, developed by the WHO and ITU, is designed for governments, partic-
ularly health and IT ministries, to develop or enhance national eHealth strategies. It emphasizes eHealth’s 
growing impact on healthcare delivery, making systems more efficient and responsive. The toolkit offers a 
comprehensive framework for creating a national eHealth vision, action plan, and monitoring framework, 
adaptable to various levels of eHealth advancement. It consists of three parts:

1. Vision: Establishes the strategic context, defining the role of eHealth in achieving health-sector 
goals and identifying necessary components. 

2. Action Plan: Structures activities based on country priorities, laying a foundation for long-term 
development. 

3. Monitoring: Provides a plan to monitor progress, manage risks, and secure long-term support. 

Key activities include stakeholder engagement, establishing governance mechanisms, understanding the 
current eHealth environment, and identifying short-, medium-, and long-term goals. The toolkit’s success 
relies on strategic planning, ongoing stakeholder communication, and adaptability to changes in strategic 
contexts, ensuring sustained momentum and support for eHealth initiatives. 

https://digitalprinciples.org/
https://dhis2.org/drc-polio-campaign-nov2023/
https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
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3. WHO’s Recommendations on digital interventions for health 
system strengthening

Source: 9789241550505-eng.pdf (who.int)

This guideline aims to provide normative guidance for the adoption of evidence-based digital health in-
terventions that strengthen health systems. Targeted primarily at decision-makers in ministries of health 
and public health practitioners, the guidelines also serve organizations investing in digital health systems. 
The document offers a framework for evaluating emerging digital health interventions by assessing their 
benefits, harms, feasibility, resource use, and equity considerations. It emphasizes that digital health inter-
ventions should complement rather than replace essential health system components such as workforce, 
financing, and governance. The guidelines review specific digital interventions, including mobile-based 
birth and death notifications, telemedicine, targeted client communication, health worker decision sup-
port, and digital tracking of health status. By providing comprehensive recommendations, the guidelines 
aim to support informed decision-making and encourage the integration of effective digital health solu-
tions within health systems. 

The guidelines offer a structured framework for implementing digital health interventions, primarily through 
mobile devices. Key Digital Health Interventions are:  

• Birth and death notifications via mobile devices. 
• Stock notification and commodity management. 
• Telemedicine for client-to-provider and provider-to-provider interactions. 
• Targeted client communication for health promotion and reminders. 
• Health worker decision support and training via mobile devices. 
• Digital tracking of patients’ health status and services. 

The guide emphasizes that digital health interventions should complement rather than replace traditional 
health system components. Moreover, the importance of assessing the local ecosystem’s readiness and 
capacity to support digital interventions is highlighted, alongside an ongoing engagement with stakehold-
ers to ensure the successful implementation and sustainability of digital health initiatives. 

The guideline promotes a cohesive approach where digital interventions operate synergistically rather than 
as isolated implementations and encourages the use of established best practices and principles, such as 
those outlined in the WHO/ITU National eHealth Strategy Toolkit and other related resources. The guide-
lines emphasize that digital health interventions are part of a broader strategy to achieve Universal Health 
Coverage (UHC) and should be implemented thoughtfully to enhance health system performance without 
compromising fundamental health services.

https://www.who.int/publications/i/item/9789241550505
https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
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Annex 2. Digital Landscape Assessments 
1. UNDP Digital Landscape Assessment Framework 
Source: https://www.undp.org/arab-states/publications/digital-landscape-assessment

Developed by UNDP and the e-Governance Academy of Estonia, this framework facilitates the analysis of 
the digital landscape in the context of the SDGs and as such, is not a health domain-specific assessment. 
The framework instead covers the broad spectrum of national digital landscapes with the aim to pinpoint 
digital solutions to expedite progress towards the SDGs. The assessment is illustrated on the example of 
Palestine, and the framework consists of three components: a) Rapid Integrated Assessment, b) Digital 
Maturity Assessment, and c) Bottleneck Assessment. This tool is particularly valuable in settings in which 
there is no comprehensive overview of the digital landscape in general. 

It serves as a comprehensive tool for evaluating the current state of digital development, with a focus on 
identifying strengths, weaknesses, opportunities, and threats (SWOT) in the digital sector. The guide is in-
tended for a wide range of stakeholders including government policymakers, digital technology experts, 
development practitioners, and anyone involved in the digital transformation in Palestine. Its primary aim 
is to provide a thorough understanding of the digital environment, facilitating informed decision-making 
for future digital initiatives and investments. 

The assessment process outlined in the guide involves various steps, starting with a preliminary assess-
ment to understand the existing digital scenario. This is followed by a detailed analysis across several key 
areas such as infrastructure, governance, digital services, and human capacity. The guide emphasizes 
the importance of considering socio-economic factors and the role of different stakeholders in the digital 
ecosystem and the digital maturity of the public sector is assessed across 12 distinct e-government focus 
areas, as illustrated in Figure 17. for the State of Palestine. 

Figure 17. e-Government maturity of the 
public sector of the State of Palestine 

(Source: UNDP Digital Landscape Assessment 
Framework) 

By offering a structured framework for digital landscape assessment, this document plays a crucial role in 
guiding the strategic direction for digital development in Palestine. It aims to assist in crafting policies and 
strategies that promote digital inclusivity, innovation, and sustainable development, ultimately contribut-
ing to the broader goals of economic growth and societal advancement. 

In essence, this guide is a strategic instrument for navigating and enhancing the digital landscape in Pal-
estine, ensuring that digital transformation efforts are aligned with national priorities and international 
best practices.

https://www.undp.org/arab-states/publications/digital-landscape-assessment
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2. Digital Ecosystem Country Assessment (DECA) Toolkit: A 
How-To Guide for USAID Missions 
Source: https://www.usaid.gov/digital-development/deca-toolkit

The DECA Toolkit is a step-by-step guide designed to assist USAID mission staff in independently con-
ducting high-quality assessment. DECA findings and recommendations directly influences mission deci-
sion-making regarding digital development. 

The Toolkit is structured into three main sections:

1. Introduction: This section provides an overview of the DECA’s purpose and process. 
2. Mission’s Guide to Managing a DECA: It describes the recommended roles and responsibilities for 

the mission staff and offers guidance on how to plan, procure, and oversee a DECA. 
3. Research Guide: This section provides detailed instructions on how to execute a DECA, including 

guidelines, best practices, and templates for each phase, which are as follows: a. Desk research 
and planning b. Interviews c. Analysis and report writing 

The recommended assessment goes across three main areas: “Digital society, rights and governance”, 
“Digital infrastructure and adoption” and “Digital economy” (Figure 18) along three phases: 

• Phase 1 (5 weeks) Desk research and planning lay the foundation for the DECA.  
• Phase 2 (2–7 weeks) Interviews build on the desk research through conversations with stakehold-

ers across the digital ecosystem.  
• Phase 3 (10-15 weeks) Analysis and report writing

DECA Toolkit recommend to hire a specific Research Team to conduct the assessment. Additionally, the 
Toolkit includes user-friendly templates and a research checklist.

Figure 18. Elements of a digital ecosystem 
(Source: USAID, 2022)

https://www.usaid.gov/digital-development/deca-toolkit
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3. National eHealth Strategy Toolkit 42 
Source: https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit

The WHO/ITU eHealth strategy toolkit offers a digital landscape assessment framework (Chapter 10. “Gath-
er information on the eHealth environment” & Chapter 11. “Assess opportunities, gaps, risks and barriers”) 
in alignment with the seven building blocks of a digital health enabling environment, which are considered 
the key components or building blocks for developing a national digital health strategy, (1. leadership and 
governance, 2. strategy and investment, 3. legislation, policy and compliance, 4. infrastructure, services 
and applications, 5. workforce, 6. standards and interoperability and 7. strategic investment). 

Alongside general recommendations for a research approach to assess a DH eco-system (desk-based re-
search, internal assessment and stakeholder consultations), the tool provides examples for potential or-
ganizations and stakeholders to be consulted during the research. Additionally, both chapters 10. And 11. 
contain a comprehensive set of example research questions that can be addressed. First (Chapter 10.), 
questions are proposed for each of the seven key eHealth strategy components, and second (Chapter 11.) 
for identifying three main elements of a digital landscape: 1. Re-use and sharing opportunities, 2. gaps, 
and 3. risks and barriers.  

Overall the toolkit offers stakeholders, in particular those involved in the development of national digital 
health strategies, a generic, yet highly adaptable framework to obtain an overview of the existing national 
DH landscape, with which countries can develop their own tailored research protocol to gather data ac-
cording to the context-specific assessment focus, depth and need. For example, the Federal Ministry of 
Health of Nigeria in collaboration with the United Nations Foundation 171 developed a two-stage research 
protocol, which encompassed a comprehensive Policy and Landscape & Inventory Review (Phase 1 – desk 
review) followed by a field assessment (Phase 2 – primary data collection) to appraise the current state 
and experience of relevant ICT for health implementation and capacity and multiple levels of the health 
system (Figure 19).

Figure 19. Nigeria DH landscape assessment 
structured around the WHO/ITU eHealth 

Strategy toolkit’s key components. (Source: 
FMoH Nigeria, 2015) 

https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
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4. Digital Pandemic Preparedness Assessment Tool (DPPA) 
Source: https://digitalsquare.org/resourcesrepository/dppa-v2

The Digital Pandemic Preparedness Assessment Tool (DPPA), which was produced by the GIZ, constitutes 
a structured approach for identifying the requirements for digital tools that can smoothly integrate into a 
nation’s current digital ecosystem. At the same time, it aims to enhance the country’s overall preparedness, 
response, and planning for vaccination during pandemics. The assessment’s intended output is in report 
format to inform decisions on budgetary allocations and future interventions.  

The DPPA has been devised to fit into an existing infrastructure of tools and resources for digital eco-sys-
tem assessments. The assessment process by design incorporates the Early Stage Digital Investment Tool 
(EDIT) and country-specific information from the USAID Map & Match initiative, whilst its data model aligns 
with data elements present in the Global Digital Health Monitor.  

The DPPA proposes a linear assessment process in 5 stages divided in 3 phases (Figure 20) which allows 
for cross-referencing, semi-automated data transfer (Integration of data collected by USAID Map & Match) 
and color-coded gap identification. Overall, it is estimated to take a national consultant three weeks to 
complete the assessment exercise. 

Figure 20. Landscape Assessment approach 
proposed by the DPPA (Source: GIZ, 2021) 

The data collection process involves five Work Packages (WPs)  

1. Preliminary Work and Stakeholders’ Engagement (WP1): Prior to initiating DPPA, the first step is 
to conduct a stakeholder mapping exercise, and to secure the support from the Ministry of Health 
and other key stakeholders.  

2. Digital Health Ecosystem Analysis and EDIT Tool (WP2): This step is to analyze the country’s dig-
ital health ecosystem using the EDIT tool, focusing on six key blocks. EDIT indicators are scored to 
gauge digital health readiness (see further detail below). 

3. Map and Match Data and Existing Digital Tools (WP3): Existing national data from USAIDs Map & 
Match initiative (see below for further detail), is to be integrated into the DPP tool to provide infor-
mation about existing digital solutions at the country level. The Map & Match database serves as 
a baseline, but needs to be validated, and its contents probed for relevance and supplemented if 
needed. Stakeholder interviews are to provide indepth information on each identified tool and the 
DPP functionalities are evaluated categorically and qualitatively.  

4. DPP Use Cases and Mapping (WP4): Using the DPP tool, gaps are then identified and validated. 
For this purpose, DPP use cases are designed to align with USAID’s Map & Match framework, and 
break down into 64 sub-functionalities, which the tool aggregates into functionality gaps. In the 
pilot phase, the mapping process involves local validation with national stakeholders using a sim-
ple coding system. To note is also that the functionalities are aligned with the Digital Applications 
and Tools Across an Epidemiological Curve (DATEC) framework (see more detail section 3.2.4.11, 
Digitizing Immunization Programs).   

5. Reporting Results & Recommendations (WP5): Recommendations are divided into those influenc-
ing the digital health ecosystem and those for pandemic preparedness. For the former, suggestions 

https://digitalsquare.org/resourcesrepository/dppa-v2
https://digitalsquare.org/covid19-map-match
https://monitor.digitalhealthmonitor.org/map
https://digitalsquare.org/covid19-map-match
https://digitalsquare.org/covid19-map-match
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5. Early Stage Digital Health Investment Tool (EDIT) 
Source: https://www.katicollective.com/tools 

Developed by the Kati-Collective, the Early Stage Digital Health Investment Tool (EDIT) is a global good and 
a toolkit in tabular format, designed for the early stages of DH eco-system assessments. It examines DH 
readiness and is intended to support the process of developing a more coordinated strategy for digitizing 
health between key stakeholders.  

The EDIT tool has been widely adopted, e.g., its integration into the DPPA tool and the Navigator for Digital 
Health Capability Models. It is designed to foster dialogue between a country and its stakeholders around 
six building blocks that need to be firmly established prior to investing in and implementing a digital health 
solution. The building blocks are: 1. human capacity, 2. investment & funding, 3. data capture & use, 4. in-
frastructure, 5. standard & interoperability and 6. governance and police. For each building block, a set of 
indicators is provided within an excel spreadsheet, which the assessor rates according to a standardized 
point-system (1 to 5) to then gauge the country’s DH readiness. 

6. USAID Map & Match Initiative 
Source: https://digitalsquare.org/covid19-map-match

Whilst the Map & Match initiative is not considered a guideline, toolkit or framework as such, it is unques-
tionably an invaluable baseline resource for countries looking to conduct comprehensive eco-system map-
ping exercises and has therefore been included in this review. More than a dataset, Map & Match has 22 
country briefs and an array of other accompanying resources. 

The West-Africa Ebola outbreak and the COVID-19 pandemic have shown that giving priority to repurpos-
ing and modifying existing digital tools is crucial for rapidly expanding access to time-sensitive disease 
information and data.  

The Map & Match (M&M) initiative is an extensive 2-phase, multi-donor, collaborative project, led by Digital 
Square, aimed at documenting existing digital health investments in LMICs for this purpose. It sought to 
identify systems utilized for COVID-19 response and vaccine distribution, along with systems that could 
be modified to support these specific use cases.  

The project’s outputs are first, an openly accessible dataset of information gathered as part of a broad 
landscaping exercise in form of a desk review including over 130 countries (Phase 1) and in-depth M&M 
information on 22 Map & Match countries (included in Phase 2). Second, and in addition to the dataset, 22 
country briefs have been developed which showcase the digital tools in use, identify those tools that have 
already been repurposed for COVID-19, and explore possibilities for adapting existing tools for COVID-19 
scenarios, including vaccine planning, delivery, and monitoring. These 22 country profiles are based on in-
formation gathered through desk reviews, surveys, and, in several instances, interviews with key personnel 
from country Ministries of Health. Third, a set of use cases specific to outbreak response were developed 
in coordination between Digital Square, USAID and the GIZ. These are, on the one hand, in alignment with 
the GIZs DPPA tool and can be used to pre-populate the tool in preparation for stakeholder interviews. 
On the other hand, the M&M use cases are also integrated and further defined in the DATEC framework 
(see more detail section 3.2.4.11). It is also to note that in collaboration with WHO, all M&M data are to 
be shared to the DHA. 

aim to enhance digital health infrastructure and readiness. For the latter, recommendations guide 
leveraging existing software or deploying new packages based on identified gaps in functionality.

https://www.katicollective.com/tools
https://lib.digitalsquare.io/collections/9f911fc3-6b23-4cdc-b675-2d513585b7cf
https://lib.digitalsquare.io/collections/9f911fc3-6b23-4cdc-b675-2d513585b7cf
https://digitalsquare.org/covid19-map-match
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7. U.S. President’s Malaria Initiative Digital Community Health 
Initiative (PMI DCHI) 
Source: https://digitalsquare.org/community-health

In 2020, the U.S. President’s Malaria Initiative (PMI) launched the Digital Community Health Initiative 
(DCHI) through USAID and the CDC, aiming to improve health care quality at the community level across 
27 African countries by expanding digitally enabled health platforms. Partnering with Digital Square, PMI 
embarked on a mixed-methods assessment of malaria and digital health to tailor digital technology use in 
community health efforts.

The initiative unfolded in three stages: 

1. Ecosystem Assessment: Understanding the landscape of digital technology and malaria data man-
agement at the community level. The assessment focused on community-level malaria data man-
agement, including ICT use. It encompassed a desk review, surveys on digital tools, and interviews 
with national and subnational stakeholders. Desk reviews were conducted in all countries, while 
surveys and interviews were tailored by country to address gaps and corroborate findings. Overall, 
the assessment reviewed over 600 documents from 27 countries and conducted more than 300 
stakeholder interviews in 22 countries. 

2. Stakeholder Engagement: Conducting workshops to validate findings, outline digital health needs, 
and set priorities based on Phase 1 insights. 

3. Country-Specific Implementation: Focusing on actionable strategies tailored to individual coun-
try needs. 

This approach not only addressed malaria but also offered insights into the broader digital health ecosys-
tem to enhance integrated service delivery. The resulting Cross-Country Landscape Report synthesized 
findings and outlined recommendations for PMI, partners, and stakeholders to leverage digital tools in 
community health programs effectively. 

8. The Digital Health Assessment Toolkit Guide (World Bank) 
Source: World Bank Document90

The World Bank’s Digital Health Assessment Toolkit is designed as part of its commitment to the Principles 
of Donor Alignment for Digital Health, which requires an assessment before financing digital health invest-
ments. The toolkit aims to reduce fragmentation and harmonize various digital health assessment tools.

It seeks to provide a comprehensive assessment of a country’s digital health landscape, maturity, and 
readiness for digital health interventions. It is intended for countries and organizations planning to invest 
in digital health, helping them understand their current state and plan future strategies. This toolkit uses 
a hybrid approach, integrating insights from different tools and methodologies, and it involves various 
stakeholders in a participatory process to ensure a comprehensive understanding of digital health readi-
ness and maturity. 

The toolkit proposes the following methodology: 

1. Digital Health Landscape Profile: It includes quantitative indicators on socio-demographics, ICT 
coverage, digital health interventions, and workforce exposure to digital health. 

2. Digital Health Maturity Scoring Tool: This tool assesses digital health maturity across four areas: 
Ecosystem and Governance, Architecture & Data, Applications, and Analytics, using 74 indicators. 

3. In-Depth Interviews and Workshops: These collect primary and secondary information for a deep-
er understanding of DH topics. 

https://digitalsquare.org/community-health
https://documents1.worldbank.org/curated/en/271901636353443086/pdf/Main-Report.pdf
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9. HIS Interoperability Maturity Model (IMM) Toolkit 
Source: Health Information Systems Interoperability Maturity Toolkit: Users’ Guide — MEASURE Evaluation

The USAID Health Information Systems (HIS) Interoperability Toolkit is a comprehensive guide designed 
to help Ministries of Health (MoHs), their implementing partners, and other stakeholders assess and en-
hance the interoperability of their digital HIS. Developed in 2017, it addresses the fragmentation of digital 
information systems in low- and middle-income countries. The toolkit is composed of three main compo-
nents: an interoperability maturity model, an assessment tool, and a user guide, which includes scoring 
and maturity model worksheets.

The toolkit aims to help identify existing capacities, processes, and structures critical for HIS interopera-
bility. It seeks to measure and improve the maturity of HIS interoperability, leading to more resilient and 
effective health systems.  

The toolkit uses a self-administered assessment process, beginning with determining the need for an as-
sessment and defining its scope. It involves forming two teams: an oversight team to lead the process and 
an assessment team to participate in the evaluation. The assessment involves data collection, analysis, 
and consensus-building on the maturity levels of various HIS components. This process includes evaluat-
ing subdomains, mapping them to a maturity model, and determining the overall HIS interoperability ma-
turity level. Based on the assessment, an action plan is developed to address identified gaps and prioritize 
improvements. This includes defining actions, timeframes, necessary resources, and responsible entities. 

The assessment process involves determining the need for assessment, defining its scope, establishing an 
oversight team, conducting desk reviews, assembling an assessment team, data collection, data analysis, 
and action planning based on the assessment results.

10. Health Information System Stages of Continuous 
Improvement (SOCI) Toolkit 
Source: HIS Stages of Continuous Improvement Toolkit — MEASURE Evaluation

The USAID HIS Stages of Continuous Improvement (SOCI) Toolkit is designed to assist countries and or-
ganizations in assessing and strengthening their Health Information Systems (HIS). It’s particularly geared 
towards low- and middle-income countries but can also be adapted for high-income countries. The toolkit 
aims to provide a systematic way to measure the status of an HIS, set goals for progression, and inform 
the development of plans for continuous improvement.

A key feature of the toolkit is its assessment approach across stages. It uses a maturity model to assess 
HIS across five stages, identifying gaps and supporting the development of improvement roadmaps. It 
establishes a systematic basis for measuring HIS components, facilitating goal-setting and improvement 
planning. The toolkit is designed for national-level HIS planning and improvement, the toolkit is useful for 
ministries, HIS units, governing bodies, NGOs, and others involved in HIS assessment and strengthening 
at the national or subnational levels.  

https://www.measureevaluation.org/resources/publications/tl-17-03a.html
https://www.measureevaluation.org/his-strengthening-resource-center/his-stages-of-continuous-improvement-toolkit.html
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The guide provides step-by-step instructions for implementing the assessment, including stakeholder 
engagement, data collection, analysis, and roadmap development. It’s meant for HIS and monitoring and 
evaluation managers, officers, or leaders responsible for the assessment and implementation of the tool. 

11. WHO/PAHOs The Information Systems for Health (IS4H) 
Toolkit 
Source: IS4H Toolkit | Pan American Health Organization (paho.org)

The Information Systems for Health Maturity Model (IS4H-MM) is a reference framework designed by 
the Pan American Health Organization to guide the evolution of Information Systems for Health (IS4H). 
It helps countries and organizations develop their capabilities to operate, interact with, and benefit from 
information and knowledge advancements. The framework outlines five levels of maturity, demonstrating 
the progression of capabilities in health information systems

The IS4H-MM encompasses various components under Data Management and Information Technologies 
(DMIT): 

1. Data Sources: Focuses on data collection mechanisms and technologies for both structured and 
unstructured data. 

2. Information Products: Involves processing and openly publishing health data in various formats 
to meet the needs of IS4H constituencies. 

3. Standards for Quality and Interoperability: Emphasizes the use of data standards, interoperabil-
ity identifiers, and a national health information architecture. 

4. Data Governance: Establishes a framework for sub-regional and national strategies, objectives, 
policies, standards, and tools for technical data management, supported by a legal framework. 

5. IT Infrastructure: Addresses the availability and maintenance of tools, networks, hardware, 
and software to support IS4H, ensuring interoperability among platforms and integration of data 
repositories. 

The framework’s maturity levels describe the progression in the development and utilization of these com-
ponents. For example, at Level 1, data collection may be minimal or reliant on external estimates, with 
limited enforcement of formal data standards by national health authorities. 

This toolkit is intended for countries and organizations looking to improve their health information sys-
tems, providing a structured approach to assess and enhance their capabilities in managing health data 
and technologies. It serves as a guide for strategic planning and development in the field of digital health, 
catering to the evolving needs and challenges of managing health information in a digital age.

12. Digital Square’s Navigator for Digital Health Capability 
Models 
Source: Navigator for Digital Health Capability Models (digitalsquare.io)

The “Navigator for Digital Health Capability Models” is a guide aimed at supporting the assessment and 
improvement of national-level digital health systems using maturity model-based tools. It is designed for 
health systems planners, implementors, evaluators, and funders.

It provides an overview of the value of using maturity models and introduces six specific models. This helps 
users understand how to select the best tool for their specific context and goals. 

https://www3.paho.org/ish/index.php/en/toolkit
https://lib.digitalsquare.io/collections/9f911fc3-6b23-4cdc-b675-2d513585b7cf
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The Navigator is intended for digital health professionals with some level of experience in the field, includ-
ing those working in ministries of health, and funders of digital health interventions.  

The Navigator assists in informing strategic planning, identifying investment priorities, and benchmark-
ing, monitoring, and evaluating digital health strategies. It is particularly useful for organizations ready to 
invest in strengthening digital health systems and can be used to inform the design and planning of new 
assessments based on past findings. 

The six-maturity model-based tools included in the Navigator are: 

1. Early Stage Digital Health Investment Tool (EDIT): Targets governments to help understand where 
to invest for successful digital health implementation. 

2. Global Digital Health Index (GDHI): Assesses and tracks the use of digital technology for health 
across countries. 

3. Health Information System Interoperability Maturity Model (IMM) Toolkit: Focuses on compo-
nents essential for HIS interoperability. 

4. Information Systems for Health (IS4H) Toolkit: Addresses key components of national health 
information systems. 

5. Survey Count Optimize Review Enable (SCORE) Essential Interventions: Measures the status of 
a country’s HIS and suitability for planning. 

6. Health Information System Stages of Continuous Improvement (SOCI) Toolkit: Assists in as-
sessing, planning, and prioritizing interventions to strengthen HIS  

These tools are designed to assess different aspects of digital health maturity, from readiness for digital 
health investments to the interoperability of health information systems, thus providing a comprehensive 
view of digital health capabilities at the national level from multiple angles. The “Navigator for Digital Health 
Capability Models” aids in selecting the correct maturity models and tools by offering a systematic process: 

The Navigator assists digital health planners, implementors, evaluators, and funders in identifying the 
maturity model-based tool(s) that align most closely with their objectives for conducting an assessment. 
This alignment ensures that the chosen tool is the best fit for the specific requirements of the assessment. 
It also helps users understand how to leverage findings from any previous maturity model assessments. 
It includes a Microsoft Excel-based Decision Support Workbook that guides users in choosing the most 
suitable tool or combination of tools for their assessment needs. This workbook is designed to match the 
goals of the assessment with the appropriate tools. The Navigator comes with a User’s Guide that pro-
vides detailed information about each of the six maturity models included. This guide offers insights into 
the specific contexts and goals each tool is best suited for, enabling users to make informed decisions. 

In essence, the Navigator streamlines the process of selecting maturity models and tools by providing a 
structured and user-friendly approach, aligning tools with specific assessment goals, and utilizing past 
assessments for continuous improvement in digital health capabilities.

13. Classification of digital interventions, services and 
applications in health (DISAH), 2nd edition 
Source: https://www.who.int/publications/i/item/9789240081949 4

The recently published “Classification of digital interventions, services and applications in health (CDISAH), 
2nd edition” is the revised version of the “WHO Classification for Digital Health Interventions v1.0 (CDHI)”.  
Considering the advances made since the publication of the first version, CDISAH can be understood as a 
taxonomy, that sets out to provide a mutually understandable language which allows stakeholders to as-
sess and articulate the uses of digital health. 

It categorizes the various ways digital and mobile technologies are employed with the aim to support in-
dividuals and health system requirements. Tailored for stakeholders in the digital health sector, including 

https://www.katicollective.com/tools
https://www.measureevaluation.org/his-strengthening-resource-center/his-stages-of-continuous-improvement-toolkit.html
https://lib.digitalsquare.io/collections/9f911fc3-6b23-4cdc-b675-2d513585b7cf
https://lib.digitalsquare.io/collections/9f911fc3-6b23-4cdc-b675-2d513585b7cf
https://www.who.int/publications/i/item/9789240081949
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14. WHOs Digital Health Atlas (DHA) 
Source: DHA (digitalhealthatlas.org)

FormaThe Digital Health Atlas is an open source web-based platform and a global good hosted by the WHO. 
It has been designed to enhance global coordination of digital health initiatives, supporting and benefit-
ing governments, technologists, implementers, and donors. It equips users with essential information for 
enhancing planning, coordination, and utilization of digital health information systems. Moreover, the DHA 
assists implementers in evaluating the advancement of their digital health projects and provides access to 
valuable global resources encompassing current best practices in the field of digital health, using a stan-
dardized way to access, record and share information. 

The DHA has the potential to streamline health system digitization at the global level. The DHA can serve 
as a national and international digital eco-system map and evolve into a global digital health inventory. 
It functions as a digital solution finder for investors, health planners and governments. It can provide in-
formation on the existing interventions’ maturity levels, the incorporated functionalities (using the WHO 
Classification of digital interventions, services and applications in health version 2.0 4, and interoperability 
standards. It also provides an overview about the donor and stakeholder landscapes and it allows govern-
ments, donors and developers to assess progress and solutions adopted in other countries, for example by 
researching existing products to design a national immunization registry, as a possible use case. However, 
despite all these potentialities, the project submission is on voluntary basis, information/projects requiring 
government endorsement are not available. Moreover, there’s a lack of curation, meaning outdated solu-
tions that are no longer in use remain listed. Additionally, solutions are displayed on a country basis, lead-
ing to redundant listings for solutions used across multiple countries. Few DHIs progress beyond the pilot 
stage. This results in minimal or no documentation of these digital health interventions in peer reviewed 
journals, repositories, and gray literature 172.  

government and public health agencies, technologists, healthcare providers, donors, implementers, re-
searchers, and academics, the framework offers a taxonomy, and thereby facilitates understanding and 
communication among health program planners and stakeholders, emphasizing the unit of a “digital health 
intervention” (see section 3.1.3) as a distinct functionality of technology to achieve health sector objec-
tives. The classification is organized around three axes: 1) Health System Challenges, 2) Digital health in-
terventions and 3) Digital Services and Application types.  

The classification organizes interventions into four main groups based on their users:  

1. Interventions for Persons; in which persons are members of the public who are potential or cur-
rent users of health services, as well as caregivers of those receiving health services.  

2. Interventions for healthcare providers, where healthcare providers are considered members of 
the health workforce who deliver health services.  

3. Interventions for health systems or resource managers who are involved in the administration 
and oversight of public health systems. Interventions within this category reflect managerial func-
tions related to supply chain management, health financing, and human resource management. 

4. Interventions for data services. This consists of intersectional functionality to support a wide range 
of activities related to data collection, management, use, and exchange.  

This resource should be considered fundamental for digital health planners, implementers and developers 
as it provides a common language to articulate program needs and offers a framework to systematically 
identify them. The Classification is also an integral part of the WHO Digital Health Atlas, as any registered 
item can be defined according to the Classification’s taxonomy. However, an assessment of the user uptake 
of the Digital Health Atlas highlighted that linkage of registered tools to the DHI is lacking and that there 
is a need to increase awareness around and knowledge of the DHI Classifications in order to maximize the 
benefits it can offer for DH planners, donors and implementers (HISP-PA, 2022), an area which is now be-
ing addressed by WHO (HELINA, 2023 – Presentation). 

https://dha.akuko.io/space/dha/tag/blog
https://www.who.int/publications/i/item/9789240081949
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Digital Health Atlas is a powerful tool in the global effort to digitize health systems. Reaching its potential, 
however, is dependent on countries actively engaging with the Atlas by registering any tools or applications, 
whether already operational or still under development. The platform provides access for three main roles: 
implementors, government, and investors/donors. Implementors have access to basic functionalities, while 
government and investors/donors are granted additional incremental functionalities.  

Users can easily search for projects on the platform using keywords and filters, view a list of projects, and 
export them individually. They can add their DH projects to the platform through various means, including 
importing data, creating new projects on the platform, or evaluating the readiness of existing projects for 
scaling-up through a standardized framework presented as a yes-no questionnaire. The platform offers 
specific functionalities for government users, such as project endorsement, managing national health ref-
erence documents, user access approvals, customizing registration forms with country-specific questions, 
and updating country boundaries. Similarly, the investor/donor page provides functionalities like manag-
ing user access approvals and customizing registration forms with specific questions aligned with their 
requirements. By providing these features, the platform enhances user experience, fosters collaboration, 
and ensures efficient management of digital health projects for implementors, government, and investor/
donor users (WHO Data Quality Guidebook) 173. 

However, it appears that certain countries and geographical regions are more engaged with the platform 
than others and that the DHA has not yet been universally adopted. An analysis of DHA engagement in 
Africa showed that, as of September 2022, 45 out of 47 African countries had registered an overall 469 
projects on the platform 174. Findings show that among the four African countries, in which the GIZ DIPC 
initiative is implemented, Tanzania logged considerably more DHIs overall (262) in accordance with the 
WHO Digital Health Interventions (DHI) classification than Malawi (115), Ghana (48) or Sierra Leone (36). 
Interventions for health care providers were the user groups for which most interventions were logged 
across these 4 countries (Figure 21). 

Figure 21. Number of Digital Health Interven-
tions (WHO DHI Classification) registered on 

the Digital Health Atlas per DIPC project coun-
try (data used from WHO & HISP-AS report on 

Digital Health Atlas in Africa, 2022)

Countries from other regions of the world were not included in this analysis, however, a rapid examination 
of the DHA for the Latin-and South American region shows much lower levels of engagement and product 
registrations (DHA access data correct as off 27.07.2023).  

For example, in Peru, Bolivia and Paraguay, there were no registered products on the DHA at the time this 
review was written. Even in the African region, it remains questionable, whether the number of products 
that have been logged represent an accurate reflection of the true digital eco-system.  

The registration process is intended to be led by the national governments, which encourages country-lead-
ership and ownership. The analysis of digital health products in Africa highlighted that even among the 
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15. Global Digital Health Monitor (GDHM) 
Source: https://monitor.digitalhealthmonitor.org

The GDHM is an interactive digital resource, dedicated to evaluating the maturity of countries’ digital health 
enabling environments. The vision behind the tool is to assist countries in tracking progress, identifying 
weaknesses and incentivizing improvements in national digital health systems, including more targeted 
investments, with benefits beyond national scope. 

Based on the WHO/ITU eHealth Strategy Toolkit framework, the Global Digital Health Monitor (GDHM), for-
merly named the Global Digital Health Index, conforms to the WHO Digital Health Resolution and Global 
Strategy for Digital Health. As a complement to the WHO Digital Health Atlas, the GDHM tracks progress 
using 23 indicators, which are grouped according to the seven key components of the WHO/ITI eHealth 
Strategy. Since its revision in 2022, the GDHM also includes a focus on AI, equity, gender, and UHC and 
year-on-year performance monitoring country visualizations, regional visualizations, and country to coun-
try comparisons. 

Data sources for GDHM included the GovTech Maturity Indicator (GTMI), the Network Readiness Index, 
and the GSMA Mobile Connectivity Index.

registered products, many do not link product information with DHI classifications or interoperability stan-
dards. For example, of 34 African countries that reported on COVID-19 projects, only 13 captured an in-
teroperability standard linked to a project 174. 

The report highlights that whilst there is reasonable country-level uptake of the DHA in Africa (45/47 coun-
tries engaged), they are not extensively linked to DHIs. This means that digital technologies in countries 
are not registered in terms of the WHO Classification for DH interventions, described earlier. Only Eastern 
African countries show more connection with DHIs primarily focusing on DHIs for providers. Out of 45 
countries, only 34 reported COVID-19 projects, and among them, only 30 linked their projects to a DHI. 
Additionally, only 13 countries linked their projects to Interoperability Standards. 

To enhance the utilization of the DHA platform and promote compliance with interoperability standards, 
it was recommended 174 to:  

1. Increasing Awareness of the WHO Classification of DHIs guide and the integrated use of the DHA 
platform. This will encourage more countries to participate in the DHA platform. 

2. Providing strategic development and training on the DHA platform will lead to better utilization 
and understanding of its features. This will facilitate effective use by countries and improve their 
compliance with interoperability standards. 

3. Implementing at the global scale: Extending the WHO Classification of Digital Health Interventions 
guide and the use of the DHA platform on a global scale will add significant value. It will establish a 
shared language to describe the uses of digital technology for health, promoting standardized and 
comprehensive approaches worldwide. 

Allocating time and resources into the registration process may not always seem like a priority especially 
in a dynamic and fast-moving environment such as health digitization. Nonetheless, the fact remains that 
the DHA grows in universal value and develops into a living and dynamic product only if populated with 
up-to-date country-based information about the digital tools that are implemented.  
The DHA is a global public good, which once adopted universally may accelerate the health system digiti-
zation globally and thus enable us to move closer towards achieving health for all in a more cost-effective, 
coordinated and government-led manner. 

https://monitor.digitalhealthmonitor.org
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Annex 3. Regulations, Strategy & Policy 
Formation  
 

1. Global Strategy on Digital Health 2020-20252 

Source : https://www.who.int/publications/i/item/9789240020924

WHO has defined a global strategy regarding DH, with clearly outlined objectives for between 2020 and 
2025. Having acknowledged ICT’s significant role in driving progress for health-related SDG, WHO recom-
mends the adoption of DH for health systems in LMICs. Thus, since 2005 with the World Health Assem-
bly’s Resolution WHA58.28 on eHealth, WHO urges member states and stakeholders to synchronize their 
eHealth strategies with national health priorities and resources, formulate actionable plans, and set up 
frameworks for assessing eHealth initiatives and their advancement. 

The strategic and innovative employment of digital and advanced ICT is key to achieving WHO’s ambitious 
goals: expanding UHC to an additional one billion people, enhancing the protection of one billion more from 
health emergencies, and improving the health and well-being of another billion people (WHO’s Thirteenth 
General Programme of Work, 2019–2023). 

In pursuit of a global strategy for developing and adopting DH solutions that are appropriate, accessible, 
affordable, scalable, and sustainable, WHO released the “Global Strategy on Digital Health 2020-2025”. 
This strategy is founded on four core principles: 

1. Recognition of the need for countries to decisively institutionalize digital health within national 
health systems. 

2. Understanding that successful digital health initiatives demand a cohesive strategy. 
3. Encouragement of digital technology use in health in a manner that is fitting and beneficial. 
4. Acknowledgment of the critical need to overcome significant barriers faced by the least-developed 

countries in adopting digital health technologies. 

These principles guide four strategic objectives: 

1. Foster global collaboration and knowledge sharing in DH. 
2. Promote the execution of national digital health strategies. 
3. Enhance DH governance at all levels. 
4. Support people-centered health systems through DH. 

The strategy also presents a framework for action, structured around commitment, catalysis, measure-
ment, and ongoing enhancement and iteration. Accompanying this framework is an action plan detailing 
the impacts, outputs, policy options, and actions required to achieve each strategic objective (Figure 22).

https://www.who.int/publications/i/item/9789240020924
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Figure 22. Implementation stages of the ac-
tion plans of the Global Strategy on Digital 
Health 2020 - 2025. (Source: WHO, 2021) 

2. National eHealth Strategy Toolkit (WHO, 2012) 
Source: https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit

This overarching toolkit offers a comprehensive, step-by-step guide that aims to support governments to 
develop a national eHealth vision that responds to health and development goals, to produce eHealth ac-
tion plan that reflects country priorities, to plan M&E and to manage associated risks. The toolkit tackles 
frequent challenges in DH development, such as the misalignment of ministerial agendas and timelines, 
which often result in crucial infrastructure components not being available when needed. It also addresses 
the issue of ‘siloed’ ICT investments that lead to system incompatibilities, requiring separate initiatives to 
resolve. By addressing these issues, the toolkit aims to prevent stalled efforts and maximize the potential 
return on investment for the health system. This toolkit is in three parts:

1. Establishing a National eHealth Vision 
2. Developing a National eHealth Action Plan 
3. Monitoring and Evaluation 

This toolkit helps to avoid strategies that are narrowly focused, with an overemphasis placed on achieving 
technical outcomes. It emphasizes a broader vision of health system development and a firm commitment 
from partners175.

https://www.who.int/publications/i/item/national-ehealth-strategy-toolkit
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4. Health Insurance Portability and Accountability Act 
(HIPAA) 
Source: https://www.hhs.gov/hipaa/for-professionals/index.html 

3. Health Data Governance Principles 
Source: http://healthdataprinciples.org/ 

The Health Insurance Portability and Accountability Act (HIPAA), enforced by the U.S. Department of 
Health & Human Services, outlines Privacy Rule standards that regulate the usage and sharing of protected 
health information by healthcare providers, health insurance plans, and employers. These standards also 
empower individuals with the right to comprehend and manage how their health information is utilized. A 
primary objective of the Privacy Rule is to ensure the safeguarding of individuals’ health information while 
facilitating the exchange of data necessary for delivering and enhancing high-quality healthcare services 
and safeguarding public health and safety. The Privacy Rule is designed to balance the crucial need for 
information flow with the privacy rights of individuals seeking medical care by allowing certain uses of in-
formation under stringent protection measures.

• The Privacy Rule sets forth guidelines for the protection of individuals’ medical records and per-
sonal health information, mandating adequate safeguards to maintain the privacy of this informa-
tion. It also delineates the conditions under which such information can be disclosed without the 
patient’s consent. 

• The Security Rule details administrative, physical, and technical safeguards that covered entities 
must employ to ensure the confidentiality, integrity, and availability of electronic protected health 
information (ePHI). 

• The Enforcement Rule outlines the procedures for compliance and investigations, establishes pen-
alties for HIPAA violations, and sets forth the process for hearings.

The Health Data Governance Principles emphasize human rights and equity in the management of health 
data, ensuring fair and inclusive data use within and across health systems. They support the development 
of sustainable and resilient public health systems and contribute to achieving Universal Health Coverage 
(UHC). This approach ensures that health data governance protects individual rights while promoting health 
equity and access to quality healthcare for all.

These principles developed through a collaborative bottom-up process led by civil society and stewarded 
by TransformHealth, these principles encompass three interconnected objectives: 1) Protecting individu-
als, groups, and communities; 2) Promoting health value through data sharing and innovative uses of data; 
and 3) Prioritizing equity by ensuring the fair distribution of benefits from health data use. Intended for 
governments, technology companies, and other stakeholders involved in health data management, these 
principles aim to guide national and organizational health data policies and contribute to a global gover-
nance framework. They also serve as a tool for advocating equitable, human-rights-based data governance 
and act as an accountability mechanism.

 5. General Data Protection Regulation (GDPR) 
Source: https://gdpr-info.eu/

The General Data Protection Regulation (GDPR) is the data protection legislation within the European Union 
(EU). Its influence extends globally, affecting any entity that processes the personal data of EU residents, 
regardless of the organization’s location. The GDPR introduces several critical principles and rights aimed 
at enhancing personal data privacy:

https://www.hhs.gov/hipaa/for-professionals/index.html
http://healthdataprinciples.org/
https://gdpr-info.eu/
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6. Framework for Improving Critical Infrastructure 
Cybersecurity 
Source: https://www.nist.gov/publications/framework-improving-critical-infrastructure-cybersecurity-ver-
sion-11 

The National Institute of Standards and Technology (NIST)’s Cybersecurity Framework offers a compre-
hensive set of guidelines designed to assist private sector organizations in enhancing their cybersecurity 
measures. This framework enables entities to evaluate and augment their capabilities in preventing, de-
tecting, and responding to cyber threats through a structured approach that integrates standards, guide-
lines, and best practices for managing cyber-related risks. Characterized by its prioritization, adaptability, 
and cost-efficiency, the framework aims to bolster the protection and resilience of vital infrastructure and 
sectors crucial to the economy and national security.

The latest edition, Version 1.1, includes a new section dedicated to self-assessment, an expanded discus-
sion on the application of the framework in managing risks to the cyber supply chain, and improvements 
in addressing authentication, authorization, and identity verification. Additionally, it clarifies the intercon-
nections between implementation tiers and profiles, and introduces considerations for coordinated vul-
nerability disclosure.

Individual Consent and Rights 

• Consent: GDPR mandates explicit, informed consent for personal data processing, requiring it to 
be freely given, specific and clear. 

• Right to Access: Individuals are entitled to access their personal data held by data controllers, in-
cluding the right to receive copies. 

• Right to Erasure: This right enables individuals to have their data deleted under specific 
circumstances. 

• Right to Data Portability: This right allows individuals to receive their data in a structured, widely 
used format, facilitating the transfer between service providers. 

• Right to Object: Individuals may object to the processing of their personal data for purposes like 
direct marketing, research, or statistical analysis. 

Data Protection Measures 

• Data Protection by Design and Default: From the outset of data processing activities, organizations 
must embed data protection measures, ensuring minimal data processing. 

• Data Protection Officers (DPOs): Appointment of DPOs is mandatory for entities processing sig-
nificant volumes of sensitive data or conducting extensive monitoring. 

Furthermore, the GDPR requires prompt notification of data breaches to the relevant authority, and in cas-
es where there’s a significant risk to individual rights and freedoms, the affected individuals must also be 
informed. Additionally, the GDPR enforces stringent guidelines on the international transfer of personal 
data, ensuring that data protection standards are maintained outside the EU/EEA. 

https://www.nist.gov/publications/framework-improving-critical-infrastructure-cybersecurity-version-11
https://www.nist.gov/publications/framework-improving-critical-infrastructure-cybersecurity-version-11
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This guide is to support healthcare professionals, particularly those in smaller practices, in navigating and 
adhering to the US’s HIPAA. It provides actionable advice for achieving regulatory compliance, strategies 
for managing risk, guidance on staff training, and protocols for addressing and reporting breaches of health 
information. Furthermore, the guide encompasses a suite of tools and resources aimed at assisting pro-
viders in evaluating their practice’s requirements for the privacy and security of electronic health informa-
tion. It aids in the development of policies and procedures that align with federal regulations and offers 
insights into identifying potential risks and effectively managing them. This comprehensive approach en-
sures healthcare providers are well-equipped to safeguard sensitive health information, maintaining the 
trust and confidence of their patients.

7. Guide to Privacy and Security of Electronic Health 
Information 
Source: https://www.healthit.gov/topic/health-it-resources/guide-privacy-security-electronic-health-in-
formation 

https://www.healthit.gov/topic/health-it-resources/guide-privacy-security-electronic-health-information
https://www.healthit.gov/topic/health-it-resources/guide-privacy-security-electronic-health-information
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Annex 4. Solution Design & Development 
1. Designing Digital Interventions for Lasting Impact: A 
Human-Centered Guide to Digital Health Deployments 
Source: https://www.unicef.org/innovation/reports/designing-digital-interventions-lasting-impact 

This UNICEF toolkit applies the principles of human-centered design* (HCD) to the design process of dig-
ital health programs. HCD is a problem-solving methodology anchored in understanding the users, their 
community and the context in which frontline workers, community members, caregivers, and prevailing 
systems operate. 

This step-by-step guide offers a plethora of methodologies, tools and templates and provides clear direc-
tion for making decisions throughout the entire digital health program design, planning and implementa-
tion cycle, with a specific emphasis on end-users and communities, which is why it has been included in 
this section of the review.  

As explained in the resource, a digital solution may perform well in theory, but its effectiveness is compro-
mised if it fails to account for challenges encountered by frontline workers, community members, caregiv-
ers, and the surrounding systems. Community Health Workers or nurses possess invaluable insights into 
problem-solving within their domains, surpassing the expertise of health experts and digital strategists. The 
toolkit’s methodologies recognize this reality by emphasizing observation, interaction, and design tailored 
to the people being served, in addition to considering technical constraints and specifications. 

This toolkit is therefore an invaluable resource and its approaches can be adopted beyond the framework 
of UNICEF health initiatives to bring user-perspectives to the forefront of application and program design. 
It is health-domain specific, and thus should be considered as essential reading, for DH planners and im-
plementers who are looking to strengthen participatory approaches. 

2. Collaborative Requirements Development Methodology 
(CRDM) 
Source: CRDM_Participants_Guide_Overview_1.pdf (path.org)

Endorsed by PATH since 2015, CRDM177 is a requirement-gathering process that centers on local owner-
ship, buy-in, and context. This approach is based on collaboration with the stakeholders/users of the sys-
tem to develop a shared understanding and agreement on what the system is supposed to do. Its primary 
purpose is to develop workflows using a human-centered approach.

*Human-centered design (HCD) is a versatile and structured approach to innovation, prioritizing people’s aspirations and everyday 
experiences in the development of complex systems, services, or products. As defined by the International Standards Organization 
(2010), it encompasses six principles: understanding users, tasks, and environments; involving users throughout design and devel-
opment; refining design based on user-centered evaluation; employing an iterative process; addressing the complete user experience 
and context; and engaging a multidisciplinary design team. This methodology has evolved through influences from diverse fields like 
human factors, human-computer interaction, anthropology, sociology, and design professions. Human-centered design emphasizes 
holistic consideration of human factors and values, facilitating a paradigm shift in design thinking 176 Holeman I, Kane D. Human-cen-
tered design for global health equity. Information Technology for Development 2019; 26(3): 477-505.. (Holeman & Kane, 2020).

This business process analysis is founded on a logical framework and focuses on core components. It in-
cludes: (1) the development of user personas that detail the demographics, environments, and principal 
challenges faced by various stakeholders in different countries who will use elements of the system; (2) 
the creation of a business process matrix and logical workflow diagrams as visual representations, with 
decision points prominently marked; (3) the initiation of process redesign by examining the current pain 
points of users and organizations, employing visual storytelling for clarity; and (4) the definition of functional 
requirements for the systems, ensuring they meet the needs of users and stakeholders. This model is part 
of technology life circle that include business modelling, requirement definition, design and developing of 
the system, testing, training, implementation, managing and optimization (Figure 23). 

Digital Square applies CRDM. In DIPC, CRDM it is used to identify user personas for the respective tools 
and to then define workflows in accordance with the user personas. This model was already successful-
ly used in Porto Rico during the Zika outbreak to enhance the informatics system that securely manages, 
stores, and transmits digital data 178.

https://www.unicef.org/innovation/reports/designing-digital-interventions-lasting-impact
https://media.path.org/documents/CRDM_Participants_Guide_Overview_1.pdf
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Figure 23. Collaborative requirements devel-
opment and the information technology life 

cycle proposed by the CRDM (Source: CRDM, 
2015)

3. WHO SMART Guidelines 
Source: https://www.who.int/teams/digital-health-and-innovation/smart-guidelines 

The SMART guidelines (Standards-based, Machine-readable, Adaptive, Requirements-based, and Test-
able) were developed by the WHO in response to the challenges faced with digitization of existing guide-
lines. These challenges include slow and incomplete integration into practice, stretched resources during 
adaptation and scaling up into digital systems, difficulties in maintaining fidelity during digitization, and 
frequently neglected concerns regarding interoperability and indicator standards.

In the past the process of incorporating health recommendations into digital systems has been unsystem-
atic and error-prone, leading to concerns about transparency and traceability 105. Consequently, a number 
of key challenges have been identified that hamper the digitization of health systems according to accept-
ed international and national guidelines and standards 105: 

1. Unsuitable Format: Evidence-based guidelines from WHO are often in narrative format, making it 
difficult to be digitized and integrated into digital systems. 

2. Unsystematic Incorporation: The process of translating and incorporating health recommenda-
tions into digital systems has been unsystematic, slow, and prone to errors, leading to poor trans-
parency and traceability. 

3. Lack of Specific Guidance: There is a lack of specific guidance at both technology and content 
levels, resulting in an abundance of digital solutions with unknown provenance and merit. This un-
dermines confidence, hinders country localization, and prevents interoperability. 

4. Hard-Coded Solutions: Many digital solutions are hard-coded, making it challenging to align them 
with an evolving evidence base. 

https://www.who.int/teams/digital-health-and-innovation/smart-guidelines
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5. Limited Representation of Informaticians: The guideline panels lack sufficient representation of 
health informaticians, which affects adherence to operational and terminology standards. 

6. Data Ownership and Ethics: The use of big data and advanced analytics in dynamic health models 
raises ethical considerations and concerns about data ownership. 

7. Complexity of Change: The systemic change needed for effective integration of SMART guidelines 
into digital health systems is comprehensive and complex. 

To address these challenges, WHO has introduced the SMART guidelines as a comprehensive framework 
to facilitate the rapid and effective implementation of its recommendations in the digital age. These guide-
lines encompass documentation, digital health components, and procedures that guide developers, tech-
nologists, and countries in translating, integrating, and localizing recommendations into digital systems. 

 The SMART guidelines consist of five knowledge layers:  

L1 - narrative layer (enhanced guidelines)  
L2 - operational layer (digital adaptation kits)  
L3 - machine-readable layer (machine-readable recommendations) 
L4 - executable layer (reference applications and services) 
L5 - dynamic layer (precision health models).  

The first knowledge layer (L1: Narrative layer) enhances traditional guidelines to support digital trans-
formation, emphasizing the need for living guidelines with unique identifiers and increased health infor-
matician representation in guideline panels.  

The second layer (L2: Operational) comprises digital adaptation kits (DAKs) that align with WHO data and 
health service recommendations, aiding discussions between health program managers and software de-
velopers. These kits cover a range of requirements, including health interventions, user scenarios, work-
flows, and standard terminology codes. 

The third layer (L3: Machine-readable) provides code for software developers to integrate WHO guidelines 
into digital systems, ensuring fidelity to recommendations and standards. It involves mapping L2 content 
to value sets and FHIR standards for interoperability, and encoding logic into Clinical Quality Language 
(CQL) for consistent data extraction. 

The fourth layer (L4: Executable) includes software applications which embodies WHO recommenda-
tions and supports interoperability and localization to specific operational contexts. It also encompasses 
terminology services and software libraries for seamless updates and integration. 

The final layer (L5: Dynamic) leverages big data and advanced analytics for precision health models, aim-
ing for context-specific, optimized health outcomes. This layer involves creating anonymized, normalized 
datasets for analysis and algorithm development, with considerations for ethical and data ownership issues 
105. The progressive logic of the SMART Guideline components is shown in Figure 24. 
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Figure 24. WHO SMART guidelines - Progres-
sive layers across components (Source: PMID: 

33610488) 

There is significant emphasis on applying the SMART guidelines, particularly as numerous LMICs plan to 
enhance their digital systems after the COVID-19 pandemic, also considering the abundant availability of 
Digital Public Goods (DPGs).  

These guidelines are relatively recent, and notably, the second operational layer, the Digital Adaptation 
Kit (DAK), is attracting considerable interest. All five countries involved in the DIPC project are exploring 
the potential adoption of the yet-to-be-published DAK for immunization. However, the process of adopting 
DAKs is inherently country-specific and is still in the early phases of accumulating experience and insights. 

At of the time this review was conceived, DAKs were in the process of being adopted in at least 10 countries 
(informal communication with WHO, 23-06-02). Zambia, Zimbabwe, Malawi, Nigeria, and Kenya, where 
WHO is offering technical assistance and support, are implementing the DAK for antenatal care. Malawi, 
Zambia, and Zimbabwe are also adopting it for family planning. Additionally, plans for DAK adoption are 
progressing in Indonesia, Morocco, and Pakistan. Ethiopia, Ghana, Rwanda, Iraq, and Cameroon have also 
begun their journey of DAK adoption. In these countries, the WHO is not only providing technical assistance 
but is also facilitating implementation research studies. These studies aim to validate the adaptation and 
integration of DAKs into existing health systems and to evaluate service delivery and data outcomes before 
and after the introduction of the respective DAK.

Recently, the Clinical Decision Support Community of Practice at the Geneva Digital Health Hub has begun 
implementing SMART guidelines pursuing the goal to standardize the digitalization of the Integrated Man-
agement of Childhood Illness, thereby facilitating a more rapid and effective adoption of evidence-based 
practices (Beynon et al., 2023). 

Unfortunately, Evidence generated by the adoption of the SMART guidelines are still scarce. Most of the 
studies are still underway and findings have not yet been released. However, learnings from Zambia and 
Rwanda regarding ANC DAK implementation offer some helpful guidance for DIPC implementers 155. 
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1. Digital Eco-system: Findings showed that Rwanda and Zambia have well-established digital health 
ecosystems with increasing demand and adoption into digital health services. However, both coun-
tries face challenges with fragmented digital health landscapes and inadequate standards and leg-
islation, leading to barriers in data sharing and interoperability.  

This observation from the Rwandan and Zambian context may also become apparent in DIPC proj-
ect countries. Whilst digital health strategies have been produced across the five DIPC countries, 
the stage of their implementation may hamper efforts. As such, this aspect ought to be considered 
and implementers should therefore be aware. Digital landscape assessments that were validated 
by MoH staff formed the basis of the customization process of the ANC DAKs and led to a number 
of follow-up stages, including consultations and interviews with stakeholders in the digital eco-sys-
tem, government stakeholders in digital health policy among others.   

2. Localization of the DAKs: The research from Zambia and Rwanda identified some customization 
requirements for the WHO ANC module through the use of the DAKs. Over 80% of the generic DAK 
content was adopted, with some modifications and additions made to align the module with na-
tional requirements and service delivery packages. As such, the results show that using the DAKs 
provided a systematic and structured approach to customizing the generic WHO digital ANC module 
to the specific contexts of Rwanda and Zambia. The format and process of the DAKs appeared to 
have offered a starting point for incorporating WHO guidelines into digital systems while allowing 
flexibility for country-specific adaptations.  

3. Integration with Existing Systems: The landscape assessment was critical in the process of DAK 
customizations as it helped to determine how the ANC digital module would be integrated in ac-
cordance with the WHO Implementation Investment Guide (DIIG) recommendations on digital 
interventions for health system strengthening, (WHO, 2020b), which states the aim to „support a 
cohesive approach to implementation, in which different digital interventions can operate together, 
rather than as duplicative and isolated implementations”. Integrating the customized ANC digital 
module with existing digital health systems required careful consideration and mapping of integra-
tion points. Aligning new digital tools with existing digital governance systems ensured local own-
ership and coherence of digital health initiatives. 

4. Context-Specific Enhancements: The adaptation process allowed for context-specific enhance-
ments and modifications to the ANC module. Each country team added, removed, and modified el-
ements from the DAK to align with national requirements and service delivery packages, ensuring 
relevance and usability. 

5. Collaboration and Stakeholder Engagement: Strong leadership, governance, and coordination 
were essential for successful implementations. In Rwanda and Zambia, collaboration and con-
stant engagement between the maternal health program and ICT leads were critical to coordinate 
requirements for adapting the digital module in both countries. This is an important lesson to take 
away for the DIPC countries, as an active and collaborative engagement with country partners, 
immunization program managers and other stakeholders and technical experts will be paramount 
according to these findings.  

6. Data Infrastructure and Skills Gap: Adequate data infrastructure and skills were crucial for opti-
mal usage of the digital tool. Assessing IT infrastructure and skills gaps prior to deployment helped 
ensure the effective implementation of the digital module.  

This finding relates to DIPCs efforts to improve data quality and use as well as the work package 
and country activities specific to capacity strengthening. Muliokela and colleagues155 recommend 
a mapping exercise of data infrastructure systems against business requirements and reporting 
needs to develop an understanding of the data infrastructure requirements, in our case relevant 
to immunization.  

7. Consideration of National Guidelines: The process of customization was guided by national proto-
cols and guidelines, and decisions on modifications and inclusions were based on the country-spe-
cific ANC package. Adherence to national guidelines and standards was essential for the successful 
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integration of the digital module. This observation can be directly translated to the DIPC context, 
as national immunization guidelines, clinical standards and health policies must guide any efforts 
to adopt the DAK in the DIPC countries. 

8. Capacity Strengthening: Capacitating Ministries of Health from the outset was important to en-
sure ownership and sustainability of the adaptation processes for SMART guidelines, including the 
use of DAKs, in future initiatives. 

These inferred lessons highlight the importance of collaboration and coordination between stakeholders, 
and the need for alignment with existing digital health governance and infrastructure. These insights can 
be valuable for the work ahead within the DIPC initiative in its country projects. Whilst the DAK for Immu-
nization have not yet been formally published, a number of considerations outlined above can already be 
addressed as part of any preparatory processes.  

No data are yet available on the subsequent effects of DAK adoption with regards to service delivery and 
data use outcomes and such effects can only be assessed later on in the process. Publications around the 
processes used and early learnings across the different countries are however forthcoming (informal com-
munication with WHO, 23-06-16) for Zambia, Zimbabwe, Malawi, Ethiopia and Ghana and once published 
will be of great value to the DIPC initiative and its implementers. 

The ultimate goal of SMART guidelines is to ensure the systematic and transparent adoption of WHO rec-
ommendations into digital systems at the country level. By providing interoperable standards and soft-
ware-neutral content, the SMART guidelines support global access to effective digital solutions in LMICs 
and thus are a potential further stepping stone towards achieving UHC and the SDGs.

4. Xcertia mHealth App Guidelines 
Source: https://www.himss.org/sites/hde/files/media/file/2020/04/17/xcertia-guidelines-2019-final.pdf

Xcertia is a joint mHealth app collaborative effort, non-profit organization, pioneered by the American Med-
ical Association (AMA), American Heart Association (AHA), DHX Group and Healthcare Information and 
Management Systems Society (HIMSS). The collaboration builds on each organization’s ongoing efforts to 
foster safe, effective, and reputable mHealth solutions. In 2019, Xcertia released its updated guidelines 
for mobile health applications (mHealth apps), addressing five key areas of design and development: pri-
vacy, security, operability, usability and content. Even though these guidelines are especially suited for the 
mHealth sector, topics such privacy and security are generally relevant for any software developer and this 
this resource can be applied beyond mHealth.

https://www.himss.org/sites/hde/files/media/file/2020/04/17/xcertia-guidelines-2019-final.pdf
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Annex 5. Integration & Interoperability 
1. Digital Health Platform Handbook: Building a Digital 
Information Infrastructure (Infostructure) for Health108  
Source: https://iris.who.int/handle/10665/337449?&locale-attribute=zh

This guideline, written for planners and enterprise architects in the health sector, is useful for countries 
that are at an earlier stage of digital maturity.  This handbook helps countries to build robust national health 
platforms focusing on system integration in support of the SDGs both within and beyond the health domain.

Thus, this handbook highlights the development of a digital health platform (DHP) to serve as the founda-
tional infrastructure for an interoperable and integrated national digital health system. A DHP serves as a 
unified information infrastructure (infostructure) for building various digital health applications, facilitating 
consistent and efficient healthcare delivery.  

Infostructures include a range of integrated, reusable components like software and shared resources, 
enhancing interoperability through consistent data definitions and messaging standards. It supports a 
variety of applications, from software programs to information systems like EHR, supply chain systems, 
insurance systems, and patient-engagement apps. The core strength of this platform lies in its ability to 
unify these diverse elements into a cohesive and streamlined system, ensuring seamless integration and 
communication across different digital health tools (Figure 25). Implementing a DHP is a key way to facili-
tate standards and interoperability. A DHP also enhances and accelerates the development of digital health 
services and applications as part of a wider national eHealth strategy that should have been planned in 
advance together with a digital ecosystem analysis. 

In details, this handbook describes various tasks, from context analysis to ongoing institutionalization ef-
forts to implement a DPH. In summary, these tasks are: 

1. Conduct a context analysis 
a. Assess your country’s health system, actors, and digital health assets already in place, clas-

sified based on their fit with the DHP 
b. Identify and redesign priority health system business processes that you wish to improve with 

digital health interventions 

2. Design your DHP architecture 
a. Establish DHP design principles 
b. Outline the enterprise architecture 
c. Identify which components the DHP should provide to match health system needs and their 

functional requirements 
d. Adopt and deploy standards for the DHP to enable interoperability 

3. Implement your DHP 
a. Choose an implementation approach 
b. Select software for the platform 
c. Establish a governance framework to define DHP operational support and governance 
d. Institutionalize the DHP 

Illustrative case studies from Liberia, Estonia, Canada, India and Norway are included. The model pro-
posed by Estonian for example, demonstrates key interactions between DHP and e-government systems. 
Estonia developed a unified digital platform connecting public and private sectors via secure, interopera-
ble architectures. This platform enhanced cross-sector digital integration in areas like e-taxation, e-bank-
ing, and e-school, using unique national electronic identifiers 179. In Liberia, the Ministry of Health put in 
place mHero during the 2014 Ebola outbreak. mHero linked the existing systems- human resources infor-
mation systems with SMS via a DHP for efficient information exchange among health workers, leveraging 
OpenHIE for integrated disease surveillance and response. Similarly to mHero, Uganda’s FamilyConnect, 

https://iris.who.int/handle/10665/337449?&locale-attribute=zh%20
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DHPs have the potential to enhance interoperability through a standards-based Health Information Ex-
change and an information architecture (infostructure). The infostructure includes integrated, reusable 
components essential for efficiently operating digital health systems, such as registries, data repositories, 
and identity authentication. It is a vital part of the complex national health systems. 

DHP could work as a horizontal base digital solution that connects vertical siloed information systems in-
cluding functional and non-functional requirements that are housed within individual digital health appli-
cations. All data passes through the DHP hub, whether they are stored on the DHP alone or divided among 
multiple external repositories and applications (WHO, 2017). 

Figure 25. Digital Health Platform as concep-
tualized by Digital Health Platform Handbook: 

Building a Digital Information Infrastructure 
(infostructure) for Health 

2. Health Information Systems Interoperability Maturity 
Toolkit (MEASURE Evaluation, 2017)  
Source: https://www.measureevaluation.org/tools/health-information-systems-interoperability-toolkit.html

The aim of this Toolkit is to assist Ministries of Health, their implementing partners, and other stakeholders 
in evaluating the digital Health Information System’s landscape. It does this by identifying their current 
capacity, processes, and structures across key domains for HIS interoperability, as well as determining the 
necessary maturity levels needed to achieve HIS interoperability. The MEASURE Evaluation project, funded 
by USAID, published this HIS toolkit in 2017 and update it in 2019 with lessons learnt in Ghana and Uganda.

The toolkit addresses three broad domains that are critical to HIS interoperability: technology, the broad 
area of leadership and governance of the HIS, and human resources. Each domain is then structured into 
several more specific subdomain.  

The evaluation of domains and subdomains utilizes a 5-point scale: 

• Level 1 (Nascent): Absence or inconsistency in HIS capacities, with activities being sporadic or ad 
hoc. 

• Level 2 (Emerging): HIS structures are defined but not systematically documented, lacking formal 
monitoring or measurement. 

• Level 3 (Established): HIS structures are documented and functional, with systematic use of per-
formance metrics and quality improvement measures. 

• Level 4 (Institutionalized): National HIS system is used by government and stakeholders, adher-
ing to standard practices. 

• Level 5 (Optimized): Regular review and adaptation of interoperability activities by government 
and stakeholders to respond to changing conditions. 

and Mozambique’s Sistema Electronico de Logistica de Vacinas represent digital platforms integrated with 
e-government and robust trust frameworks19. 

https://www.measureevaluation.org/tools/health-information-systems-interoperability-toolkit.html
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Results are summarized in a sample radar graphs for domains and subdomains. The assessment process is 
designed to be self-administered. By interpreting the assessment’s findings, countries can chart a course 
to fortify their HIS interoperability, paving the way for more robust and resilient systems.

3. Digital implementation investment guide (DIIG): integrating 
digital interventions into health programmes (WHO, 2020b)  
Source: https://www.who.int/publications/i/item/9789240056572

The Digital implementation investment guide: integrating digital interventions into health systems, (also 
known as the DIIG), has been published by WHO in collaboration with partners UNICEF, UNFPA and PATH 
in 2022. 

The DIIG provides a road map to facilitate the integration of DHIs into health programs following the 9 
Principles for Digital Development 3 to help stakeholders effectively and appropriately apply digital tech-
nologies in their health programs. This practical guide serves as a companion to the WHO guideline: rec-
ommendations on digital interventions for health system strengthening 8 and elaborates the process 
of identifying ideal DHIs for specific contexts based on previous experiences and offers a systematic ap-
proach to the project cycle to increase the chances of successful integration.  

DIIG provides users with step-by-step guidance through planning, costing and implementing digital health 
interventions, drawing guidance from the WHO guideline–recommended digital health interventions, pro-
viding direction to ensure investments are needs-based and contribute effective and interoperable systems 
aligned with national digital architecture, country readiness, health system and policy goals. 

The DIIG guides the implementation through 7 steps: 

• Step 1 Identifying target health programmes and establishing a shared understanding 
• Step 2 Assessing the current state and country readiness 
• Step 3 Designing digital health interventions for scale and impact 
• Step 4 Defining capabilities and functionalities of digital health interventions 
• Step 5 Linking digital health interventions to the national enterprise architecture 
• Step 6 Monitoring & evaluation of digital health implementations 
• Step 7 Costing for implementation, maintenance and scale 

Moreover, the DIIG presents a ‘process matrix worksheet’ designed to evaluate the processes, objectives, 
outcomes, and potential bottlenecks for each step. For instance, when examining the efficiency of various 
COVID-19-related health initiatives, one should itemize the requisite processes, delineate the associated 
tasks, and specify the anticipated outcomes for each. Subsequently, the framework facilitates the align-
ment of pertinent digital health interventions to address the recognized bottlenecks. The DIIG approach 
is holistic and yields an instructive case study, particularly with respect to COVID-19 vaccine distribution. 
Additionally, this guide elucidates the architectural framework of OpenHIE, establishing DIIG as a principal 
resource for Digital Health Interventions (DHIs) backed by the Global Fund (as stated by Mark Landry, Senior 
Specialist for Country Digital Health Information Systems at the HELINA conference in Cape Town in 2023).

https://www.who.int/publications/i/item/9789240056572
https://digitalprinciples.org/
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Annex 6. Scaling up 
1. The MAPS Toolkit14 
Source: https://apps.who.int/iris/handle/10665/185238

The mHealth Assessment and Planning for Scale (MAPS) toolkit is a self-assessment tool that guides 
project teams whilst they are scaling up their innovations.  MAPS Toolkit guides implementers through 
an iterative cyclical process of thorough assessment, careful planning and targeted improvements. The 
MAPS Toolkit helps to evaluate the progress of scaling up DHIs through a detailed set of self-assessment 
questions areas across six axes (Groundwork, Partnerships, Financial health, Technology & architecture, 
Operations, and M&E, Figure 26). 

These six axes contain a set of structured questionnaires for both team members and teams as a whole 
with a resulting scorecard that will help projects gain a better understanding of where that project needs 
to go towards scale and sustainability. The toolkit also serves as a decision tool, helping implementers 
devise strategies to overcome barriers to scale. The activities contained within the toolkit are meant to be 
iterative and completed multiple times throughout the life-course of the project post-pilot. This toolkit also 
offers planning and guidance features to address and overcome the challenges inherent in scaling up. This 
tool is designed for use by project managers, specifically teams with a DH product that has already been 
deployed, and who are aiming to scale the product and increase impact.

Figure 26. Conceptual model of the MAPS 
Toolkit to measure digital health project matu-

rity across six axes

2. Understanding scale of digital tools: a framework and 
triangulation tool to measure scale of digital deployments in 
the context of the COVID-19 pandemic  
Source: https://static1.squarespace.com/static/59bc3457ccc5c5890fe7cacd/t/6079b1e1f-
cf6d26d8daf480f/1618588133318/Understanding+scale+of+digital+health+tools.pdf  

This triangulation tool, utilized by Digital Square, offers the digital health community a method for assess-
ing scale. This tool is grounded in two of the nine Principles82: “Design for scale” and “Reuse and improve”. 
It underscores that leveraging, adapting, and deploying digital tools that are already widespread within a 
country can offer the ICT into national health systems. In practice, the tool evaluates the scope of an in-
tervention across three integrated dimensions: the number of end-users, the extent of tool usage, and the 
degree of institutionalization (Figure 27). This tool should help to overcome several complexities like: the 
dynamic and context-specific nature of the “end user,” affected by various factors that influence both the 
quantity and type of users. The term “end user” might refer to individual users or healthcare facilities; the 
ever-evolving ecosystem within a country and the fluctuating landscape of available tools across nations; 

https://apps.who.int/iris/handle/10665/185238
https://static1.squarespace.com/static/59bc3457ccc5c5890fe7cacd/t/6079b1e1fcf6d26d8daf480f/1618588133318/Understanding+scale+of+digital+health+tools.pdf
https://static1.squarespace.com/static/59bc3457ccc5c5890fe7cacd/t/6079b1e1fcf6d26d8daf480f/1618588133318/Understanding+scale+of+digital+health+tools.pdf
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Figure 27.  Integrated dimensions of “Un-
derstanding scale of digital tools: a frame-

work and triangulation tool to measure scale 
of digital deployments in the context of the 

COVID-19 pandemic” 

the changing capacity of a country, influenced by variations in digital literacy, infrastructure availability, 
and financial resources over time.

3. PATH’s “The journey to scale – moving together past digital 
health pilots” 
Source: The Journey to Scale: Moving Together Past Digital Health Pilots (path.org)

This PATH report is concerned with moving beyond pilot projects to achieve scalable DHIs. The document 
highlights the need for systematic approaches to scaling digital health solutions, to ensure they become an 
integral part of healthcare delivery systems and is primarily intended for global health practitioners, poli-
cymakers, donors, and technology developers who are involved in implementing digital health programs. 
It aims to provide these stakeholders with a clear understanding of the pathways and levers necessary for 
achieving large-scale, sustainable digital health interventions.

The guidance supports the scaling of digital health by advocating for a deliberate, coordinated approach 
that aligns on a shared goal of institutionalization. It emphasizes the need for robust investment strategies, 
effective program management, supportive policies, and the development of human capacity. The report 
identifies key factors that enable successful scale-up, including the importance of a strong case for action, 
effective leadership, viable economic models, and interoperability standards. 

By focusing on these elements, the guidance helps ensure that digital health interventions can transition 
from small-scale pilots to widespread, routine use within health systems. This approach not only enhances 

https://media.path.org/documents/TS_dhs_journey_to_scale.pdf
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the impact of digital health solutions on health outcomes but also promotes sustainability and long-term 
integration into national health strategies. 

The report also draws on lessons from other sectors and successful case studies to provide practical exam-
ples and recommendations. This comprehensive approach aims to create a cohesive framework that can 
guide stakeholders in scaling digital health interventions effectively, thereby improving healthcare access 
and quality for populations in low- and middle-income countries.
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Annex 7. Monitoring & Evaluation 
1. Monitoring and Evaluating Digital Health Interventions 29 
Source: https://apps.who.int/iris/handle/10665/252183

This guide offers comprehensive insights into improving the effectiveness and value of M&E initiatives in 
the sphere of DH. Specifically, it introduces approaches and methods (Figure 28) deemed beneficial for:

(i) Monitoring the deployment of interventions, with an emphasis on the quality and fidelity of input com-
ponents, and 

(ii) Evaluating project outputs and impacts on multiple fronts, ranging from user satisfaction and process 
enhancements to health outcomes and cost-effectiveness.

The guide facilitates the development of value propositions, the selection of pertinent indicators, and deci-
sion-making on suitable evaluation designs for digital health initiatives. Furthermore, it provides techniques 
for evaluating the accuracy and accessibility of data produced by the intervention and gives directives for 
effective result reporting. Designed with specific digital health projects in mind, this guide establishes a 
framework for both overseeing the project’s progress and gauging its impact. With its reader-friendly lay-
out, it can be viewed as an indispensable resource during both the planning and evaluation phases of a 
digital intervention.

Figure 28. Methods and objectives of mon-
itoring and evaluation activities across the 

lifespan of a digital health programme 

2. Monitoring the implementation of digital health (WHO) 
Source: Monitoring the implementation of digital health: an overview of selected national and internation-
al methodologies  

This document, which is a study concentrates on monitoring implementation efforts of digital health initia-
tives. It is based on consolidated information from the WHO, the European Commission, the Nordic eHealth 
Research Network, OECD, and the Statistical Conference of the Americas.

Specifically, the resource reviews national digital health monitoring activities in eight countries, and in-
cludes a valuable discussion the ongoing issue around internationally agreed measures for digital health 
indicators. The study acknowledges progress in monitoring digital health but emphasizes the need to 
strengthen evidence for shaping healthcare system transformation. It highlights challenges in measuring 
governance, health data reuse, and system-wide interoperability, suggesting ongoing efforts are required 
to adapt metrics to the evolving landscape of digital health.

https://apps.who.int/iris/handle/10665/252183
https://www.who.int/europe/publications/i/item/WHO-EURO-2022-5985-45750-65816
https://www.who.int/europe/publications/i/item/WHO-EURO-2022-5985-45750-65816
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3. The Evidence DEFINED framework 113 

Source: https://www.nature.com/articles/s41746-023-00836-5#Fig1 

There is a need for objective, transparent, and standards-based evaluation of DHPs that can bring clarity 
to the digital health marketplace. Designed for real-world use, the Evidence DEFINED helps to streamline 
DHI assessment.

This resource is an evaluative protocol for digital health that consists of four distinct steps (Figure 15), as 
detailed in its Quick Start Guide: 

1. Initial screening against fundamental requirements, such as data privacy standards compliance. 
2. Adoption of a recognized evidence assessment methodology initially devised for non-digital inter-

ventions (e.g., GRADE18). 
3. Application of the ‘Evidence DEFINED’ supplementary checklist. 
4. Utilization of evidence-to-recommendation guidelines to proffer recommendations on appropriate 

DHI adoption levels.

Figure 29. The DEFINED framework

The framework deals with the extent to which the adoption of digital health interventions (DHIs) is sup-
ported by clinical evidence (Figure 29) and while evidence remains a pivotal domain of assessment, other 
crucial areas include patient experience, cost, health equity, and more. 

https://www.nature.com/articles/s41746-023-00836-5#Fig1
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4. Reporting Trials of Electronic and Mobile Health 
Applications and Online Telehealth 114 
Source: https://www.jmir.org/2011/4/e126/

In digital health, the consolidated standards of Reporting Trials of Electronic and Mobile Health Applica-
tions and Online Telehealth (CONSORT-EHEALTH) serves as an extension of the CONSORT statement. It 
offers guidance on reporting trials for web-based (eHealth) and mobile health (mHealth) interventions. This 
standard comprises 17 subitems, with four specifically addressing the vital issues of intervention attrition 
(non-use) and user engagement, dosage, and adherence. These aspects are often overlooked, even though 
they play a critical role in determining an intervention’s future impact. The checklist has potential appli-
cations beyond just web-based and mobile interventions, even in scenarios where internet connectivity is 
not a constraint. However, adapting it to such contexts necessitates further research. CONSORT-EHEALTH 
is designed for reporting trials and provides a basis for improving transparency and consistency in the pre-
sentation of research on eHealth interventions. 

5. Framework for the Economic Evaluation of Digital Health 
Interventions 
Source: A Framework for the Economic Evaluation of Digital Health Interventions | Policy Research Work-
ing Papers (worldbank.org)

The document aims to provide a structured approach to assessing the economic value of digital health 
interventions (DHIs). Its primary objective is to establish a consistent method for evaluating DHIs’ costs 
and benefits, enhancing decision-making in resource-constrained health systems. The target audience in-
cludes policymakers, investors, product developers, and researchers who need to determine the economic 
feasibility and impact of DHIs.

The framework follows a step-by-step approach, consisting of: 

1. Determining Context: Identifying the health system and digital environment in which the DHI will 
be implemented. 

2. Intervention Type: Specifying the nature of the digital health intervention. 
3. Level of Complexity: Assessing the complexity of the intervention, its causal pathways, and outcomes. 
4. Analytical Principles: Applying economic evaluation principles such as defining the comparator, 

timeframe, costs, benefits, and accounting for predictive analytics and uncertainty. 
5. Value Proposition: Representing the value proposition through disaggregation (using an impact in-

ventory) and aggregation as needed by decision-makers. 

The document also identifies several gaps in the current literature, such as a lack of comprehensive eco-
nomic evaluations of DHIs, particularly in LMICs, and the need for methodological improvements to address 
the unique aspects of digital health interventions. It highlights the importance of incorporating broader 
social impacts and ensuring methodological transparency to improve the usefulness of economic evalua-
tions in guiding investments and policy decisions.

6. mHealth Evidence Reporting and Assessment 116 
Source: https://www.bmj.com/content/352/bmj.i1174   

The mHealth Evidence Reporting and Assessment (mERA) checklist, crafted by the WHO’s mHealth Tech-
nical Evidence Review Group (mTERG), is designed to enhance the comprehensive reporting of mHealth in-
terventions. This checklist delineates a core set of details to accurately describe the mHealth intervention’s 

https://www.jmir.org/2011/4/e126/
https://elibrary.worldbank.org/doi/epdf/10.1596/1813-9450-10407
https://elibrary.worldbank.org/doi/epdf/10.1596/1813-9450-10407
https://www.bmj.com/content/352/bmj.i1174


113

Navigating the Digital Health Ecosystem: A Review of Key Guidelines, Frameworks, and Tools

7. iCHECK-DH 73 
Source: https://www.jmir.org/2023/1/e46694/

A team of international experts, under the guidance of the Geneva Digital Health Hub, devised the Guide-
lines and Checklist for the Reporting on Digital Health Implementations (iCHECK-DH). This was done to 
enhance the comprehensive documentation of digital health implementations. The result was a 20-item 
checklist concerning, as example, claims, methods, sustainability, interoperability, budget planning, with 
detailed explanations and examples that should standardize the quality of reporting and, indirectly, improve 
implementation standards and best practices. To validate its practicality and efficacy, the checklist was 
piloted on various real-world digital health projects, and refinements were made in response to feedback. 
The foundational objective behind iCHECK-DH’s development was to pinpoint the essential information 
required to define a digital health implementation thoroughly. This aids in recognizing critical success and 
failure factors and facilitates its replication in diverse contexts

content, its implementation context, and its specific technical features, ensuring that others can replicate 
the intervention. In its concluding remarks, mTERG underscored the checklist’s purpose: not just aiding 
authors in documenting mHealth research but also serving as a resource for reviewers, policymakers, and 
journal editors to respectively synthesize quality evidence and critically assess mHealth study reports for 
transparency and completeness. mERA is tailored to mHealth interventions and provides a framework for 
assessing and reporting the evidence generated by these studies.

https://www.jmir.org/2023/1/e46694/
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Annex 8. Sustainability & Financing 
1. The Principles of Donor Alignment for Digital Health 86 
Source: https://digitalinvestmentprinciples.org/

This document outlines 10 principles for donors to align their investments with countries’ digital health 
strategies with the goals to:

• Pursue an integrated approach to strengthening health systems 
• Enhance and extend the delivery of quality health services 
• Improve data, and the capacity to use it, for improved health outcomes.

These Principles acknowledge the ongoing fragmentation, duplication, and lack of interoperability prevalent 
in the digital health systems of many LMICs. They also emphasize that substantial progress is needed to 
enhance health outcomes, economic and gender equity, and to achieve the SDGs. This progress requires 
improved coordination between donors who finance digital systems and the governments of the countries 
where these systems are implemented. Therefore, it is both essential and urgent for donors to align their 
investments with the digital health strategies of these countries to enable them to:1) Collaborate, 2) Pri-
oritize national plans, 3) Quantify costs, 4) Track & measure, 5) Strengthen donor skills. Donors are also 
requested to invest in: 6) National strategies, 7) Maturity continuum, 8) Country capacity, 9) Global goods, 
10) Sharing and peer-learning. 

These Principles are today endorsed by the most important donors for DH (Bill & Melinda Gates Founda-
tion, World Bank, BMZ, GAVI, European Union, UNICEF, USAID, CDC, UNFPA, …). 

USAID is actualizing these principles through the initiation of a new Digital Health Vision for Action for the 
Agency. This initiative concentrates on the practical application of these principles within its planning, pro-
curement processes, and programmatic activities 180,181. On the basis of these principle, USAID furthermore 
developed the USAID Digital Health Vision.

2. Digital Health Investment Review Tool to guide the 
investment in DH 118 
Source: https://mcsprogram.org/resource/digital-health-investment-review-tool/

This tool provides support for strategic investments in DH and it starts with a key premise that “a country’s 
eHealth strategy should be based upon national health priorities, available and potential resources and the 
current eHealth environment”. Due to this, and to ensure relevance to the broader goals of health systems 
development, the first step offered is to establish a country’s “national context for eHealth.” This is done 
through a simple self-assessment process where a country determines its own national context based on 
a perception of the “established ICT environment” and the “enabling environment for eHealth” 175. 

The tool aims to: 

• Structure requests for proposals (or other donor procurement mechanisms) in a more organized 
and precise manner, 

• Influence the wording and specifications in grants and contracts, and 
• Provide informed guidance and facilitate decision-making by procurement officers who are evalu-

ating digital health proposals. 

The toolkit develops a clear “process framework” for 12 eHealth components (Policy Landscape, HIS Eco-
system, Key Stakeholders, System Users, Relevant Groups, Scale, Cost of Ownership, M&E Plan, Open vs. 
Proprietary, Privacy & Security, Resume & Improve and Change Management) that proposes development 

https://digitalinvestmentprinciples.org/
https://mcsprogram.org/resource/digital-health-investment-review-tool/
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of a clear and continuous management process, timely stakeholder engagement, creation of an initial draft 
vision, and a subsequent iteration to extend consultation and refine strategic recommendations. Each com-
ponent comes with a self-assessment worksheet. 

Depending on the developmental stage of the proposed system (ranked as: Level 1: None or Nascent; Level 
2: Emerging; Level 3: Established; Level 4: Institutionalized; Level 5: Optimized), varying degrees of em-
phasis might be assigned to different questions. For instance, a digital health innovation in its early stages 
might not prioritize the Total Cost of Ownership for a small-scale field trial as much as a system that is be-
ing proposed for implementation at a national scale. Each stage has reference to guidelines or framework.

3. WHOs Digital Implementation Investment Guide: 
Integrating Digital Interventions into Health Programmes 
Source: https://www.who.int/publications/i/item/9789240010567  

The WHO’s Digital Implementation Investment Guide provides a detailed approach for planning, costing, 
and financing digital health interventions, with an emphasis on financing and costing. The guide outlines 
different phases of implementation, each with associated costs that need to be considered for effective 
budgeting. As such, the guide details investment planning guidance for the “development phase”, “inte-
gration & interoperability”, “scale up” as well as “sustained operations”, and introduces concepts, such 
as a “Budget Matrix”.

Overall, the guide offers a thorough and systematic approach to budgeting for digital health interventions, 
accentuating the need to consider both upfront and ongoing costs, while also focusing on scalability and 
long-term sustainability.  

This guide can be complemented by PATH’s The Journey to Scale: Moving Together Past Digital Health 
Pilots 111 which specifically addresses the challenges of institutionalizing a product or service within the 
health system.

4. Sustainable Development Goals Digital investment 
framework (eGoV)119 
Source: https://www.itu.int/pub/D-STR-DIGITAL.02-2019

The SDG Digital Investment Framework guides governments and partners in adopting a comprehensive 
approach to invest in digital infrastructure and enhancing SDG programing across sectors. This framework 
is structured into four layers:

The SDG Digital Investment Framework is organized into four interrelated layers designed to support gov-
ernments in taking a whole-of-government approach to digital investments for achieving the Sustainable 
Development Goals (SDGs). Here’s a summary of these layers:

1. SDG Targets: These represent the 17 goals and 169 targets set by the United Nations to achieve sus-
tainable development. They provide high-level, measurable objectives for governments to align their 
digital investments and development goals. 

2. Use Cases: Detailed descriptions of the steps or user journeys required to achieve specific business 
objectives that contribute to one or more SDG Targets. They are user-centric, sector-specific, and high-
light the actors involved. Use Cases define the necessary business processes and can be improved 
through digital technology. 

https://www.who.int/publications/i/item/9789240010567
https://media.path.org/documents/TS_dhs_journey_to_scale.pdf
https://media.path.org/documents/TS_dhs_journey_to_scale.pdf
https://www.itu.int/pub/D-STR-DIGITAL.02-2019
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3. WorkFlows: Generic business processes that are applicable across multiple sectors and support the 
delivery of Use Cases. These processes include client case management, client communication, pro-
curement, and content management. They are common across various SDG-related programs. They 
help streamline and integrate operations, allowing for efficient and scalable implementation of digital 
solutions. 

4. ICT Building Blocks: Reusable software components that provide essential functionality to support 
generic WorkFlows. These components are designed for scalability, interoperability, and compliance 
with relevant standards. They can be open-source, commercial off-the-shelf (COTS), or freely available. 

This framework helps governments map their development goals to specific digital solutions, ensuring 
efficient and coordinated use of resources. It promotes the reuse of digital infrastructure across sectors, 
maximizing return on investment and supporting sustainable digital transformation. Drawing from enter-
prise architecture planning, the framework connects SDG targets with ICT building blocks, aligning tech 
investments with business strategies. This framework serves as both a simplified guide and a reference, 
enabling governments to efficiently map out their digital strategy to kickstart their digital investment and 
planning endeavor. 

This framework also provides examples, summarizes the use cases, workflows, and ICT building blocks 
that have so far been cataloged; and presents a step-by-step process for applying the framework to an 
organization’s architecture and investment planning. 

5. A Framework for the Economic Evaluation of Digital Health 
Interventions 
Source:  https://openknowledge.worldbank.org/handle/10986/39713

The World Bank commissioned a specialized economic evaluation framework (Wilkinson, Wang, Fried-
man, & Görgens, 2023). This framework is designed for countries facing decisions on which DHIs to scale 
up within constrained health budgets. It aids in defining the value of DHIs and using economic evaluation 
for well-informed choices. Using a ‘gap map’ of evidence from economic evaluation of DHIs, this resource 
highlights the scarcity of economic data.

The framework comprises 5 steps: (1) determine the context, (2) determine the intervention type, (3) es-
tablish level of complexity, (4) analytical principles, and (5) presenting the value proposition (Figure 30). 

https://openknowledge.worldbank.org/handle/10986/39713
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Figure 30. Digital Health Intervention 
Economic Evaluation Framework (Source: 

World Bank, 2023)

The stages are described in detail as part of the resource. Its implementation promotes methodological 
transparency, enhancing the overall utility of economic evaluations of digital health interventions. Moreover, 
the framework is firmly based on and embedded within existing guidelines, including WHO’s Classification 
of digital interventions, services and applications in health vers. 2.04 and refers to the project maturity cy-
cle of the WHOs Guide to Monitoring and Evaluating DHIs (both described earlier). 

6. Total Cost of Ownership Tool Digital Health Sustainability 
Calculator 
Source: https://digitalsquare.org/market-analytics

To ensure digital health sustainability, it’s crucial to recognize the impact of market forces on the digital 
health landscape. This includes how market dynamics influence the introduction, adoption, and scaling 
of digital health tools, their associated costs, and the financial strategies for digitally transforming health 
systems. To navigate these complexities, Digital Square introduced two tools aimed at fostering a more 
sustainable digital health ecosystem.

The Total Cost of Ownership Tool is a user-friendly Excel-based tool that aids health managers in craft-
ing realistic budgets for digital health initiatives. It shines a light on often-missed hidden costs, key cost 
drivers, and variances, with a special focus on operational expenses that are frequently underestimated 
during the budgeting phase. 

the Digital Health Sustainability Calculator offers insights into the financial requirements for maintain-
ing sustainable digital health services within a country. Utilizing data from costed country roadmaps, this 
tool provides preliminary inputs to help stakeholders comprehend the full financial scope of sustaining 
digital health efforts.

https://www.who.int/publications/i/item/9789240081949
https://www.who.int/publications/i/item/9789240081949
https://digitalsquare.org/market-analytics
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7. Closing the digital divide: More and better funding for the 
digital transformation of health 
Source: https://transformhealthcoalition.org/investing-in-digital-health/

Developed by Transform Health, this framework champions the need for enhanced and more cohesive fi-
nancial backing, both domestically and internationally, to foster the equitable, inclusive, and sustainable 
digital evolution of health systems in LMICs.

It presents six strategic recommendations targeted at national governments, international donors, and 
the private sector. 

1. More investment from domestic and international sources 
2. Better coordinated and aligned investments 
3. A costed digital health strategy and investment road map 
4. A robust regulatory framework and policy environment 
5. Mechanisms for meaningful multi-stakeholder engagement 
6. Improved digital connectivity

https://transformhealthcoalition.org/investing-in-digital-health/
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Annex 9. Gender, Equity & Inclusion 
1. Roundtable on Digital Inclusion 
Source:  https://www.un.org/techenvoy/sites/www.un.org.techenvoy/files/general/Definition_Digital-In-
clusion.pdf

Digital inclusion is considered a social determinant of health 125. “Roundtable on Digital Inclusion” is a 
“living document” in which the UN defined digital inclusion as “equitable, meaningful, and safe access to 
use, lead, and design of digital technologies, services, and associated opportunities for everyone, everywhere”. 
Whilst the text is not specific to the health domain, it should be considered as a fundamental resource to 
guide the integration of “gender inclusion and equity” into digital programing.

This document provides a concise overview of definitions and key thematic areas in digital inclusion.  It 
underscores the necessity of adopting an intersectional approach to address systemic challenges like 
racism, unconscious bias, gender discrimination, LGBTQ+ discrimination, and other biases against mar-
ginalized groups and provides an overview of digital inclusion considerations related to data disaggrega-
tion, the availability of an enabling infrastructure and connectivity, as well as factors pertaining to access, 
affordability and participation.  

To exemplify, with regards to the topic of data disaggregation, the resource highlights the collection of data 
through digital applications on criteria such as ability, migration or displacement status, age, location, in-
digenous identity, education, and income as particularly important to monitor and evaluate any digital in-
tervention. To date, these data are by and large missing, but they are needed to capture the multifaceted 
nature and extent of ongoing exclusion and will provide the evidence required to identify precise policy 
interventions to remedy the status quo. 

Another factor that is considered in the documents is the importance of affordable connectivity, given that 
mere access to the Internet is often inadequate and pattered by determinants such as those listed above. 
Digital access must be meaningful and cater to the practical online requirements of individuals. Such ac-
cess encompasses digital equipment, frequency and depth of use, necessary skills, cultural considerations, 
and the availability of content in native languages. For example. English’s predominance online inherently 
privileges its speakers, thereby amplifying their engagement in digital activities and economies.

2. Bridging the Digital Gender Divide. Include, upskill, 
innovate (OECD) 
Source: bridging-the-digital-gender-divide.pdf (oecd.org)

The objective of this OECD report is to enhance the evidence base and provide policy recommendations to 
support the equitable participation of women in the digital economy. It aims to address the various barri-
ers that contribute to the digital gender divide and to promote gender equality in digital access, skills, and 
opportunities.

The primary audience includes policymakers, government officials, international organizations, and stake-
holders involved in gender and digital inclusion. The report is intended to guide these entities in formulating 
and implementing effective policies to bridge the digital gender gap. 

The report adopts a multifaceted approach that integrates data analysis, policy evaluation, and case studies. 
It examines the root causes of the digital gender divide, such as access, affordability, education, skills, and 
socio-cultural norms. It also explores the impact of digital transformation on gender equality and identifies 
key areas where policy interventions can make a significant difference. The report also outlines a number 
of current gaps and challenges that need to be addressed going forward:

https://www.un.org/techenvoy/sites/www.un.org.techenvoy/files/general/Definition_Digital-Inclusion.pdf
https://www.un.org/techenvoy/sites/www.un.org.techenvoy/files/general/Definition_Digital-Inclusion.pdf
https://www.oecd.org/digital/bridging-the-digital-gender-divide.pdf
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1. Access and Affordability: Women are less likely to own smartphones or have access to the Internet, 
especially in developing regions, due to cost barriers. 

2. Education and Skills: There is a significant gap in women’s enrolment in STEM fields and their acqui-
sition of digital skills, which hampers their ability to compete in the digital economy. 

3. Socio-Cultural Norms: Gender biases and societal expectations limit women’s participation in the 
digital world and their career advancement in tech industries. 

4. Employment and Entrepreneurship: Women are underrepresented in ICT jobs, leadership positions, 
and innovative entrepreneurship. They also face challenges in accessing venture capital and other 
funding. 

5. Safety and Security: Online harassment and cyber violence disproportionately affect women, discour-
aging their use of digital technologies. 

The report highlights the need for coordinated policy actions to address these gaps, including raising 
awareness, enhancing digital literacy, improving access and affordability of digital tools, and fostering an 
inclusive digital culture. It highlights the importance of evidence-based policymaking and the collection 
of gender-disaggregated data to monitor progress and adjust strategies accordingly.

3. Digital Health Equity Framework (DHEF) 
Source:  Untitled (jmir.org)

Digital Health Equity Framework (DHEF)130 integrates health equity factors with digital determinants of 
health to address the comprehensive nature of health disparities. The DHEF acknowledges social stratifi-
cation and intersectional factors like race, age, income, and geography, which influence health outcomes.

This framework goes beyond the health system’s role as a social determinant of health by postulating that 
health equity encompasses digital health equity, thus involves going beyond individual factors to consid-
er the entire health system. Digital determinants of health, such as access to resources and digital health 
literacy, interact with intermediate factors like psychosocial stressors, preexisting health conditions, and 
health-related beliefs and behaviors. The DHEF emphasizes the role of the health system as a determinant 
of health and advocates for equitable resourcing and quality of digital health care to reduce disparities. 
Taking an ecological perspective, the framework recognizes the influence of social, cultural, and economic 
contexts on individuals’ use of technology and their overall health. 

https://www.jmir.org/2020/6/e19361/PDF
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Figure 31. Digital Health Equity Framework 
(Crawford & Serhal, 2020)

Further research is needed to quantify the assertions of the framework alongside investigations to as-
sess the ways in which digital determinants of health may affect digital health equity (Crawford & Serhal, 
2020). However, in the meantime, for those working in DH planning, programing and implementation, this 
framework highlights the many intersections that if not addressed adequately, can have the unintended 
consequences of compounding or furthering health inequities. 

4. National Institute on Minority Health and Health Disparities 
Research Framework Expanded for Digital Health Equity 
(Richardson et al 2022) 
Source:  A framework for digital health equity | npj Digital Medicine (nature.com) 182

This framework highlights the importance of addressing digital determinants of health (DDoH) such as ac-
cess to technology, digital literacy, and community infrastructure, along with social determinants of health 
(SDoH) and thus holds relevance for those working to digitize health solutions that form part of the health 
and also broader public systems. The authors emphasize the need for interventions targeting community 
and societal-level determinants to effectively address health inequities (Figure 32). They also discuss the 
potential for intervention-generated inequalities in digital health and advocate for incorporating multi-lev-
el approaches and considering DDoHs in digital health interventions development and implementation to 
promote equity and impact.

https://www.nature.com/articles/s41746-022-00663-0
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Figure 32. National Institute on Minori-
ty Health and Health Disparities Research 

Framework Expanded for Digital Health Equity 
(Richardson et al., 2022)

5. Why Gender Matters for Digital Health 
Source: https://health.bmz.de/studies/why-gender-matters-for-digital-health/

Why Gender Matters for Digital Health is a technical brief published by GIZ 131, which contains recom-
mendation specific to gender-sensitive programing in DH, i.e., it provides evidence-based guidance on 
how to address gender inequalities while developing digital health solutions. The paper describes how DH 
solutions can be used as tools to empower marginalized groups if designed in a manner that “recogniz-
es and identifies existing gender specific differences, problems and inequalities and integrates them into 
strategies and measures.” Moreover, in describing some of the challenges and risks, including the digital 
gender divide, risks of violence and algorithmic biases, attention is drawn to areas that DH planners and 
implementers should be aware of.

The paper evaluates the gender-specific advantages and challenges associated with Digital Health Inter-
ventions (DHIs). It concludes with seven key recommendations aimed at enhancing gender sensitivity in 
digital health initiatives.: 

1. Design with the (gendered) user  
2. Understand the existing (gendered) ecosystem 
3. Be (gender-disaggregated) data driven  
4. Address (gendered) privacy and security needs  
5. Use open standards, open source, open innovation  
6. Include a gender objective and budget 
7. Plan for gender and diversity in human resources  

These recommendations are derived with reference to the Principles for Digital Development 84.

https://health.bmz.de/studies/why-gender-matters-for-digital-health/
https://digitalprinciples.org/
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6. Youth-centred digital health interventions 
Source: https://www.who.int/publications/i/item/9789240011717

Released in 2021 by WHO’s Department of Sexual and Reproductive Health and Research, this framework 
guides the planning, development, and implementation of digital solutions to promote better health among 
young people. It is intended for DHI designers, developers, implementers, researchers, and funders, and 
usable as a start-to-finish primer for newcomers in digital health as well a resource with specific insights 
for those already engaged in the field. 

The guide is based on an underlying theoretical framework which was developed for the purpose of and is 
described in detail within this guide (Framework for youth-centred digital health interventions). It covers 
three phases of DH programing: planning, developing, and implementing. The first part covers topics in-
cluding the conduct of landscape analyses, needs assessments, and human-centered design that respects 
cultural diversity and addresses the marketing of digital solutions and their evaluation. 

The second part of the guide includes real-life implementation examples of digital initiatives designed 
specifically for young people and their perspectives on various aspects of DH programing, advice on good 
practice and pitfalls, as well case studies from leaders in the field.  

Readers may find particularly useful that each section refers to additional tools and resources to inform 
the respective program stage. The document also provides key lesson’s learned by funders to guide future 
investments and scale up of youth-centered digital health interventions.

7. UNICEF’s GenderTech Toolkit: Building digital solutions for, 
with, and by girls 
Source:  Innovation and Technology for Gender Equality | UNICEF East Asia and Pacific

The UNICEF EAPRO Gender and Innovation team is developing a toolkit on best practices to support dig-
ital innovators, designers, and implementers who seek to address the particular considerations for girls 
as users of digital solutions. The aim is to ensure equal benefits for girls and young women in the digital 
sphere and to thereby bridge the gender digital divide. It is not DH specific, but can be applied in the con-
text of DH. The toolkit comprises four distinct tools:

1. How to build digital solutions for girls’ digital realities: This tool assists innovators in creating digital 
products that cater to the needs of both young women and girls, as well as male users. It offers eight 
best practices and includes practical steps, advice, and examples to guide teams in designing for fe-
male user journeys, considering their digital realities. 

2. How to co-create digital solutions with girls: Recognizing the importance of co-creation, this guide 
emphasizes putting end users at the forefront of the design process. It particularly addresses the need 
for intentional efforts to include girls in co-creation activities, providing eight tips and best practices 
for teams to co-create digital solutions that meet both boys’ and girls’ needs. 

3. How to include girls in digital product user testing: Targeted efforts are needed to include female 
users in design and product testing, an aspect that is often neglected in the process. This learning 
brief comprising 11 best practices, and guides teams to consider limitations related to e.g., movement, 
cultural practices, consent, and venue selection that may present challenges or render it difficult for 
female users to participate in activities for product design and user testing. 

4. How to conduct consultations with girls: Remote consultations for digital product development has 
become more commonly used since the COVID-19 pandemic given the need to shift to remote ap-
proaches. This guide supports teams in conducting remote consultations with girls on digital plat-
forms when face-to-face contact is not feasible. It offers practical tips to address differences between 

Source:%20https://www.who.int/publications/i/item/9789240011717
https://www.unicef.org/eap/innovation-and-technology-gender-equality
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in-person and online sessions, as well as challenges impacting girls’ digital use and participation. 
While tailored for the needs of adolescent girls, some tips may benefit other groups engaged in re-
mote consultations.  

8. WHO-ITU Global standard for accessibility of telehealth 
services 
Source: 9789240050464-eng.pdf (who.int)

The “WHO-ITU Global Standard for Accessibility of Telehealth Services” was written to facilitate equitable 
access to telehealth services, particularly for individuals with disabilities. This guidance outlines technical 
requirements that telehealth platforms must meet to be accessible to persons with various impairments, 
thereby promoting inclusivity and addressing the digital divide. 

The guidance is intended for governments, telehealth platform developers, healthcare providers, and civ-
il society groups advocating for accessible health services. Governments can use it to create regulations 
ensuring that telehealth services are inclusive, while developers and healthcare providers can adopt these 
standards voluntarily to enhance the accessibility and usability of their platforms. 

This guidance supports the integration of AI into digital health solutions by specifying accessibility features 
that must be incorporated into telehealth platforms, such as compatibility with assistive devices, real-time 
captioning, and text-to-speech functionalities. By addressing these requirements, telehealth platforms can 
leverage AI to provide more effective and user-friendly services, ensuring that all patients, regardless of 
their abilities, can benefit from digital health innovations.  

9. WHO’s Ethics and governance of artificial intelligence for 
health 
Source: 9789240029200-eng.pdf (who.int)

The WHO’s “Ethics and Governance of Artificial Intelligence for Health” guidance document addresses the 
ethical, legal, and social challenges associated with integrating AI into health systems. This guidance has 
been designed to help ensure AI technologies enhance healthcare delivery while protecting human rights 
and promoting equity. Targeted primarily at ministries of health, this guidance is also relevant for technolo-
gy developers, healthcare providers, regulatory agencies, and other stakeholders involved in AI for health.

The guidance emphasizes the need for collective action among all stakeholders to integrate ethical norms 
throughout the design, development, and deployment of AI technologies. It provides a structured approach 
to managing the ethical implications of AI, so that transparency, accountability, and inclusiveness can be 
ensured. By adopting these principles, stakeholders can mitigate risks such as exacerbating existing bias-
es, compromising patient autonomy, and creating disparities in healthcare access. 

Moreover, the document outlines practical advice for AI developers, ministries of health, and healthcare 
providers, aiming to foster responsible AI use that aligns with human rights and ethical standards. It sup-
ports the integration of AI into digital health solutions by promoting the development of interoperable and 
transparent AI systems that can be effectively regulated and monitored. This approach not only enhanc-
es the efficiency and effectiveness of healthcare delivery but also builds public trust in AI technologies. 

Overall, the WHO guidance serves as a foundational framework to navigate the complexities of AI in health, 
ensuring that its implementation contributes to improved health outcomes globally while safeguarding 
ethical principles and human rights.

https://iris.who.int/bitstream/handle/10665/356160/9789240050464-eng.pdf?sequence=1
https://iris.who.int/bitstream/handle/10665/341996/9789240029200-eng.pdf?sequence=1
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10. WHO’s Ethics and governance of artificial intelligence for 
health – Guidance on large multi-modal models 
Source: Ethics and governance of artificial intelligence for health. Guidance on large multi-modal models 
(who.int)

The “Guidance on Ethics and Governance of AI for Health: Large Multi-Modal Models” issued by WHO is 
essential for several reasons. Firstly, it addresses the integration of large multi-modal models (LMMs) into 
digital health solutions, which are advanced AI systems capable of handling diverse data types such as 
text, images, and biosensor data. This guidance is vital because it builds on the previous 2021 document 
“Ethics and Governance of Artificial Intelligence for Health,” expanding the scope to include the complex 
challenges and opportunities presented by LMMs.

The primary audience for this guidance includes governments, technology developers, healthcare providers, 
and policymakers. It is designed to assist these stakeholders in navigating the ethical, legal, and technical 
complexities of deploying AI in healthcare settings. By providing a framework for the responsible develop-
ment and use of LMMs, the guidance helps ensure that these technologies are used in ways that promote 
human well-being, safety, and public interest while safeguarding autonomy, inclusiveness, and equity. 

The importance of this guidance lies in its comprehensive approach to governance, emphasizing the need 
for transparency, accountability, and sustainability in AI applications. It outlines specific measures that 
can be taken at various stages of AI implementation—from development and provision to deployment—
thereby supporting stakeholders in mitigating risks such as bias, misinformation, and privacy concerns. 
Additionally, it encourages the adoption of international standards and collaborative efforts to ensure that 
AI technologies contribute positively to global health outcomes. 

By extending the principles and recommendations from the 2021 document, this guidance specifically ad-
dresses the unique challenges posed by LMMs, such as their potential for rapid, widespread adoption and 
the novel risks they introduce. It also highlights the need for robust international governance frameworks 
to manage these risks effectively and promote the equitable use of AI in health. 

In summary, this guidance is a key resource for the ethical and effective integration of LMMs into digital 
health solutions, ensuring that advancements in AI contribute to improved health outcomes while uphold-
ing fundamental ethical principles and human rights.

https://iris.who.int/bitstream/handle/10665/375579/9789240084759-eng.pdf?sequence=1
https://iris.who.int/bitstream/handle/10665/375579/9789240084759-eng.pdf?sequence=1
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Annex 10. Capacity Strengthening 
1. Digital education for building health workforce capacity  
Source: https://www.who.int/publications/i/item/9789240000476

This guide addresses some fundamental questions about the use of digital modalities to deliver training for 
the HWs, including a presentation of the existing evidence, and the postulation of a framework for building 
health workforce capacity, based on external factors, system-level factors, institutional factors and individ-
ual factors required to embed ICT as foundations for transforming the health education system (Figure 33).

The guideline underscores the urgent need to address challenges in the global health workforce through 
digital education or e-learning, offering a framework for policy directives. Key thematic areas that are cov-
ered include increasing student enrollment, improving learning outcomes, reaching health workers in re-
mote areas, strengthening educator competency, and enabling lifelong learning.

Figure 33. Conceptual framework for the use 
of e-learning for building health workforce 

capacity in improving health system outcomes 
(Source: WHO, 2020 - adapted from Tudor et 

al. 2018) 

The document also highlights that the effectiveness of digital education to enhance competencies and 
satisfaction of health care workers is largely dependent on implementation methods. According to the 
guideline, factors influencing effectiveness include learning objectives, modalities (e.g., mobile phones, 
online education), delivery modes, instructional methods, assessment tools, learning pedagogies, study 
populations, and specific health topics.  

The digital divide poses a significant implementation barrier, both within and between countries, limiting 
equal access to digital education. The report emphasizes the need for further research, rigorous evalua-
tions, audits, investments, and collaborations to optimize digital education approaches. 

A framework for building health workforce capacity through digital education identifies four levels of fac-
tors: external, system-level, institutional, and individual. External factors include the population’s digital 
and health literacy, receptiveness to innovations, and governmental support. System-level factors involve 
long-term plans, policy incorporation, technical infrastructure, funding, and multisectoral collaboration. 
Institutional factors encompass organizational ownership, infrastructure, governance, financing, and in-
dividual beliefs within educational institutions. Individual factors relate to the attitudes and behaviors of 
administrators, teachers, students, and support staff. 

https://www.who.int/publications/i/item/9789240000476
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Addressing these factors is essential for maximizing the potential of digital education and reducing the dig-
ital divide. The report combines scientific evidence, practical suggestions, and guidance to help stakehold-
ers formulate effective approaches using digital tools for health workforce education and capacity building.

2. Empowering the health workforce – Strategies to make the 
most of the digital revolution138 
Source: https://www.oecd.org/els/health-systems/Empowering-Health-Workforce-Digital-Revolution.pdf 

This strategy document, published by the OECD focuses on challenges regarding the process of digital 
transformation in the European region. Moreover, the resource elaborates on evidence regarding HWs 
barriers and enablers to engaging in the digital transformation and measures to better enable the HWF.

Whilst this document concerns the European region only, some of the learnings may still be applicable to 
contexts in LMICs to some extent. If anything, the lack of evidence from LMICs should inspire investiga-
tions on the topic which to directly inform and benefit the ongoing efforts of DH planners and implement-
ers in the global south. 

The resource documents that HWs in the European region employ digital tools in their day-to-day work, 
but they question their value, and even perceive them as hindrances. Opportunities for gaining further dig-
ital competencies were lacking and concerns were raised around existing systems from pre-digital times 
lacking alignment with the new technologies. Concerns about poor usability of tools and transparency, data 
privacy, and workflow disruption prevailed and placed undue burden on the HWs. On a positive note, HWs 
acknowledged the benefits of digital technologies but question their overall value. It was also noted that 
barriers, including social norms, gender inequality, and limited access to digital devices persist. 

Even though these are the experiences of European HW, who find themselves in very different health care 
and infrastructural environments compared to their professional counterparts in LMICs, there are still some 
parallels that can be drawn for DH planners and implementers. This also applies to the recommendations 
from the report, which focus on merging digital skills into health education, improving user-friendliness, 
and fostering inclusivity in workforce planning. These measures aim to overcome barriers, empowering 
health workers and enhancing their role in the ongoing digital transformation. 

https://www.oecd.org/els/health-systems/Empowering-Health-Workforce-Digital-Revolution.pdf
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Annex 11. Technical Standards for 
Developers
Four of the most commonly used standard references are: Evidence Standards Framework for Digital Health 
Technologies 41, ISO 82304-2 183, the Digital Health Applications (DiGA) 184 and Food and Drug Adminis-
tration’s process.

Figure 34. Digital Health: A Path to Valida-
tion (Source: Simon C. Mathews, Michael J. 

McShea, Casey L. Hanley, Alan Ravitz, Alain B. 
Labrique & Adam B. Cohen) 

1. Evidence Standards Framework for Digital Health 
Technologies (ESF) 
The National Institute for Health and Care Excellence (NICE) created the Evidence Standards Framework for 
Digital Health Technologies (ESF), in collaboration with NHS England, Public Health England and MedCity. 
Although ample research has been undertaken globally into what evidence should look like, this tiered ap-
proach is the most established methodology to date. The framework, which was recently updated, groups 
products into tiers based on their functionality, each of which outlines what developers must establish for 
their digital health technology.  

2. ISO 82304-2  
The ISO 82304-2 developed as a new European standard, was launched in 2021. The standard has been 
designed for self-certification by developers, enabling innovators to easily identify if they meet the stan-
dard. It has also been designed to inform assessment processes being developed with different accrediting 
bodies. For assurance, the guidance asks organizations to demonstrate different types of evidence, and 
indicates, based on some intended usages, that an observational study or a RCT is required.  
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3. The Digital Health Applications (DiGA) process 
Created in Germany in 2020, the DiGA requires healthcare tools to meet specified criteria to be recognised 
under the Digital Healthcare Act as medical products. The certification requests data on evidence, with the 
requirement for a quantitative comparative study with the methodology adequate for the product. The DiGA 
also considers the maturity of digital health technologies in their product development cycle. Innovators 
can apply for the DiGA without an RCT and get temporary registration for a year, but they have to complete 
an RCT within this year. This gives lower maturity technologies time to gather evidence.  

4. Food and Drug Administration (FDA)  
In the United Stated of America, the FDA is responsible for protecting the public health by ensuring the 
safety, efficacy, and security of human and veterinary drugs, biological products, and medical devices. In 
2020, FDA established the Digital Health Center of Excellence (DICE) with the objective of empowering 
stakeholders to promote health care through responsible and high-quality digital health innovations. The 
FDA’s goal is to offer innovative regulatory approaches that ensure efficient oversight with minimal burden, 
all while upholding the FDA’s standards for product safety and effectiveness. A list of guidance documents 
can be found online 69, offering clear insights into the FDA’s regulations pertaining to digital health products.
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Annex 12. Digitizing Immunization Programs 
1. Guidance on the use of digital solution to support COVID-19 
national deployment and vaccination plans  
Source: https://campaigneffectiveness.org/resources/guidance-on-the-use-of-digital-solutions-to-sup-
port-the-covid-19-national-deployment-and-vaccination-plans/ 

Introducing any new vaccine, especially to new target populations and using new delivery strategies, is chal-
lenging, especially in emergencies like during the COVID-19 pandemic. Thus, in 2021, the Digital Centre for 
Excellence* (DICE) initiative published this guidance on using digital solutions to support COVID-19 national 
deployment and vaccination plans (NDVPs). This guide, prepared by the COVAX working group, focuses on 
assessing the national context to identify facilitators and barriers for applying the most suitable and sus-
tainable DH solutions. It also helps prioritize activities such as regulatory preparedness, coordination and 
planning, delivery strategies, supply chain management, human resource management, and monitoring.  

Specifically, this guideline and included framework identify and target 12 pillars:  

1. Regulatory preparedness 
2. Planning and coordination 
3. Costing and funding 
4. Identification of the target populations 
5. Vaccination delivery strategies 
6. Preparation of supply chain and management of health care waste 
7. Human resource management and training 
8. Vaccine acceptance and uptake 
9. Vaccine safety monitoring, management of adverse events following immunization and injection safety 
10. Immunization monitoring systems 
11. COVID-19 surveillance 
12. Evaluation of COVID-19 vaccine introduction 

For each pillar, DICE defines the activities to be prioritized, identifies potential bottlenecks, and suggests 
relevant digital interventions. By recommending DHIs, the guide provides an overview of the most promis-
ing evidence-based digital innovations and procedures that can be deployed at different stages of vaccine 
planning, distribution, and scaling up in LMICs, using the NDVP framework.  

DICE recommends that the proposed actions in this guideline complement broader guidance and strate-
gically reference the WHO Digital Implementation Investment Guide (DIIG) and UNICEF’s digital health 
guidance for the COVID-19 response.

2. Primer on Digital Solutions for COVID-19 Vaccination 
Service Delivery 
Source: https://www.usaid.gov/sites/default/files/2023-02/COVID-19_Primer_FINAL_CLEARED%20
%28002%29.pdf

The COVID-19 Primer provides examples to planners, funders, and implementers looking to utilize digital 
health tools for pandemic and post-pandemic response.  

This primer highlights a framework adapted from the World Bank for digital health use in vaccine delivery 
systems and suggests how the global health community and policymakers can utilize digital health tools 
and data to support vaccination efforts. Case studies in the annex show how countries adapted digital tools 
for COVID-19 immunization across ten identified use cases. The primer also demonstrates how data from 

*A multi-agency initiative co-led by UNICEF and the World Health Organization, DICE provides coordinated technical assistance 
to national governments and partners on digital health interventions that address health priorities in the context of the COVID-19 
pandemic, as well as post-pandemic health system needs.

https://campaigneffectiveness.org/resources/guidance-on-the-use-of-digital-solutions-to-support-the-covid-19-national-deployment-and-vaccination-plans/
https://campaigneffectiveness.org/resources/guidance-on-the-use-of-digital-solutions-to-support-the-covid-19-national-deployment-and-vaccination-plans/
https://www.usaid.gov/sites/default/files/2023-02/COVID-19_Primer_FINAL_CLEARED%20%28002%29.pdf
https://www.usaid.gov/sites/default/files/2023-02/COVID-19_Primer_FINAL_CLEARED%20%28002%29.pdf
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one use case can be valuable for others and emphasizes the importance of strategic planning and interop-
erability for sustainable health systems. 

The Primer highlights the importance to plan and implement digital health systems in keeping the follow-
ing six considerations for digital health implementations: 

1. Understand the enabling environment for digital health systems 
2. Follow established processes and guidance when implementing digital health systems 
3. Adapt and scale 
4. Conduct thorough requirements gathering 
5. Consider global goods and digital public goods 
6. Leverage data exchange 

By doing this, it identifies nine areas: 

1. Microplanning 
2. Supply chain 
3. Cold chain 
4. Records (including immunization registries) 
5. Decision support 
6. Vaccine certificates 
7. Monitoring 
8. Risk communication and engagement 
9. Training and human resources for health 

For each area, the primer presents the topic’s value, necessary requirements, users and suggested digital 
tools. Additionally, it features a detailed case study for each area.

3. Guidance on developing a national deployment and 
vaccination plan for COVID-19 vaccines 
Source: https://www.who.int/publications/i/item/WHO-2019-nCoV-Vaccine-deployment-2021.1-eng

This guidance is designed to guide national governments in developing and updating their National Deploy-
ment and Vaccination Plan for COVID-19 vaccines. It does not address ICT implementation but should be 
used as a supplement to Guidance on the use of digital solution to support COVID-19 national deploy-
ment and vaccination plans.  

This guidance document provides a framework to help countries: 

• Develop and update their National Deployment and Vaccination Plan for introducing COVID-19 vaccines. 
• Design strategies for the deployment, implementation, and monitoring of COVID-19 vaccines. 
• Ensure that the plan and related funding align with other national COVID-19 recovery and response 

plans. 
• Fully integrate implementation into national governance mechanisms. 

https://www.who.int/publications/i/item/WHO-2019-nCoV-Vaccine-deployment-2021.1-eng
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4. Digital Health Information Interventions for Immunization 
Demand Generation: A guide for selecting appropriate tools 
and technologies  
Source: https://www.gavi.org/programmes-impact/our-impact/digital-health-information-dhi 

GAVI, in collaboration with UNICEF, the WHO, the Vaccination Demand Hub, and HealthEnabled, provides 
recommendations for country immunization programs to identify appropriate digital health interventions 
that can enhance vaccine confidence and immunization demand. 

The guide Digital Health Information Interventions for Immunization Demand Generation: A Guide for Se-
lecting Appropriate Tools and Technologies presents a stepwise approach and considerations for selecting 
and planning digital technologies to improve immunization demand. It draws on evidence and early ex-
periences from Gavi-supported countries. The guide examines digital solutions for immunization demand 
categorized as follows: 

• Supported with strong evidence: Caregiver mobile phone reminders, conditional cash transfers, and 
social and behavior change mobile messages. 

• Promising: Health worker eLearning and remote training, health worker job aids, alerts, and reminders. 

• Emerging/new: Call centers, hotlines, automated information menus, social media engagement, ser-
vice experience feedback, supportive supervision, coaching, peer support, and adverse events follow-
ing immunization (AEFI) reporting, monitoring, and support. 

• Less likely to show success: Vaccination-themed video games, unique project-specific apps, central-
ly-curated push messages, text-based SMS, and digital as a stand-alone intervention. 

The guide illustrates how digital tools can support immunization uptake and demand, offering a roadmap 
for digital demand intervention planning and selection, along with key considerations for design, develop-
ment, and implementation. It explores steps in the journey and relevant digital solutions. 

Some suggested approaches for decision-makers and programs considering digital technologies to im-
prove immunization demand include: 

• Plan for scale. 
• Engage the government from the beginning. 
• Co-create with the intended audience. 
• Work with local creative content developers. 
• Negotiate with mobile network operators. 
• Consider the source of data on digital access. 
• Develop a marketing promotion strategy. 
• Take advantage of opportunities for repeat exposure. 
• Provide a link to physical services.

5. Digital Square’s Electronic Immunization Registries (EIRs) 
Source:  https://media.path.org/documents/HSID_BID_LessonsLearned_EIR_br.pdf  

This brief summarizes the approaches and interventions implemented in partnership with the govern-
ments of Tanzania and Zambia to improve immunization data quality and usage. Both countries adopted 
an Electronic Immunization Registry (EIR) as the primary tool among a suite of interventions to address 
data-related challenges. Key stakeholders in both countries adapted common requirements to their spe-
cific contexts, embracing the core principles of open technology and interoperability. 

https://www.gavi.org/programmes-impact/our-impact/digital-health-information-dhi
https://media.path.org/documents/HSID_BID_LessonsLearned_EIR_br.pdf
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Key recommendations based on lessons learned for developing EIR platforms include: 

1. Establish clear system requirements and expectations with all key stakeholders at the beginning of 
the process. 

2. Allow sufficient time for software development and testing. 
3. Ensure a user-centered design methodology to provide timely testing and input throughout system 

development. 
4. Build sustainability plans from the start by involving the Ministry of Health in all processes and engag-

ing local technology partners as needed. 
5. Pair the EIR tool with data use interventions to enhance understanding of the value of data at all gov-

ernment levels. 
6. Use SMS birth notifications selectively and where appropriate. 
7. Remain flexible throughout the process, adjusting strategies as new lessons are learned. 
8. Collaborate with the government and partners to understand the current landscape 

Concerning EIRs, also Digital Square has developed insightful briefs available here: https://digitalsquare.
org/resourcesrepository/eirlandscape 

Their report, “Electronic Immunization Registries in Low- and Middle-Income Countries” built on lessons 
from previous EIR experiences in LMIC contexts provides system design recommendations. It also sum-
marizes how registries can impact service delivery and outcomes. The three objectives of this report are to: 

• Identify where EIRs have been implemented in LMICs. 
• Summarize how and why EIRs can add value to vaccination programs. 
• Provide recommendations on the functional and nonfunctional requirements for EIR system design. 

The report offers stakeholders guidance on whether to introduce an EIR and how to design system 
requirements. 

Additional briefs from Digital Square include: 

• “How EIRs Can Support Immunization Delivery During COVID and Beyond”: This brief explores the 
benefits of electronic immunization registries in the context of the COVID-19 pandemic. 

• “Considerations for EIR Design”: This brief examines functional and non-functional requirements, as 
well as lessons learned related to EIR design. 

• “EIR Recommendations for Country Stakeholders”: This brief provides recommended steps for 
decision-makers considering the implementation of a new EIR. These recommendations can also be 
applied when scaling or improving an existing EIR.

6. Electronic Immunization Registry: Practical Considerations 
for Planning, Development, Implementation and Evaluation 
Source: https://iris.paho.org/handle/10665.2/34865 

In 2020, PAHO published a comprehensive guide to help EPI managers plan, develop, implement, and 
evaluate EIRs. This guide draws extensively on experiences from the Region of the Americas. 

The main objectives of this document are: 
• Knowledge Generation: To provide immunization program managers at the national and subnational 

levels with knowledge related to information systems and immunization registries. 
• Support for Teams and Experts: To offer teams, EPI managers, and health information systems ex-

perts relevant background and experiences for developing, implementing, maintaining, monitoring, 
and evaluating EIR systems, aiding in their implementation planning. 

https://digitalsquare.org/resourcesrepository/eirlandscape
https://digitalsquare.org/resourcesrepository/eirlandscape
https://iris.paho.org/handle/10665.2/34865
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• Recommendations: To provide technical, functional, and operational recommendations for discussing 
and analyzing the standard requirements needed for developing and implementing EIRs in the Region 
of the Americas and other regions. 

• Documentation and Sharing: To serve as a platform for documenting and sharing lessons learned and 
successful experiences in EIR implementation. 

The document is structured into three major sections: 

1. Background: An overview of EIR-related information. 
2. EIR Planning and Design: Guidance on the planning and design processes. 
3. EIR Development and Implementation: Insights into the relevant processes and their structure. 

This guide also covers topics not extensively discussed in other guidelines, such as cost estimation, data 
quality monitoring and evaluation, and ethical obligations. It also proposes criteria for selecting the ap-
propriate digital solution. 

Additionally, each chapter is supported by a literature review of EIR requirements and summarize the ex-
periences of countries in the Region of the Americas and other regions that have developed or are imple-
menting EIRs.

7. Digital Square’s Digital Applications and Tools Across an 
Epidemic Curve 
Source: https://digitalsquare.org/resourcesrepository/datec

This strategic guide developed by Digital Square and GIZ provides a framework for selecting the best dig-
ital tools for various stages of an outbreak. It emphasizes integrating existing digital technologies into ep-
idemic responses. Adapting existing tools to different phases of a response can be the most strategic use 
of digital interventions, provided they are paired with a systematic approach to adapt, utilize, and scale 
data from deployments. 

The framework identifies 13 critical use cases and provides a visual mapping of these tools across differ-
ent epidemic phases. It offers practical guidance on adapting existing digital tools for rapid deployment 
and effective management during health crises, aiming to improve response efficiency and data-driven 
decision-making. 

The guide also focuses on: 

• Digital tools to support a well-functioning health system 
• Rebuilding and strengthening health systems 
• Interoperability 
• Routine surveillance 
• Utilization of outbreak control tools 
• Investor coordination

https://digitalsquare.org/resourcesrepository/datec
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This guide does not focus on digital solutions but provides a comprehensive strategy for incorporating 
COVID-19 vaccination into existing health systems, particularly primary health care. It is designed for public 
health planners and immunization program managers, outlining principles, benefits, risks, and operational 
steps for integration, drawing on experiences from various countries. Furthermore, this guide emphasizes a 
strategic, evidence-based approach to managing the pandemic while maintaining essential health services. 

Specifically, the guide: 

• Provides principles for integrating COVID-19 vaccination into immunization programs. 
• Offers an overview of the benefits and risks of integrating COVID-19 vaccination. 
• Summarizes country experiences with integration and identifies approaches for integrated service 

delivery. 
• Proposes key steps to guide countries on operationalizing the integration of COVID-19 vaccination at 

national and subnational levels: assessing readiness, developing a plan, and identifying short-term 
capacities and investment needs. 

• Prioritizes a research agenda to generate further evidence on best practices for integrating COVID-19 
vaccination.

8. Considerations for integrating COVID-19 vaccination into 
immunization programmes and primary health care for 2022 
and beyond  
Source: https://www.who.int/publications/i/item/9789240064454

https://www.who.int/publications/i/item/9789240064454
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