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Summary

The use of biological weapons is universally prohibited, which means that no one may lawfully em-
ploy biological agents or toxins as a method of warfare or for other hostile purposes. Biological 
weapons attacks have been very rare in the past, but they could have grave consequences on inter-
national security as well as global health and societal and economic peace. Even the mere allegation 
that a biological weapon had been used could have severe effects, as it could excite strong psycho-
logical reactions and exacerbate international tensions and conflicts. It is therefore crucial that cas-
es of alleged biological weapons use can be investigated independently and in a scientifically and 
technically sound manner. 

The only international mechanism currently available to do that is the UN Secretary-General’s 
Mechanism for Investigation of Alleged Use of Chemical and Biological Weapons (UNSGM). This 
mechanism was formally established by UN General Assembly Resolution 42/37C in 1987 and is ad-
ministered by the UN Office of Disarmament Affairs in New York. It is under the sole authority of the 
UN Secretary-General and does not depend on decisions or actions by the UN Security Council. All 
UN member states can request a UNSGM investigation, provided that they can present sufficiently 
convincing evidence that a biological weapons attack may have taken place. After deciding to launch 
an investigation, the UN Secretary-General can assemble and dispatch a mission team on short no-
tice, drawing on a roster of experts, expert consultants and laboratories previously nominated by UN 
member states. The mission would be tasked to “ascertain the facts of the matter” and report to the 
UN Secretary-General, who would then inform all UN members about the results of the investigation. 
Any UNSGM mission would follow the Guidelines and Procedures set out in UNGA Resolution 44/561 
(1989), which cover all aspects and steps of an investigation from the initial request and the decision 
to launch an investigation, to the conduct of the investigation, all the way to submission of the final 
report.

There are several characteristics that make an investigation in the biological field particularly 
challenging and important. First, the agents – such as bacteria, viruses, fungi, or toxins – occur nat-
urally, which means that their mere presence is not an indicator of deliberate dissemination. Second, 
infectious disease outbreaks with unclear origin are becoming increasingly likely and harbour the po-
tential for suspicion and conflict. Third, biological research and biotechnology often have a dual-use 
character, which means that they usually follow benign intentions but may have a potential to be mis-
used for nefarious purposes. Rapid developments in the life sciences and related technologies like 
artificial intelligence may further increase this risk. Fourth, changing patterns of conflict may have 
an impact on rationales for the use of biological weapons by non-state actors or even by states, for 
instance in small-scale or targeted attack scenarios exploiting the difficulty of attributing a biological 
weapons attack to a source. Considering all these circumstances, ensuring the readiness and effec-
tiveness of the UNSGM to investigate a wide range of scenarios is essential.

The UNSGM is operational and could be used at any time to investigate an alleged biological 
weapons attack, as was most recently tested in a simulated full-scale investigation in the form of a 
Capstone Exercise in Berlin in 2022. Moreover, a number of activities to enhance its operability are 
already being undertaken, such as exercises and training activities for rostered experts and labora-



tories, among other things. At the same time, the mechanism is facing challenges that need to be 
addressed in order to maintain and strengthen it.

First, recent exercises have shown that despite the general viability of the mechanism and on-
going efforts at reinforcement, there is still room for further improvement, for instance in intensified 
training efforts, in the broadening of available expertise and geographical representation on the ros-
ter, and in more detailed preparation for UNSGM investigations that might run in parallel with public 
health or law enforcement investigations of the same incident. 

Second, scientific and technological developments in biology and biotechnology, coupled with ad-
vances in artificial intelligence, need to be monitored for their relevance to a UNSGM mission. On the 
one hand, there are developments, including some with dual-use potential, that could increase risks 
and complicate missions; on the other hand, developments in the area of detection and identification 
of pathogens, for instance, could be used to support an investigation. Artificial intelligence plays an 
ambivalent role, as it could support disinformation campaigns, but could also facilitate important 
investigation tasks.

Third, political initiatives aimed at enhancing the role of the UN Security Council in investigations 
of alleged biological weapons use and proposals to open the Guidelines and Procedures for revision 
have been criticised as attempts to undermine the UNSGM’s independence (which is one of its major 
assets) and to call its current effectiveness into question. Given the crucial role the UNSGM plays in 
addressing allegations of biological weapons use, any attempts to undermine trust in the mechanism 
or its independence should be countered.

Three groups of stakeholders are singled out that could initiate and support activities to strength-
en the UNSGM: UNODA, UN member states, and the disarmament research community. UNODA 
could continue its efforts to enhance the capacities and skills of the rostered experts and labora-
tories through training and exercises, and to expand the range of expertise and geographical rep-
resentation on the rosters. It could also continue to raise awareness and provide guidance to all 
actors involved in, or otherwise affected by, a mission, including in concurrent public health and law 
enforcement investigations. UN member states could support UNODA’s efforts in this regard through 
financial and practical contributions, and could actively counter political efforts to weaken the UN-
SGM. The disarmament research community could help inform stakeholders about the UNSGM and 
its relevance and help identify additional ways to strengthen the mechanism. Taken together, action 
by all three stakeholder groups could ensure that the UNSGM can play its part in achieving the goal 
set out in the preamble of the Biological and Toxin Weapons Convention (BTWC): to exclude once and 
for all the use of biological and toxin weapons.

Frankfurt, December 2024
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1. Introduction1

The use of biological weapons is prohibited worldwide, and no country openly admits to possessing 
or developing these weapons. Yet, concerns regarding secret and illegal bioweapons-related activi-
ties have been expressed time and again, most prominently by China, Russia and the United States. 
More recently, Russia has turned its allegations into a disinformation campaign in which it has been 
accusing the United States and Ukraine of conducting prohibited biological activities on Ukrainian 
territory (Littlewood/Lentzos 2022; Jakob et al. 2022; Bioweapons Disinformation Monitor 2022; 
Zanders 2023). While these claims have not been backed up by credible evidence, they illustrate viv-
idly how biological weapons can become a topic of contention and international tension, especially 
in an acute war situation, even if the weapons are not actually present. In the case of alleged use of 
biological weapons, the situation would likely be even more intricate and harbour even greater poten-
tial for escalation, especially if fuelled by disinformation campaigns – which represent an increasing 
concern in general. The possibility to investigate, confirm or refute allegations of biological weapons 
use independently is hence crucial to containing this risk.

The United Nations Secretary General’s Mechanism for Investigation of Alleged Chemical and 
Biological Weapons Use (UNSGM) (UNODA d) provides such a possibility. It is an ad hoc mechanism 
under the authority of the UN Secretary General (UNSG). It was formalized in 1987 through a resolu-
tion of the UN General Assembly and has its legal basis in the 1925 Geneva Protocol “and any other 
relevant rules of customary law” (A/42/37C (1987), see ch. 3.1). Any UN member may request an in-
vestigation if it can present credible information that an attack with chemical or biological weapons 
may have occurred. The UNSG can then launch an investigation with the help of experts and labora-
tories that were previously nominated by UN member states (see ch. 3.2). UNSGM investigations do 
not require authorization by or approval of the UN Security Council (UNSC) and cannot be subjected 
to a veto of the five permanent UNSC members. This independence is a major strength of the mech-
anism. At the same time, it means that the UNSGM depends on the cooperation of the country on 
whose territory the investigation takes place, as the UNSGM does not have the authority to enforce 
an investigation. The UNSGM is operational and functional, but faces a number of practical, political 
and technological challenges that demand careful attention. This PRIF Report outlines the legal and 
political framework for UNSGM investigations, analyses the mechanism’s relevance in today’s inter-
national security and global health environment, describes its history, its functioning and its current 
state as well as the challenges it is facing, and discusses ongoing efforts and possible future activi-
ties aimed at supporting and strengthening the UNSGM.

With the entry into force of the Chemical Weapons Convention (CWC) in 1997, the establishment 
of the Organisation for the Prohibition of Chemical Weapons (OPCW) and their near-universal mem-
bership of 193 states, it is very likely that any incidents of alleged chemical weapons use would be 
dealt with by the OPCW, or at least with its support. Efforts to strengthen the UNSGM have therefore 

1		 The authors are grateful to Kristoffer Burck, Patrick Flamm, Carmen García López, Elisabeth Hoffberger-Pippan, Iris 
Hunger, Veronika Klymova, Lukas Rademacher, Kadri Reis, and Fabian Unruh for their constructive comments and 
suggestions on an earlier version of this text.
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been focused on alleged biological weapons use. The use of biological agents such as bacteria, 
viruses or toxins as weapons is prohibited by international law, including through the 1925 Geneva 
Protocol2 which prohibits their use in warfare, and the prohibition of biological weapons use has also 
been established as an international customary rule (Henckaerts/Doswald-Beck 2005). In 2017, the 
use of “weapons, which use microbial or other biological agents, or toxins, whatever their origin or 
method of production”3 was moreover added to the list of war crimes through an amendment to the 
Rome Statute of the International Criminal Court (ICC).4 States are not only prohibited from using 
biological weapons, however, but the vast majority of all states have renounced biological weapons 
completely through their membership in the Biological and Toxin Weapons Convention (BTWC). The 
BTWC was opened for signature in 1972 and entered into force in 1975. As of November 2024, it 
had 187 States Parties.5 The near-uniform and consistent state practice of renunciation of biological 
weapons even beyond the BTWC indicates that the non-possession norm for biological weapons 
may have evolved into a universal norm as well. While the BTWC does not contain any reference to 
the use of biological weapons, States Parties have repeatedly affirmed that they consider such use 
as “effectively prohibited under Article I of the Convention” (BWC 2017: 9) which reads:

Each State Party to this Convention undertakes never in any circumstances to develop, pro-
duce, stockpile or otherwise acquire or retain: (1) microbial or other biological agents, or 
toxins whatever their origin or method of production, of types and in quantities that have no 
justification for prophylactic, protective or other peaceful purposes; (2) weapons, equipment 
or means of delivery designed to use such agents or toxins for hostile purposes or in armed 
conflict.

Moreover, the UN Security Council (UNSC) has declared the proliferation of biological weapons a 
threat to international peace and security.6 There is thus a comprehensive prohibition of biological 
weapons in place,7 and no state could admit to possessing or having used biological weapons, or re-
serve the right to do so, without risking a massive loss of prestige and international standing as well 
as serious political and potentially military repercussions.

While the legal and normative basis for the non-possession and non-use of biological weapons 
is strong, there are currently few means available to determine possible violations of this prohibi-
tion. This is particularly problematic since it can be very difficult to distinguish between a biological 
weapons attack and a natural disease outbreak. The ambiguity of a disease outbreak without an 

2		 “Protocol for the Prohibition of the Use in War of Asphyxiating, Poisonous or Other Gases, and of Bacteriological 
Methods of Warfare”, https://treaties.unoda.org/t/1925 (31/10/2024).

3	  	https://treaties.un.org/doc/Publication/CN/2018/CN.116.2018-Eng.pdf (31/10/2024). 

4		 As of January 2025, 23 ICC member states had accepted or ratified the amendment, https://asp.icc-cpi.int/RomeStat-
ute (31/10/2024).

5	  	https://disarmament.unoda.org/biological-weapons/about/membership-and-regional-groups (31/10/2024).

6		 E.g. UN Security Council Resolution 1540 (2004) and follow-up resolutions (UN Security Council 1540 Committee).

7	  	On the origin of the biological weapons taboo see Bentley (2023).

https://treaties.unoda.org/t/1925
https://treaties.un.org/doc/Publication/CN/2018/CN.116.2018-Eng.pdf
https://asp.icc-cpi.int/RomeStatute
https://asp.icc-cpi.int/RomeStatute
https://disarmament.unoda.org/biological-weapons/about/membership-and-regional-groups
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identifiable source may have considerable political and security implications, including the exacer-
bation of tensions, the fuelling of misperceptions and disinformation, and consequent loss of trust 
as well as destabilising security and armaments dynamics (see Jakob 2020). Unfounded allegations 
of biological weapons use can incite similar dynamics, especially when they are obviously brought 
forward in bad faith. While such allegations do not automatically damage the norms against biologi-
cal weapons themselves (Jakob 2024), they may sow suspicions and doubts about compliance with 
and commitment to these norms on the part of the accused and the accusing party. These potential 
implications make it all the more important that circumstances surrounding a suspected biological 
weapons attack can be investigated and clarified independently and based on expert knowledge (see 
Chapter 2). The UNSGM is currently the only mechanism that could fulfil this task (see Chapter 3). 
The mechanism has proven effective in past investigations of alleged chemical and toxin weapons 
attacks, most recently in Syria in 2013 (UN General Assembly/UN Security Council 2013b). However, 
so far it has never been activated to investigate a possible biological weapons attack.

This PRIF Report argues that the UNSGM is a valuable tool and will remain so for the foreseeable 
future. At the same time, the changing political and technological environment makes it necessary 
for the mechanism to be dynamic and adaptable to new challenges, and resilient in the face of politi-
cal attempts to undermine its credibility and independence. The most promising and effective way to 
achieve this is by reaffirming strong political support for the mechanism and keeping it operationally 
up to date and flexible.

2. The Role and Importance of Investigations of Alleged 			 
	 Biological Weapons Use

2.1 DISEASE OUTBREAKS IN A GLOBAL HEALTH AND SECURITY CONTEXT

The threat posed by biological agents being used as weapons has become increasingly complex and 
diffuse. On the one hand, there are scientific and technological developments such as genetic engi-
neering techniques and applications of artificial intelligence and machine learning tools that were 
originally developed for peaceful purposes but could potentially be misused for malign intentions, 
including the development and use of biological weapons (e.g. Krin/Jeremias 2023; Reis 2024a; 
Revill et al. 2024). On the other hand, there are examples such as the outbreak of the Ebola virus in 
West Africa in 2014/15 or, in particular, the COVID-19 pandemic, which – even though not caused by a 
deliberate attack – show the potentially disastrous consequences of an infectious disease outbreak 
on a large or global scale. These illustrate the risks which disease outbreaks carry for economic and 
social stability, irrespective of a natural origin or an intentional release. In addition, disease outbreaks 
may increase the risk of a potential misuse of agents due to their increased availability (see Gera et 
al. 2017; Koch et al. 2020).

The 2014/15 Ebola Virus Disease outbreak in West Africa was by far the largest Ebola outbreak 
ever recorded and led to the establishment of the first UN Mission for Ebola Emergency Response 
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(UNMEER) (UNOCT 2017), as the UNSC determined in its resolution 2177 (2014) that the severity and 
scale of this outbreak posed a threat to international peace and security and therefore required an op-
erational structure that would pool the capabilities and expertise of relevant UN agencies to strength-
en operational leadership.8 The World Health Organisation (WHO) took the lead on the health-related 
aspects and declared a public health emergency of international concern.9 While this was a natural 
outbreak, some characteristics of the Ebola virus, such as the lack of effective specific treatment, 
vaccination against the virus, early diagnostic methods and adequate infection control equipment 
and resources, combined with the high mortality rate, correspond to some characteristics that could 
make a pathogen attractive as a biological weapons agent (Gera et al. 2017).

To date, more than 7 million people worldwide have died from the COVID-19 pandemic, some of 
them probably due to misleading information that thwarted coordinated efforts to save lives (WHO 
2024b; Knight 2021). The pandemic has also had an unprecedented economic, political and societal 
impact on a global scale (Bonotti/Zech 2021). There are no serious allegations that the pandemic 
was caused by a deliberate attack. However, there is an ongoing debate about its origin, whether it 
was rooted in a natural zoonotic transmission to humans or a laboratory accident involving the unin-
tentional release of a dangerous pathogen (Knight 2021). This debate has been fuelled by an at least 
partial lack of transparency on the part of state actors in China (UN News 2023), and also by the fact 
that circumstances surrounding an infectious disease outbreak can be highly complex such that it 
can be very difficult to distinguish between an accidental release, a deliberate dissemination, and a 
natural outbreak. This could be the case, for example, if the agent in question is a novel pathogen 
or endemic to the region where the outbreak probably originated. Moreover, any large-scale disease 
outbreak is very likely to be accompanied by misinformation and disinformation, potentially rendering 
the objective identification of the source of an outbreak even more difficult (McLeish/Moon 2020).

Determining the possible use of a biological weapon can be a highly complex scientific matter 
(Trapp 2023) and requires elaborate mechanisms and specialised expertise. In addition to laboratory 
evidence such as identification and characterisation of the pathogen including potential mutations 
or modifications, epidemiologic indicators can play an important role in distinguishing bioweapon 
attacks from natural disease outbreaks with a high degree of confidence. Besides atypical character-
istics of a pathogen (severity of disease, pathogenicity, lethality, effectivity of medical countermeas-
ures), such indicators may include anomalies in the geographic or seasonal distribution of cases, and 
unusual occurrences of disease in certain populations or age groups (Knight 2021).

The question of the origin of a disease outbreak is, however, not only relevant from a scientific and 
epidemiological perspective, it is also of great security importance. Biological weapons attacks have 
been extremely rare, and while there were previously extensive biological weapons programmes, for 
example in the USA and USSR, there are currently no publicly confirmed and few suspected state-run 

8	  	UN Security Council Resolution S/RES/2177 (2014), 18 September 2014, https://documents.un.org/doc/undoc/gen/
n14/540/84/pdf/n1454084.pdf (22/11/2024).

9	  	https://news.un.org/en/story/2014/08/474732 (22/11/2024).

https://documents.un.org/doc/undoc/gen/n14/540/84/pdf/n1454084.pdf
https://documents.un.org/doc/undoc/gen/n14/540/84/pdf/n1454084.pdf
https://news.un.org/en/story/2014/08/474732
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offensive biological weapons programmes worldwide (Carus 2017).10 Biological weapons have not 
had a prominent place in the traditional military strategies and arsenals of most states. However, 
they have some characteristics that might make them more attractive for specific scenarios of use 
by states and non-state actors such as terrorist groups, especially given some changes in warfare 
and technology (see Ilchmann/Revill 2014). These characteristics include their delayed time to effect, 
the potentially significant disruptive material and psychological effects on economies and societies, 
and not least the difficulty of identifying a deliberate attack and attributing it to a source, as described 
above.

Apart from actual attacks, mere allegations of biological weapons use, no matter how (un-)sub-
stantiated, could also trigger destabilising dynamics, as they could intensify political tensions be-
tween adversaries, create mistrust which may cause additional security problems, or contribute to 
the escalation of existing conflicts. The ability to confirm or refute such allegations independently 
and authoritatively is hence an important factor in the efforts to maintain international peace and 
security. This is all the more important given the increasingly problematic role of mis- and disinforma-
tion, as illustrated by the example of the Russian campaign against the USA and Ukraine (see Chapter 
1; Jakob 2024; Lentzos/Littlewood 2022; Zanders 2023).

2.2 MEANS TO DEAL WITH COMPLIANCE CONCERNS UNDER THE BTWC

Neither the BTWC nor the Geneva Protocol provide for any investigation mechanisms in the case 
of alleged use of biological weapons. Rather, under the BTWC, confirmation that a biological attack 
has taken place would either have to come from the UNSC or be obtained through consultations 
among BWC States Parties. According to the BTWC, BTWC States Parties can request the UNSC to 
address and investigate grave compliance concerns under Article VI or to determine a violation of the 
BTWC to trigger the provision of assistance under Article VII.11 However, due to the ongoing political 
challenges in the UNSC, the chances for consensus among all UNSC members on the launch of an 
investigation of BTWC violations depend on the circumstances and actor constellations at hand, but 
seem generally slim.

Under Article V of the BTWC, States Parties can consult with one another in case there are “prob-
lems in the implementation of the Convention”. Procedures for consultative meetings were devised in 

10	  	Known past possessor states, with programmes of varying sizes, include Canada, France, Germany, Iraq, Japan, 
South Africa, the UK, the USA, and the USSR. Biological weapons programmes of unknown extent are currently sus-
pected to exist in North Korea, Russia and possibly Syria, while there is uncertainty about the status of Israel’s 
biological weapons activities (Carus 2017; Harris 2020; Petersen 2022; Wheelis et al. 2006; https://www.nti.org/
countries/ [25/11/2024]; https://www.armscontrol.org/factsheets/chemical-and-biological-weapons-status-glance 
[25/11/2024]).

11	  	In the context of COVID-19, Himmel and Frey (2022) have described the coordinated response that the BTWC regime 
offers to member states in the event of a potential bioweapons attack. This could include mutual assistance such as 
providing resources and capabilities for pathogen detection and diagnosis.

https://www.nti.org/countries/
https://www.nti.org/countries/
https://www.armscontrol.org/factsheets/chemical-and-biological-weapons-status-glance
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1986 and 1991.12 They were applied twice: in 1997, when Cuba accused the USA of having disseminat-
ed a plant pest over Cuban territory (Zilinskas 1999); and in 2022, when Russia accused the USA and 
Ukraine of carrying out biological weapons-related activities (Jakob 2024; Lentzos/Littlewood 2022; 
Zanders 2023). Neither meeting was able to reach definitive conclusions, which is not surprising giv-
en that this would have required a consensus among all participating states and that the accusing 
and accused countries themselves were part of the process in both cases.

The example of Russia’s ongoing disinformation campaign against the USA, Ukraine and oth-
ers (Leitenberg 2021; Zanders 2023) illustrates vividly that spurious allegations regarding biological 
activities can also play a role in compliance-related processes, as can misperceptions of another 
state’s capabilities or intentions. One way to reduce the risk stemming from such spurious allega-
tions or misperceptions is to enhance transparency, including in biodefence activities, as transparen-
cy makes it more difficult to spread, and easier to counter, disinformation. Confidence-building meas-
ures (CBMs) were introduced in the BTWC regime back in 1987 (UNODAd), requiring States Parties 
to submit, inter alia, information on their research on topics related to high-risk biological agents, na-
tional biodefence-related research sites and vaccine production. Providing this information is a polit-
ically binding obligation for all States Parties. CBMs are not a tool to verify compliance with the BWC. 
However, were their potential to be fully exploited, they could help establish regular patterns of bio-
logical activities, which could then help detect deviations or, in combination with other information, 
help assess the plausibility of bioweapons-related allegations. However, there are no sanctions for 
those who do not submit their CBMs, and while there have been constant increases in the number of 
submissions especially in recent years, overall participation has tended to be low.13 Moreover, given 
that there is no collective follow-up procedure for analysis, for checking the accuracy and complete-
ness, or for clarification of inconsistencies of all CBMs, the added value in terms of enhanced trans-
parency and prevention of misperceptions and mis- or disinformation has been limited in practice.14 

Peer review exercises and transparency visits have emerged as a new concept in the BTWC since 
the early 2010s (see Espona 2024). This cooperative approach aims at demonstrating States Parties’ 
commitment to the implementation of and compliance with the BTWC and at dispelling suspicions.15 

However, not all BTWC members accept the concept politically, and while this approach has its merits 

12	  	Final Documents of the Second and Third BWC Review Conference, BWC/CONF.II/13/II, pp 5-6; BWC/CONF.III/23, p. 
15–18.

13	  	The number of submissions rose above a share of 50 % of all States Parties for the first time only in 2021, and 
reached an all-time high at 59 % (111 submissions) in 2024. UNODA, BWC ISU, CBM Report Submissions, https://bwc-
cbm.un.org/ (03/02/2025).

14	  	On the civil society side, the Research Group for Biological Arms Control at the University of Hamburg has published 
reports on the publicly available CBMs since 2008 (https://www.biological-arms-control.org/publications.html). 

15	  	Georgia, for instance, invited a group of international observers to a biological facility in 2016 to demonstrate that 
only peaceful and legitimate activities were being conducted there. This transparency visit was a reaction to Russian 
accusations that illegal weapons-related activities were carried out there. See Georgia, Germany et al. (2018), Build-
ing Confidence through Transparency: Peer Review Transparency Visit at the Richard Lugar Center for Public Health 
research of the National Center for Disease Control and Public Health in Tbilisi, Georgia, BWC/MSP/2018/WP.5, 3 
December 2018.

https://bwc-cbm.un.org/
https://bwc-cbm.un.org/
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in enhancing transparency and confidence, it would not be suitable to address allegations as grave as a 
biological weapons use.

A legally binding verification and investigation system could be a way to enhance confidence in 
compliance with the BTWC and detect and deter violations of the norms against biological weapons, 
including the non-use norm. Negotiations on such a system began in 1994 but collapsed in 2001. The 
topic of verification was then no longer discussed substantially in the official BTWC meetings until 
2022, when the 9th Review Conference decided to include verification and compliance in the agenda 
of the new BTWC Working Group.16 While this was a positive step, there are still many obstacles to 
be overcome before negotiations on a verification system can start anew. These obstacles include, 
for example, diametrically opposed political positions regarding the verifiability of relevant biologi-
cal activities and the objectives verification could or should achieve, as well as a lack of conceptual 
clarity and of sound technological assessments about available, appropriate and feasible verification 
measures. Investigations of alleged BTWC violations, including biological weapons use, could be 
part of a verification system if BTWC states parties so decide, but in the absence of such a system, 
a dedicated investigation mechanism for the BTWC is not likely to materialise for the time being.

The UNSGM is not formally linked with the BTWC. Rather, it is available to all UN members, and it 
could be applied to various scenarios of alleged biological weapons use.17 A state could request an 
investigation if it suspects that it has been attacked with a biological weapon, or if it wishes to refute 
an allegation of having used biological weapons against another state. In case of suspected biolog-
ical weapons use in an intra-state conflict, the ruling government could request an investigation to 
confirm or refute an alleged attack, or a state not party to the conflict could make that request if the 
ruling government itself is incriminated. Finally, a UNSGM investigation could be requested in case of 
an attack of unclear origin, including possible cases of state-sponsored or other acts of bioterrorism.

Motives for a state to request a UNSGM investigation could include a lack of the specific resourc-
es required to investigate a suspected deliberate biological attack at the national level, but also a 
political interest to have the results of previous domestic investigations impartially and internation-
ally confirmed or supplemented, to gather supporting evidence for accusations against an adversary 
(especially if the investigation is expected to yield indications for the origin of an outbreak), or to ob-
jectively refute allegations brought forward against it by another state. The UNSGM thus represents 
a valuable tool for states to deal with allegations of biological weapons use in various scenarios.

16	  	Final Document of the Ninth Review Conference, BWC/CONF.IX/9, p. 10, https://documents.un.org/doc/undoc/gen/
g22/617/94/pdf/g2261794.pdf (31/10/2024).

17	  	While the BTWC prohibits the development, possession and transfer of biological weapons, among other things, the 
UNSGM is currently mandated only to investigate their alleged use.

https://documents.un.org/doc/undoc/gen/g22/617/94/pdf/g2261794.pdf
https://documents.un.org/doc/undoc/gen/g22/617/94/pdf/g2261794.pdf
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3. The UN Secretary-General’s Mechanism for Investigation of 		
	A lleged Use of Chemical and Biological Weapons (UNSGM)

3.1 ORIGINS AND HISTORY OF THE UNSGM

The UNSGM in its current form originated in the late 1970s and early 1980s when then UN Secre-
tary-General (UNSG) Kurt Waldheim and his successor Javier Perez de Cuellar carried out investiga-
tions in Laos, Cambodia (Kampuchea at the time) and Afghanistan.18 The UNSGM then evolved over 
a decade through a series of UN General Assembly (UNGA) resolutions and in light of experiences 
gained from the early investigations. It developed from an ad hoc instrument to investigate specific 
allegations to the current permanent and more elaborate mechanism.

With the first of the pertinent resolutions, UNGA Resolution 35/144C (1980), the UNGA decid-
ed to “carry out an impartial investigation to ascertain the facts pertaining to the reports regarding 
the alleged use of chemical weapons […]” and requested the UN Secretary-General to conduct this 
investigation “with the assistance of qualified medical and technical experts”. The UNSG launched 
investigations in 1981 and 1982 and intended to dispatch experts to Laos, Cambodia, Vietnam and 
Afghanistan. The United States had accused the Lao and Vietnamese military of using chemical and 
toxin weapons against the Lao Hmong tribe. It also reported Vietnam’s use of chemical weapons in 
Cambodia (then Kampuchea), and also claimed that the Soviet Union was using chemical weapons 
in Afghanistan (Littlewood 2006: 10). However, because none of the accused governments were will-
ing to cooperate with the investigators, no on-site activities were possible. Despite some significant 
findings pointing to “the possible use of some sort of toxic chemical substance in some instances”, 
the experts could not determine definitively whether chemical weapons had been used (UNGA 1982: 
50). Independent non-governmental experts later concluded from the publicly available information 
that the so-called ‘yellow rain’ incidents likely had a natural cause (Robinson et al. 1987: 110–117).

Shortly after the UNSG submitted the final report of the official investigations to the UNGA in De-
cember 1982, a second UNGA resolution (37/98D) more generally requested the UNSG to investigate 
possible violations of the Geneva Protocol or of other relevant rules of international customary law. 
It also requested that the Secretary-General compile and maintain lists of experts and of laboratories 
that could assist in such investigations, and devise procedures that would guide the “timely and effi-
cient” investigation of alleged chemical or biological weapons (CBW) use. According to the voting re-
cords, the political positions of UN members were polarised along East-West lines, with Western coun-
tries voting in favour of the 1980 and 1982 resolutions and the USSR and its allies voting against.19

18	  	A detailed account of the UNSGM’s evolution and of the investigations up until 2006 is provided in Littlewood (2006).

19	  	In 1980, 78 states voted in favour of the resolution, 17 voted against it and 36 abstained (UN Digital Library 1980). In 
1982, 86 states supported the resolution, 19 rejected it and 33 abstained (UN Digital Library 1982). In the UNGA, every 
UN member has one vote. Unlike in the UNSC, there are no veto powers, and UNGA resolutions are not legally binding 
on UN member states.



INVESTIGATION OF ALLEGED USE OF BIOLOGICAL WEAPONS� 9

Later in the 1980s, UNSG Perez de Cuellar mandated several investigations of alleged chemical 
weapons use in Iran, even though he was at times faced with strong political opposition and pressure 
not to launch investigations (Robinson 1985: 182). Different from the earlier missions which did not 
reach definitive conclusions, the experts this time unequivocally confirmed that chemical weapons 
had been used multiple times against Iran (Littlewood 2006: 14-15). Western states and the UNSC, 
among others, subsequently called out Iraq as perpetrator, and Iraq admitted to having used chem-
ical weapons against Iraqi Kurds in the village of Halabja in 1988 (Goose 1987: 304; Lundin et al. 
1988: 114; Lundin 1989: 100–101). The USA and the USSR both initially opposed the investigations 
in Iran, though for different reasons: “The Soviet Union was apparently opposed because it viewed 
the instrument as impinging on the prerogatives of the UNSC to decide when, where, and if, any in-
vestigations were to be conducted. [...] The US, for instance, hoped that Iraq would prevail over Iran 
and consequently was prepared to turn a blind eye to alleged Iraqi transgressions” (Littlewood 2006: 
14). However, the extent of CW use and international public pressure apparently shifted the political 
calculus, and in 1987 UNGA Resolution 42/37C was adopted without a vote (UN Digital Library 1987). 
This resolution

requests the Secretary-General to carry out investigations in response to reports that may 
be brought to his attention by any Member State concerning the possible use of chemical 
and bacteriological (biological) or toxin weapons that may constitute a violation of the 1925 
Geneva Protocol or other relevant rules of customary international law in order to ascertain 
the facts of the matter, and to report promptly the results of any such investigation to all 
Member States (op. para 4).

Among other things, the resolution called for the further development of technical guidelines and pro-
cedures that would facilitate timely and efficient investigations. The UNSG in 1989 presented a report 
to the UNGA that contained such guidelines and procedures and operationalised the new mechanism 
(44/561 (UNGA 1989; Littlewood 2006: 16–18)). The UNGA endorsed the guidelines and procedures 
by consensus in 1990 through Resolution 45/57C (UN Digital Library 1990).
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Year Document No. Content Voting results
(yes – no – abstention)

1980 UNGA A/35/144C Request for impartial investigation of alle-
gations of CW use in Indochina and Afghan-
istan with support of “qualified medical and 
technical experts”

78 – 17 – 36

1982 UNGA A/37/98D General request to UNSG to investigate al-
legations of CBW use, to compile and main-
tain lists of experts and laboratories, and to 
devise procedures for investigations

86 – 19 – 33

1987 UNGA A/42/37C Establishment of permanent mechanism 
incl. guidelines and procedures

Adopted without a vote

1988 UNSC Res. 620 Recognition of SG investigation mechanism

1989 UNGA A/44/561 Report of expert group, contains guidelines 
and procedures for UNSGM investigation

Adopted without a vote

1990 UNGA A/45/57C Endorsement of guidelines and procedures 
contained in A/44/561

Adopted without a vote

Table 1: Resolutions and documents developing and supporting the UNSGM

In addition to this endorsement by the UNGA, the UN Security Council in 1988 recognised the estab-
lishment of the mechanism through its Resolution 620, and in 1989 a meeting of the parties to the 
1925 Geneva Protocol also expressed appreciation of the new mechanism (Littlewood 2006: 18). The 
UNSGM thus received universal support and is based on a strong foundation politically and legally.

Year Countries involved Requesting 
state

Allegation Results of investigation

1981-82 Laos, Vietnam, Cam-
bodia (Kampuchea)

USA Use of CW and toxins 
(“Yellow Rain”)

Inconclusive

1981-82 Afghanistan USA Use of CW and toxins Inconclusive

1984-88 Iran, Iraq Iran Iraqi use of CW against 
Iran

CW use confirmed in 
Iran and Iraq

1987 Establishment of UNSGM

1992 Mozambique Mozambique CW use in domestic 
conflict

Inconclusive

1992 Azerbaijan Armenia Refuting allegations of 
use brought forward by 
Azerbaijan

No evidence for CW use

2013 Syria Syria, France, 
UK, USA

CW use in Syrian civil 
war

CW use confirmed in 4 
cases, inconclusive in 3 
cases

Table 2: Investigations by the UN Secretary-General of alleged chemical and toxin weapons use
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After its establishment in 1987, the UNSGM was activated three times in addition to the investiga-
tions in Iran which continued into 1988.20 In 1992, the mechanism was used to investigate the alleged 
use of chemical weapons in Mozambique and in Azerbaijan. In the first case, when the government 
of Mozambique accused the Mozambican National Resistance (RENAMO) of having carried out a 
chemical attack, the investigation was inconclusive and could not confirm that such an attack had 
indeed taken place. In the latter case, Armenia requested an investigation to refute the allegation that 
it had employed chemical weapons against Azerbaijan. Here, the UNSGM team found no evidence 
that chemical weapons had been used (Littlewood 2006: 19; Stock 1993: 261–262). The UNSGM then 
lay dormant for two decades before it was activated again in 2013 to investigate the alleged use of 
chemical weapons in Syria (Hart 2014: 389–398). The mission team investigated a total of seven 
alleged chemical weapons attacks and confirmed the use of chemical warfare agents in four cases 
(UNGA/Security Council 2013b), including the major Sarin attack on Ghouta near Damascus on 21 Au-
gust 2013 (UNGA/Security Council 2013a). In the wake of this attack, Syria came under pressure from 
Russia and the United States to accede to the Chemical Weapons Convention (CWC) and dismantle 
its chemical weapons arsenal and infrastructure (Makdisi/Pison Hindawi 2017; Trapp 2014). After 
Syria had become a member of the CWC, the Organisation for the Prohibition of Chemical Weapons 
(OPCW) was responsible for verifying Syria’s chemical disarmament and investigating further alleged 
chemical weapons attacks. The UNSGM was hence no longer involved in subsequent investigations 
in Syria and has not been activated since.

3.2 THE UNSGM IN ITS CURRENT FORM

As stated in the 1987 UNGA resolution, the UNSGM is mandated to ascertain the facts of a suspect-
ed chemical or biological weapons attack and possibly identify its origin. Depending on the specific 
mandate of a given mission, this could mean simply confirming whether or not a biological weapons 
attack took place, or additionally tracing the attack to a location, a laboratory or those responsible for 
the attack. While the possibility of attribution is at least implicitly included in the UNSGM’s general 
mandate, it would depend on the request made to the UNSG, the given circumstances and the political 
context to what extent, if at all, attribution would be included in a mission mandate. A UNSGM mission 
might be conducted in parallel with international or national public health and law enforcement investi-
gations, but it would have a distinct character and be carried out independently of such investigations.

The UNSGM is dependent on resources provided by UN Member States as no dedicated standing 
capacity is allocated. The main capacities in terms of personnel for a UNSGM mission are based on 
a roster maintained by the UN Office for Disarmament Affairs (UNODA) which includes expert con-
sultants who may support the Secretary-General in his or her decision-making, qualified experts avail-
able for deployment on an investigation mission, and designated laboratories for analysing samples. 
All UN Member States can nominate individuals and laboratories to the roster to ensure a geograph-
ically balanced approach. As of November 2024, 129 expert consultants, 638 qualified experts and 

20	  	The reports of the three UNSGM investigations in Mozambique (1992), Armenia/Azerbaijan (1992) and Syria (2013) 
are available on the UNODA website dedicated to the UNSGM (UNODA d). See also Littlewood (2006: 19).
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92 designated laboratories were on the list maintained by UNODA (UNODA d; UNODA 2024b). This 
list is kept confidential for security reasons and by the request of some member states; UNODA pub-
lishes only statistics regarding the regional distribution of rostered experts, expert consultants and 
designated laboratories (see below), but does not reveal their nationality or names.

Graphic 1: Regional distribution of rostered experts, expert consultants and analytical laboratories 
as of November 2024, source: UNODA d 

As mentioned before, the Guidelines & Procedures (G&P) as set out in UNGA document A/44/561 
(1989) and endorsed by the UNGA in Resolution A/45/57C (1990) provide the framework for the 
UNSGM. In 2007, at the initiative of UNODA (then UNDDA) and encouraged by UNGA Resolution 
A/RES/60/288 (UNGA 2006), the guidelines were reviewed by a group of expert consultants and 
the appendices subsequently updated.

The Guidelines & Procedures describe not only the requirements for initiating an investigation, 
but also the tasks and responsibilities of the individual actors involved (Secretary General, expert 
consultants, qualified experts, designated laboratories, and host country). In addition, the Guidelines 
& Procedures provide information on requirements for, among other things, mission planning, equip-
ment, sampling, interviews and the report. It is of utmost importance for all elements of a mission 
that the chain of custody for all evidence can be guaranteed and that the results of the mission can 
withstand scientific, political and legal scrutiny by the UN Member States.

The Guidelines & Procedures serve as a framework for UNSGM missions, but they are neverthe-
less intended to leave room for manoeuvre in order to be applicable to the many different chemical 
and biological scenarios that could be the basis for a mission. This is obvious, for instance, from 

637 QUALIFIED 
EXPERTS

129 EXPERT 
CONSULTANTS

92 ANALYTICAL
 LABORATORIES

Africa (111 from 8 Member 
States) 

Africa (23 from 3 Member 
States) 

Africa (7 from 3 Member 
States) 

Asia and the Pacific (133 
from 16 Member States)

Asia and the Pacific (24 
from 6 Member States)

Asia and the Pacific (21 
from 6 Member States)

Eastern Europe (96 from 15 
Member States)

Eastern Europe (13 from 6 
Member States)

Eastern Europe (16 from 7 
Member States)

GRULAC (47 from 7 Mem-
ber States)

GRULAC (10 from 2 Mem-
ber States)

GRULAC (1 from 1 Member 
State)

WEOG (250 from 19 Mem-
ber States

WEOG (59 from 14 Member 
States

WEOG (47 from 15 Member 
States
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the variety of viruses, bacteria or biological toxins which could be used against humans, animals or 
plants. In addition, the geographical and political context in which future investigations would take 
place cannot be predicted, and the UNSGM could be applied in cases of chemical or biological weap-
ons use by states, state-sponsored terrorists or other non-state actors.

In order to activate the mechanism, there must be sufficient reason to suspect that the Geneva 
Protocol or other relevant rules of customary international law were violated, i.e., that chemical or 
biological weapons were used. Any UN Member State can pass on relevant information to the Secre-
tary-General and request an investigation (G&P, para. 25–27 and Appendix I). The Secretary-General 
evaluates the available evidence, if necessary with the assistance of expert consultants, and should 
announce a decision within 24 hours (G&P, para. 28–32). There are only a few circumstances in 
which the UNSG would be justified in not dispatching an investigation team, including, for example, 
insufficient evidence or security concerns for the mission team (G&P, para. 33). 

The UNSC does not have a formal role in the UNSGM’s proceedings, leaving the mechanism un-
affected by possible deadlocks and vetoes in the UNSC. In practice, it is possible or even likely that 
the UNSG would consult with UNSC members prior to launching an investigation, as has happened 
in the past (Littlewood 2006: 14). However, at times UNSGM investigations were launched despite 
political pressure not to do so, as Jez Littlewood reports with regard to the early investigations in Iran 
(Littlewood 2006: 17). It is a political decision by the Secretary-General to inform the UNSC prior to 
launching a mission, not a precondition for the mission to take place; legally, the Secretary-General is 
independent in the decision about whether or not to launch an investigation when requested to do so 
by a UN member state. Given the difficult political situation in the UNSC, which generally reflects the 
state of world politics, this independence is one of the major assets of the UNSGM.

The Guidelines & Procedures stipulate that once the UNSG has decided to launch an investiga-
tion, a team should be dispatched within 48 hours (G&P, para. 32). Experience from the Syria mission 
in 2013, however, shows that this timeframe may often be difficult to meet for practical reasons.21 In 
preparation for the mission, the Secretary-General selects team members, who will be tasked with 
planning and carrying out the investigation, and notifies three selected laboratories (G&P, paras. 92–
93). The mission is also preceded by negotiations with the country where the alleged incident took 
place to agree on access and to facilitate effective cooperation (G&P, para 90).

On site, it is the team’s task to gather relevant facts and to assess the nature and extent of the 
incident (G&P, para. 94). This includes securing evidence such as environmental and biomedical sam-
ples, conducting interviews with suspected victims and witnesses as well as with local authorities 
and international organisations in the country, and exploring possible plausible narratives of the inci-
dent in question (G&P, paras. 94–100).

The collected samples will subsequently be sent to the three laboratories that were selected in 
advance, and are initially analysed by two of these laboratories. If the two laboratories come to di-

21		 It took five months from the activation of the mechanism until a team was dispatched (UNODA 2013).
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verging conclusions, the third one can be consulted (G&P, para. 97 d, ii). The results of the laboratory 
analyses, which can provide further indications as to whether the biological agent in question was 
released intentionally, are included in the final report. The UNSGM compiles the report, which is then 
submitted to the UNSG and UN Member States (G&P, paras. 101–102). The challenge in writing the 
report is that all data and conclusions must not only be scientifically valid, but the mission team also 
needs to demonstrate that the integrity and independence of the mission was upheld, as the results 
might also be challenged for political reasons (Trapp 2023: 5).

Such a complex mission with its high demands on the team requires close cooperation among 
all stakeholders involved. During the Syria mission in 2013, several UN departments, the World Health 
Organisation (WHO) and OPCW were heavily involved in coordinating and supporting the mission 
team. The various aspects of cooperation were reviewed during a lessons-learned workshop after the 
investigation. This review resulted in a recommendation to improve the exchange between relevant 
UN departments such as UNODA, the Office of Legal Affairs (OLA), the Department of Political and 
Peacebuilding Affairs (DPPA), the Office for the Coordination of Humanitarian Affairs (OCHA), the 
Department of Operational Support (DOS) and the Department for Safety and Security (DSS) (UNODA 
2015: 11). This led to the establishment of an internal UN task force for the UNSGM, which is coor-
dinated by UNODA (UNODA d). Apart from addressing internal cooperation, the UN also concluded 
memorandums of understanding for the UNSGM with WHO and the World Organisation for Animal 
Health (WOAH), as well as a Supplementary Agreement with OPCW. An agreement with INTERPOL is 
planned (UNOCT 2017: 16), but as of November 2024 had not yet been finalised.

In addition to the involvement of international organizations within and outside the United Na-
tions, the state being investigated is a crucial actor for a mission. Without the cooperation of the host 
country, it is not possible for the mission team to carry out an investigation. All UN members are ex-
pected to “provide assistance to the Secretary-General, at his [or her] request, necessary to facilitate 
preparation for and conduct of any investigation” (G&P, para. 22) and to “grant rapid access to the 
team of qualified experts sent on his [or her] behalf to the site of the alleged violation of the 1925 Ge-
neva Protocol and other relevant rules of customary international law” (G&P, para. 23). Moreover, UN 
members should not refuse a request of the UNSG to carry out an investigation (G&P, para. 23) and 
should support the mission team as required and necessary for a “timely and efficient” investigation 
(G&P, paras. 43–55).

In practice, however, the level of cooperation will vary depending on the circumstances of the in-
vestigation. If the host country itself requested the investigation, cooperation with the UNSGM team 
is more likely to be smooth, although even then friction might arise between local public health or 
law enforcement authorities investigating the incident nationally and the UNSGM mission team. If 
another country requested the investigation, the host country might be more reluctant to cooperate, 
which could delay the start of an investigation in case of prolonged pre-mission negotiations and 
which would make the UNSGM mission even more challenging. The importance of the country’s will-
ingness to cooperate was emphasised in the aftermath of the Syria mission as a key aspect for future 
missions (UNODA 2015: 10).



INVESTIGATION OF ALLEGED USE OF BIOLOGICAL WEAPONS� 15

Finally, coordination between the mission team and the laboratories is an important factor for an 
investigation. In order for the designated laboratories to be able to analyse the samples in the best 
possible way, it is essential that they are involved in all sampling-related processes not only through-
out the preparation phase, but also during the mission ”to ensure that samples are selected, collected 
and managed correctly” (Trapp 2023: 13). Moreover, for the preparation of the investigation report, it 
is crucial that the laboratory results be presented to the team in an unambiguous way. A good under-
standing between qualified experts and designated laboratories should hence be seen as a two-way 
communication.

The Guidelines & Procedures provide a comprehensive yet broad enough framework for an inves-
tigation of alleged chemical or biological weapons use to guide a UNSGM mission in its specific con-
text. Yet, technological and political developments require attention to ensure that the mechanism 
remains up to speed for current circumstances.

4. Strengthening the UNSGM: Technological Developments, 		
	O pportunities, Challenges, Political Context, and Activities

4.1 TECHNOLOGICAL DEVELOPMENTS: OPPORTUNITIES AND CHALLENGES

In order to discuss the relevance of current technological developments for the UNSGM, it is impor-
tant to understand the unique task that an investigation into an alleged biological attack presents for 
a mission team and the designated laboratories. In contrast to a case of suspected chemical weap-
ons use where a mission would need to confirm whether a chemical agent is present at the site of the 
alleged incident, bacteria, viruses and biological toxins occur naturally. Hence, their identification at 
a given site does not indicate per se whether the mission team faces a deliberate use or whether the 
incident was caused by an accident or by a natural outbreak (Spiez 2015: 13).

There are, however, indicators to differentiate between those possibilities, and technological pro-
gress offers opportunities for better tools and methods for investigation (Spiez 2015: 5). For exam-
ple, there are more options available nowadays to rapidly identify and analyse pathogens, thanks 
to advances in genetic engineering as well as other detection and identification technologies (e.g. 
Reis 2024b). In the laboratory, technological solutions for sample analysis are continuously being 
developed. This results in an ever-increasing amount of information that can potentially be retrieved. 
Another area of opportunity is the use of open-source data (see e.g. Zmorzynska/Jeremias 2012: 
8–10), for instance, to identify early signs of irregular activities in trade, which may suggest procure-
ment for a clandestine weapons programme or for preparing a biological attack. For example, the 
noticeable increase in imported biological culture media by Iraq in the 1990s caught the attention 
of investigators from UNSCOM, whose inspectors ultimately revealed the existence of a biological 
weapons programme there (Borrett et al. 2020: 17–18). And a potential bioterrorist attack with the 
toxin ricin was prevented in Cologne, Germany in 2017 partly because the perpetrator’s online order 
of large amounts of castor beans – from which ricin can be produced – alerted intelligence and law 
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enforcement agencies (Flade 2018). Screening and analysing publicly accessible data may provide 
an investigating team with hints as to which biological agents to look for and may more generally 
deliver information that helps establish a probable chain of events. Although those indicators do not 
provide proof on their own, their accumulation can support an initial suspicion. Artificial intelligence 
(AI) tools may be useful in gathering and structuring the data, though the team would still need to 
evaluate the results and put them in a political context.

However, technological progress may also broaden the range of scenarios that could trigger a 
UNSGM investigation. Advances in the life sciences provide for a heightened potential for misuse 
due to the dual-use nature of many experiments, for example when they increase the contagiousness 
or pathogenicity of pathogens, or induce immune evasion or drug resistance (Appelt et al. 2021: 1). 
There are legitimate rationales for these kinds of experiments, such as in pharmaceutical or medical 
research. Hence, even if pathogens identified in an outbreak display signs of genetic engineering, 
including gain-of-function modifications, this does not automatically imply a deliberate attack, as the 
pathogens could also have been accidentally released from a regular laboratory. At the same time, 
dual-use experiments harbour the risk that benign research results could be intentionally misused 
for biological weapons purposes.22 In addition, AI with its manifold applications creates an addition-
al layer of security risks. For example, AI applications that are used for drug design, retrosynthesis 
planning, and synthetic biology might allow malicious actors to direct their research to and reduce 
barriers to the development of biological weapons (Krin/Jeremias 2023: 2). 

AI might not only affect the potential capability to develop and produce biological weapons; it 
could also have negative implications during an outbreak and a subsequent investigation. The po-
tential of AI to contribute to the spread of mis- and disinformation has raised increasing concerns 
over the past years, with the recent example of the COVID-19 pandemic where AI-generated chat bots 
contributed to the spread of false information, for example regarding the use of face masks (Ayers et 
al. 2021). It can therefore be expected that future UNSGM investigations will likely face similar chal-
lenges and will need the appropriate expertise to recognise and deal with disinformation.

The fact that research and technology are developing so quickly calls for the UNSGM to be pre-
pared to adapt and keep up with these changes and to ensure that relevant expertise is represented 
on the rosters of experts and laboratories. For example, bioinformatic skills and knowledge in mo-
lecular forensics are required to identify genetically engineered pathogens, and such requirements 
need to be considered by Member States when they nominate experts or laboratories for the UNSGM 
roster.

It has also long been recognized that designated laboratories should aim to prepare for the com-
plexities and the specific challenges a biological weapons investigation presents. Since 2015, the 
Spiez Laboratory in Switzerland has taken the initiative to exchange experiences and best practic-

22	  	It should be noted that such high-end capabilities would most likely be available to only some states and could hence 
probably be employed only in state-run or state-sponsored biological weapons programmes, if at all. Non-state ac-
tors, and states without access to cutting-edge technologies and equipment, would more likely resort to more tradi-
tional technologies and existing pathogens should they intend to carry out biological attacks.
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es with other designated laboratories during an annual UNSGM workshop. As one outcome of this 
process, a “curated reference genome database of high-quality that can support microbial forensic 
investigations and outbreak analysis” (Spiez 2023: 32) is currently being created for the UNSGM to 
supply investigation teams with data on pathogens that are relevant in a weapons context (Spiez 
2015: 9).

Another issue that has been discussed during the Spiez workshops is the particular challenge of 
analysing samples when the results need to withstand political scrutiny. While laboratories normally 
mostly engage with the scientific community, in the context of an international investigation any re-
sults will be discussed by political actors, with possible far-reaching consequences. The use of, for 
instance, new automated test systems might be scientifically useful but is nevertheless not neces-
sarily a suitable means of investigation for a UNSGM mission, because its mechanisms are a “black 
box” where it is difficult for outsiders to assess how the results have been obtained (Spiez 2015: 12).

Other new technological tools may be less controversial, such as using a digital chain of custody 
process (Spiez 2023: 30). While UNSGM workshops can collect and discuss technological develop-
ments and their use for UNSGM investigations, it remains crucial that qualified experts as well as 
designated laboratories are not only aware of available tools, but also of the potential pitfalls that the 
political environment of an UNSGM investigation might entail.

4.2 POLITICAL CONTEXT AND CHALLENGES

While the UNSGM is currently the only mechanism available to investigate the alleged use of bio-
logical weapons, it is embedded in a wider context of biological disarmament, non-proliferation and 
international security. It is therefore useful to look at this political context as well when considering 
the necessity and options to strengthen the UNSGM.

The BTWC is the core instrument to address biological weapons disarmament and non-prolifer-
ation, but, as outlined above, it lacks investigation capabilities. Therefore, over the years a number 
of States Parties to the BTWC have argued for linking the UNSGM more closely to the BTWC regime. 
There is no formal role for the UNSGM in the BTWC, and it is not mentioned in the text of the Conven-
tion. Nevertheless, as described in Chapter 2.1, it could play a useful role in supporting UNSC activi-
ties related to Articles VI or VII, or consultations under Article V.23 However, the UNSGM has remained 
contentious in the BTWC framework to this day and was disputed during BTWC review conferences. 
Many States Parties have repeatedly expressed their support for the mechanism, and a group of 
“Friends of the UNSGM” have bolstered the efforts of UNODA to strengthen it, including by providing 
funding and organising training courses and exercises for rostered experts and laboratories (see 
below). Some other States Parties, mostly from the Group of Non-Aligned and Other States Parties 
to the BTWC (NAM), on the other hand, have long preferred to downplay the role of the UNSGM in 

23	  	That Article V could be used to address allegations of biological weapons use is evident from Cuba’s invoking this ar-
ticle in 1997 to deal with its accusation that the USA had employed a biological agent against Cuba (Zilinskas 1999).
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the BTWC, presumably because they saw a reinforced role of the mechanism as counteracting their 
objective of establishing a legally binding and holistic additional instrument to strengthen the BTWC. 
Finally, Russia has opposed linking the UNSGM to the BTWC more closely for many years and has 
submitted a UNSGM-related proposal in the framework of the UN (see below). As a result of intense 
deliberations at each review conference since 2006, BTWC States Parties have collectively recog-
nised the UNSGM as an “international institutional mechanism for investigating cases of alleged 
use of biological or toxin weapons” and invited the UNSC “to request, if it deems necessary and in 
accordance with its Resolution 620 of 1988, the United Nations Secretary-General to investigate the 
allegation of use, using the technical guidelines and procedures contained in Annex I of United Na-
tions Document A/44/561 [...]”.24

In 2020, Russia started a UNSGM-related initiative in which it proposed a review of the UNSGM 
Guidelines & Procedures and a revision of the mechanism’s relationship with the BTWC and the UNSC. 
It has undertaken this initiative through resolutions submitted to the UNGA and its First Committee 
as well as through statements and a proposal submitted in the BTWC framework (UNGA 2020a: 13; 
UNGA 2021a; UNGA 2021b: 28–34; UNGA 2022). Regarding the review of the guidelines and pro-
cedures, Russia submitted draft resolutions to the UNGA First Committee in 2020, 2021 and 2022. 
These resolutions called on the UNSG to initiate a review process of the mechanism and to solicit the 
views of member states, and also encouraged UN members to transmit any proposals for revisions 
of the UNSGM to the UNSG. None of the draft resolutions was adopted.25 In explaining its proposal, 
Russia pointed out that there had been no such revision since the mechanism was established in the 
1980s and argued that updates were hence necessary in light of developments and technological 
changes since then. In 2023 and 2024, Russia continued to promote its proposal through statements 
made to the UNGA First Committee and in the BTWC framework on behalf of 13 other states (Russia 
2023).26 While it thus received some support for this initiative, many other countries have consist-
ently rejected it, repeatedly arguing either that the authority to initiate revisions of the guidelines and 
procedures rested solely with the UNSG, or that the Guidelines & Procedures in their current state had 
proven to be workable and did not need any revisions at all. Some of these countries also criticised 
the Russian suggestion as an attempt to undermine trust in the UNSGM’s current effectiveness.27

24	  	See Final Document of the 8th BTWC Review Conference (BWC 2017: 14, 16). The language in the 2011 and 2006 
documents is identical, although in 2006 the second reference was also placed in the section on Article VI. The Final 
Declarations of the review conferences in 2006, 2011 and 2016 are available online (UNODA c). The 2022 Review 
Conference could not agree on a Final Declaration.

25	  	In 2020, the resolution as a whole was rejected by 67 countries, with 31 countries voting “yes” and 63 abstentions. 
Votes on individual paragraphs were distributed largely similarly, though at times with a slightly higher number of ab-
stentions than negative votes. For the voting record see UNGA (2020a: 24–27). Voting results in 2021 (A/C.1/76/L.54): 
31 yes - 64 no - 77 abstentions (UNGA 2021c); in 2022 (A/C.1/77/L.69): 30 yes - 65 no -77 abstentions (UNGA 2022).

26		 Statement by the Representative of the Delegation of the Russian Federation at the Thematic debate on “Other 
WMDs” in the First Committee of the 79th Session of the UN General Assembly, New York, 22 October 2024, https://
mid.ru/en/foreign_policy/news/1977191/ (25/10/2024).

27	  	See explanations of vote by the United States, Germany on behalf of the EU and associated countries, Australia, the 
United Kingdom, Canada, Switzerland, New Zealand, Iran, and India (in the order in which they were delivered), all 
contained in UNGA (2020a: 14–18, 28–29).

https://mid.ru/en/foreign_policy/news/1977191/
https://mid.ru/en/foreign_policy/news/1977191/
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In their section G, the Guidelines & Procedures indeed provide for the possibility of revisions ini-
tiated by the UNSG, which may take into account the views of member states in this process. A revi-
sion of the appendices was carried out in 2007, which resulted, among other things, in the inclusion 
of items pertaining to investigations of biological weapons use. The Guidelines & Procedures them-
selves are written in a generic way to be adaptable to different mission scenarios; they were applied 
and proved effective in the investigation of alleged chemical weapons use in Syria in 2013, as well as 
in the Capstone Exercise carried out in 2020 and 2022 which simulated an investigation of an alleged 
biological weapons attack (RKI 2023a; UNGA 2013b).

Regarding the role of the UNSC, Russia’s 2020 draft resolution, while reaffirming the UNSGM as 
well as the BTWC, CWC and Geneva Protocol, stated that any allegation of biological weapons use 
should be dealt with only within the BTWC framework (UNGA 2020b). This would effectively have 
provided for UNSC involvement in accordance with Article VI of the BTWC, including the possibility 
for the five permanent UNSC members to exercise their veto powers to block an investigation. If 
implemented, the Russian proposal would have sidelined the UNSGM, prevented states from calling 
on the UNSG directly to request an investigation, and circumvented any independent investigations 
through this mechanism. The proposal was opposed not only by those countries who traditionally 
support the UNSGM strongly, but also for instance by Iran, which supported the draft resolution as a 
whole but voted against the paragraph that referred to the role of the UNSC. In its explanation of vote, 
Iran emphasised the need for independence of the UNSGM, out of concern over what it perceived 
as Western countries’ dominance in the Security Council. Several Western countries put on record 
that they continued to strongly support the UNSGM as well as the pertinent international treaties, but 
that they had voted against the draft resolution because they opposed what they saw as a Russian 
attempt to undermine the mechanism’s independence by enhancing the role of the UNSC (including 
the permanent members’ veto power) in the investigation process.28 

The 2021 and 2022 draft resolutions lacked any reference to the role of the UNSC but focused 
solely on the revision of the Guidelines & Procedures. However, in 2021 and in 2022 Russia submit-
ted working papers to the BTWC Meeting of Experts and the 9th Review Conference, respectively, in 
which it proposed that a group of governmental experts should develop “guidelines and procedures 
to initiate and conduct investigations under Article VI of the BTWC” (Russia 2021; 2022). As explained 
above, under this article States Parties to the BTWC can request the UNSC to deal with matters of 
grave compliance concerns, as the use of biological weapons would be. By establishing a parallel 
investigation mechanism in addition to the UNSGM under Article VI, this proposal would introduce 
different standards and modes of investigation and would accord the UNSC a role in the investiga-
tion of alleged bioweapons use, which would politicise the investigations, especially given the cur-
rent polarisation of the UNSC over matters of international security. At the BTWC Meeting of States 
Parties and the First Committee of the UNGA in 2023, several states referred to the UNSGM and the 

28	  	See explanations of vote by the United States, Germany on behalf of the EU and associated countries, Australia, the 
United Kingdom, Canada, Switzerland, New Zealand, Iran, and India (in the order in which they were delivered), all 
contained in UNGA (2020a: 14–18, 28–29). Explanations of vote on the 2021 draft resolution are contained in UNGA 
(2021b: 29–32). For Russian proposals in the BTWC framework see BTWC Working Papers submitted by Russia in 
2021 and 2022 (Russia 2021; 2022).
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Russian initiative, either by simply reaffirming their support for the UNSGM or by also rejecting the 
Russian proposals that the UNSGM needed a revision or that the UNSC should play any role in that 
mechanism.29

The topic of investigations of alleged biological weapons use or of disease outbreaks of unclear 
origin has received limited attention from non-governmental experts. One proposal, however, put for-
ward by the Nuclear Threat Initiative’s biological programme (NTI:bio), aims to bolster international 
capabilities to “discern the source of high-consequence biological events of unknown origin” (Kane/
Yassif 2023). To this end, NTI proposed to establish a new mechanism, the “Joint Assessment Mech-
anism” (JAM), that would “enable a rapid-reaction multinational team to determine the source of a 
high-consequence biological event of unknown origin.” (Cameron et al. 2020: 21). In the view of the 
initiators of this proposal, the new mechanism would complement existing investigation capabilities, 
as it “would be more expansive and intensive than a standard WHO public health mission, and the 
bar for triggering it would be lower than that for a UN Secretary General’s Mechanism investigation” 
(Cameron et al. 2020: 21), though this bar would still “be set high enough to preclude easy launch 
of frivolous investigations that undermine the integrity of the mechanism” (Cameron et al. 2020: 
21–22). Regarding the institutional and administrative set-up, the proposal suggests that the JAM 
should be based in the UNSG’s office and should act in cases where initial WHO investigations indi-
cate that the source of an outbreak is unclear (NTI 2024). This proposal addresses a current gap in 
investigation capacities, where the origin of a disease outbreak appears unusual but where there is 
not sufficient evidence for a deliberate attack to warrant a UNSGM mission (NTI 2024). However, its 
political, institutional, financial and technical feasibility may need further discussion.

The WHO addresses investigations of disease outbreaks inter alia in its “Global framework to 
define and guide studies into the origins of emerging and re-emerging pathogens with epidemic and 
pandemic potential”, published in September 2024 (WHO 2024a). The framework does not set up an 
international investigation mechanism. Rather, it is intended to provide guidance to states on how to 
investigate outbreaks of infectious diseases with epidemic and pandemic potential quickly and effi-
ciently. While the framework includes a section on laboratory biosafety and biosecurity, it explicitly 
states that “the deliberate or intentional release of pathogens from laboratories is not covered in this 
framework” (WHO 2024a: 20). Investigations carried out in accordance with this framework would 
hence not cover alleged biological weapons use. However, WHO has also been developing measures 
and procedures to respond to deliberate biological events with a focus on the public health aspects 
(WHO 2024c). In such an instance, or if the origin of an outbreak is unclear, WHO investigations might 
well run in parallel with other national and UNSGM investigations, which should be taken into consid-
eration when a UNSGM mission is being planned. 

29	  	See statements submitted to the 2023 Meeting of States Parties to the BTWC (Sweden) and to the First Committee 
of the UNGA in October 2023 (Australia, Canada, Czechia, France, Germany, Japan, South Africa, South Korea, Spain, 
Switzerland, the UK, Ukraine and the United States). While most states only referred to “proposals” or “initiatives”; 
Germany, Ukraine and the United States explicitly named Russia in their statements. All statements are available at 
UNODA a.
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4.3 ACTIVITIES TO STRENGTHEN THE MECHANISM

The consideration of technological developments and of the political context has underlined the 
need to strengthen the UNSGM in its current form, including by exploiting useful technological de-
velopments, preparing for all kinds of incident and investigation scenarios, and safeguarding the 
mechanism against political attacks. According to its mandate, the UNSGM can be activated to in-
vestigate alleged attacks with chemical as well as biological weapons. However, unlike the BTWC, 
the CWC, which entered into force in 1997, contains provisions for the investigation of alleged chem-
ical weapons use (CWC Verification Annex, Part XI), and the OPCW maintains an inspectorate that is 
also trained for this purpose. Any case of alleged chemical weapons use involving a CWC member 
state would hence primarily be dealt with by the OPCW. Even before Syria acceded to the CWC and 
the OPCW took over the investigations of alleged chemical use there, the UNSGM was able to draw 
on the expertise of the OPCW (and the WHO, for that matter) in its investigation.30 With 193 States 
Parties as of December 2024, the CWC is by now near universal in membership. While future UNSGM 
investigations in the chemical field are not inconceivable, it is likely that any such investigation would 
be carried out by the OPCW if CWC members were involved, or at least with OPCW support as laid out 
in the Supplementary Agreement concluded between the UN and the OPCW. Given the lack of simi-
lar investigation procedures and institutions in the biological weapons field, no such support would 
be available to the UNSG to investigate cases of alleged biological weapons attacks. The focus of 
activities to maintain and strengthen the UNSGM’s capacities has hence been on the biological field.

Without a standing capacity similar to the OPCW, biological investigations will depend on qual-
ified experts who are ready to be deployed in case the UNSGM is activated. Experts can have such 
diverse backgrounds as “medicine, veterinary medicine, plant health, microbiology, chemistry, toxi-
cology, and epidemiology” (G&P, Appendix IV). Apart from those disciplines listed in the Guidelines & 
Procedures, other areas of expertise have been identified as crucial, such as having security experts 
in the team (UNODA 2015: 10). Ake Sellström, head of the UNSGM mission in Syria, has commented 
on his experience that the “multidisciplinary demands of contemporary inspections” should be con-
sidered “by continuously cultivating new expertise in fields such as chemistry, biology, forensics, and 
criminal investigation” (Sellström 2021: 99). Moreover, during the most recent comprehensive exer-
cise (see below), it became clear that a mission could benefit from additionally strengthening certain 
skills sets on the roster, and that member states should be encouraged to nominate, for instance, 
more experts on interviewing, communication, media analysis etc. (RKI 2023a). 

For such a diverse team to be able to deploy to the field on short notice and to carry out an effec-
tive investigation, sufficient training is indispensable. UNODA takes a central role in coordinating ef-
forts to strengthen the capacities of the mechanism. In the interest of promoting an objective investi-
gation, UNODA has taken steps to geographically diversify the roster of expert consultants, qualified 
experts and laboratories. However, recent numbers demonstrate that there is still an imbalance, with 
WEOG (Western European and Others Group) representation outnumbering other regions, especially 
in contrast to the GRULAC (Group of Latin American and Caribbean Countries) (UNODA d). In order 

30	  	Since toxins are also covered by the CWC, this would extend to the alleged use of toxins as weapons as well.
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to address this issue, UNODA has recently focused more on outreach activities for the African, Asian 
and Latin American regions.31 As the responsibility to nominate experts for the roster lies with the 
Member States, it is important to continue those efforts and raise awareness that a diverse skill set 
is needed for the complex task of a biological weapons investigation.

Besides the UN as a coordinating body, training and capacity-building rests largely on the shoul-
ders of Member States willing to support the UNSGM. This “Friends of the UNSGM” group consists of 
like-minded states that provide in-kind contributions in the form of funding, equipment, suggestions 
for policies/procedures, and training. Regarding training, the Guidelines & Procedures note that

(a)ny interested Member State may designate to the Secretary-General relevant specialized 
training or courses available to qualified experts in support of their possible role on his be-
half in carrying out investigations of possible use of CBT [chemical, biological or toxin, UJ/
SK/IM] agents including exchange of information and expertise, in order to facilitate achieve-
ment of a common basis of understanding and operation. (G&P, para. 40)

There has been a range of training courses since 2009, organized or hosted by various states includ-
ing Australia, Canada, Denmark, France, Germany, Portugal, Sweden, South Africa, the UK and the 
United States. INTERPOL, VERTIC and the OPCW have also provided training for qualified experts in 
the past (UNODA e). In addition, several other countries and the European Union have provided finan-
cial contributions inter alia for training efforts, and other support.32

With each potential mission representing a unique case with individual requirements, experts 
need to be equipped with a set of skills covering aspects such as knowledge of the UNSGM Guide-
lines & Procedures, familiarity with UN regulations, security awareness, interview and sampling, 
negotiation and communication, etc. Training has focused on building and enhancing those mis-
sion-relevant skills and at the same time providing the opportunity for team building amongst the 
qualified experts on the roster. Also, expert consultants have been more involved in recent years, 
such as in an expert consultant workshop in 2020.33 While expert consultants will have extensive 
technical expertise in their respective fields, they also need to have a good level of understanding of 
the UNSGM, its mandate and procedures. With more than 600 qualified experts and more than 120 
expert consultants currently on the roster, the need to train each of them is also far from covered. 
Fluctuation on the roster has put an additional strain on training efforts, impeding the goal to prepare 
all rostered experts for a mission. UNODA has recently created a training catalogue to ensure con-
sistency, which foresees that all qualified experts participate in a UNSGM “basic training course” as 
well as an SSAFE (Safe and Secure Approaches in Field Environments) course (UNODA e). Additional 
training is provided for smaller numbers of experts on topics such as interviewing, biological crime 

31	  	For activities see e.g. the UNSGM newsletter published online at https://disarmament.unoda.org/wmd/unsgm-news-
letter/.

32	  	https://disarmament.unoda.org/wmd/sgm-partners/.

33	  	https://disarmament.unoda.org/wmd/sgm-training-activities/.

https://disarmament.unoda.org/wmd/sgm-partners/
https://disarmament.unoda.org/wmd/sgm-training-activities/
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scene management, safe handling and shipment of samples, and decontamination (UNODA e). There 
have also been collaborative workshops with both expert consultants and qualified experts, such as 
a pre-deployment workshop held by UNODA in 2024.34 Still, it will require continuous engagement of 
Member States to provide the funding for future training courses.

The results of past training efforts and the general preparedness situation of the UNSGM have 
been tested in two field exercises organized by Germany. The first Capstone Exercise in 2014 was 
based on the what was called a “functional subunit approach”, which had been proposed by Denmark 
and entailed small teams from different countries that had previously worked together covering spe-
cific tasks within the investigation (RKI 2023b). This approach was discarded as not feasible, and for 
the second exercise in 2020/2022, the head of mission together with a core team was responsible for 
building subunits ad hoc from the selected team members. The second Capstone Exercise focused 
on evaluating the cooperation of different stakeholders involved in a mission and the current status 
of training of qualified experts. The resulting evaluation report identified various lessons learned 
which have encouraged the Friends of the UNSGM group and UNODA to work on a more consistent 
training approach customised to the needs of qualified experts.

Any future UNSGM mission would have to face complex political conditions and expectations as 
well as the challenges and opportunities posed by technological developments. All this should be 
taken into account when considering relevant fields of expertise for rostered experts and enhancing 
training opportunities. The potential for disinformation and misinformation has increased in the digi-
tal age, which consequently requires experts to be prepared to navigate and communicate this highly 
challenging terrain. Similarly, any results presented by the mission team in their report will need to 
withstand scrutiny by political, scientific and possibly legal stakeholders that may or may not try to 
delegitimize the work of the mission team (Mc Leish/Moon 2020: 540). Experiences from investiga-
tions of chemical weapons use in Syria show how findings from even independent and technically 
sound investigations can become highly politicised and contested. Training therefore will need to 
raise awareness amongst qualified experts for these political challenges and, ideally, also prepare 
them sufficiently for the task of navigating a politically sensitive situation.

5. Conclusions and Recommendations

This PRIF Report has summarized the main political, scientific and technological challenges for the 
UNSGM as well as the current discussions around addressing them. In view of the nature of the field, 
it is important to keep in mind that the UNSGM has a specific mandate to investigate allegations of 
the use of biological or chemical weapons. The UNSGM would be neither mandated nor equipped to 
carry out a standard epidemiological investigation, which would fall to national or international public 
health authorities and institutions, or to conduct a criminal investigation, which would be the task of 
law enforcement agencies. In practice, however, there might be overlaps and intersections between 

34	  	https://front.un-arm.org/wp-content/uploads/2024/06/UNSGM-issue8.pdf;  
https://publications.unoda.org/documents/5/UNSGM-issue9.pdf (22/10/2024).

https://front.un-arm.org/wp-content/uploads/2024/06/UNSGM-issue8.pdf
https://publications.unoda.org/documents/5/UNSGM-issue9.pdf
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these kinds of investigations in the event of a disease outbreak of ambiguous origin. It would there-
fore be important for all stakeholders potentially involved to be aware of each others’ mandates, ac-
tivities, objectives and frameworks of investigations in order to minimise friction and use synergies 
between the different processes to the greatest extent possible.

As described in the text, the field of biological weapons poses inherent challenges given the 
difficulty in distinguishing between natural disease outbreaks, accidental releases and deliberate at-
tacks. The risk of disease outbreaks with epidemic or pandemic potential is expected to increase,35 
and combined with rising international tensions that already include bioweapons-related aspects, 
this also increases the need for independent and effective investigation capacities. Technological 
developments in biology, biotechnology and other fields such as artificial intelligence may enhance 
the threat of bioweapons, as some of them could potentially be misused for weapons purposes; 
however, they also provide opportunities to enhance prevention, detection, mitigation and not least 
investigation of disease outbreaks, regardless of their origin. Politically, there are a number of chal-
lenges. Changing modes of warfare could perhaps change rationales for including biological weap-
ons in military or terrorist strategies. A growing risk of misuse stemming from biological research 
with dual-use potential may, among other things, give rise to misperceptions and suspicions in case 
of disease outbreaks with unclear origins. Bioweapons-related disinformation campaigns, building 
on the fact that much of biological research and biotechnology has a dual-use character, are already 
being carried out and could increase. And last but not least, there are political efforts underway to 
undermine the independence of UNSGM investigations and, more generally, the trust in scientific ex-
pertise related to arms control and disarmament investigations.

There is thus an important role for independent, effective and credible investigations of allega-
tions of biological weapons use such as the UNSGM could provide. A UNSGM investigation can 
help clarify such allegations by either confirming or refuting them, thereby addressing situations that 
could easily exacerbate international tensions. It could contribute to deterring violations of the non-
use norm for biological weapons, and while it is not an instrument of enforcement or accountability 
itself, it could at least indirectly and under certain circumstances contribute to holding perpetrators 
accountable for the use of biological weapons. 

The leeway for interested states to pursue avenues in traditional arms control strategies is cur-
rently limited and may decrease even further in the future. The negotiation of new multilateral arms 
control instruments is likely to remain difficult for the time being in the current international security 
climate. It is hence crucial to maintain, support and strengthen the existing instruments. The UNSGM 
is operational, and one of its strengths is its independence from the political quarrels and veto pow-
ers in the UNSC. Maintaining this independence and safeguarding it against efforts to undermine it 
will be a crucial task for the future. Ensuring the UNSGM’s operationality and effectiveness in light of 
the scientific, technological and political challenges outlined above is also of the essence.

35	  	The increase in disease outbreaks with epidemic or pandemic potential is influenced by several factors, including cli-
mate change and globalisation, zoonotic transmission, viral mutation and antimicrobial resistance (see e.g. Edelson 
et al. 2023; RKI 2023c; Semenza et al. 2022).
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There are three types of stakeholders that can in one way or another provide specific support to 
ensure that the UNSGM remains actionable and strong in its capabilities to uphold the norm of bio-
logical non-use. First, the UNSGM is dependent on UN Member States, who should not only call upon 
its opportunities for investigation in a case of alleged use of biological weapons, but also provide 
the means to ensure that the rostered experts and laboratories are sufficiently trained and prepared. 
UN Member States should therefore contribute sustainable funding and other forms of material sup-
port to UNODA in order to support training efforts that are strategic and sustainable. UN Member 
States’ commitment is also crucial to strengthening the UNSGM politically. The importance of this 
mechanism is well known to many within the international disarmament community. However, there 
is a need to spread awareness about the UNSGM further, also at the national level, regarding the op-
portunities and procedures of the mechanism’s investigations. Awareness-raising efforts should be 
directed towards those who have the authority to nominate experts and laboratories as well as those 
who would come into contact with a UNSGM mission professionally, for example through concurrent 
public health or law enforcement investigations. In addition, while some UN Member States such as 
the Group of Friends of the UNSGM are highly invested in supporting the mechanism and have nom-
inated many experts to the roster, it is important that all geographic regions be well represented in 
order to ensure that an investigation would be accepted politically. Political representatives should 
therefore share their knowledge about the mechanism and promote further nominations from under-
represented UN Member States.

Second, UNODA as custodian of the mechanism is the main resource in ensuring the prepared-
ness of the UNSGM. UNODA is already very engaged in strengthening the capacities for an investiga-
tion, and should continue to promote the UNSGM to ensure the availability of a broad geographical 
and professional range of expertise, provide training for rostered experts and laboratories, and carry 
out exercises to test internal procedures and different scenarios with which a real mission could be 
faced. UNODA is not only the coordinating entity for an investigation mission, but would also consult 
and work together with other potential parallel investigations such as those by national and interna-
tional health bodies as well as national law enforcement. It is hence crucial to develop plans for such 
scenarios and for UNODA to continue to engage in discussions with relevant institutions such as 
WHO, WOAH, OPCW and INTERPOL.

Finally, the disarmament research community plays a role in enhancing knowledge about the 
mechanism. This PRIF Report is intended to contribute to the scarce literature that currently exists to 
raise awareness and to inform research on international bioweapons investigations. Further research 
could be conducted, for instance, to examine and evaluate potential opportunities and risks of new 
technological and political developments for the UNSGM; to identify, analyse and assess the politi-
cal and technical developments that affect the UNSGM in its capacity to act; and to develop policy 
options designed to strengthen the UNSGM in the face of the challenges it is facing. Taken together, 
action by all three stakeholder groups could ensure that the UNSGM can provide a viable and usable 
instrument to help achieve the goal as set out in the BWC preamble, “for the sake of all [human]kind, 
to exclude completely the possibility of bacteriological (biological) agents and toxins being used as 
weapons”.
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