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Abstract. Individual health data is crucial for scientific advancements, particularly
in developing Artificial Intelligence (Al); however, sharing real patient information
is often restricted due to privacy concerns. A promising solution to this challenge
is synthetic data generation. This technique creates entirely new datasets that mimic
the statistical properties of real data, while preserving confidential patient
information. In this paper, we present the workflow and different services
developed in the context of Germany’s National Data Infrastructure project
NFDI4Health. First, two state-of-the-art Al tools (namely, VAMBN and
MultiNODEs) for generating synthetic health data are outlined. Further, we
introduce SYNDAT (a public web-based tool) which allows users to visualize and
assess the quality and risk of synthetic data provided by desired generative models.
Additionally, the utility of the proposed methods and the web-based tool is
showcased using data from Alzheimer’s Disease Neuroimaging Initiative (ADNI)
and the Center for Cancer Registry Data of the Robert Koch Institute (RKI).
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1. Introduction

Sharing real patient data from clinical studies is critical for scientific progress, but
privacy regulations often restrict access. While federated machine learning is
increasingly receiving attention, the implementation of according platforms poses non-
trivial organizational, legal and technical challenges, including the existence of a
common data model across different participating centers. One alternative solution is to
generate synthetic datasets, which mimic the statistical properties of real data while
limiting the release of confidential information.

In recent years, multiple approaches for generating synthetic data with the help of
Al models have been published. For instance, generative models such as adversarial
networks (GANs) [1] have demonstrated significant success in various (medical
imaging) use-cases [2-4]. However, GANs frequently exhibit statistical mode collapse,
raising concerns about the adequacy of synthetic data in capturing the true patient
distributions. Furthermore, the generation of patient-level synthetic clinical study data
poses unique challenges: a) Clinical studies often comprise a mixture of longitudinal and
static data, and patient visits may have different time intervals. b) There are multiple data
modalities comprising, e.g., continuous numerical, ordinal as well as categorical features.
¢) Missing values can occur at random as well as not at random, e.g. due to patient drop-
out. These challenges require the development of specific methods that are tailored to
address the aforementioned issues.

Our previously published Variational Autoencoder Bayesian Networks (VAMBN)
[5], and Multimodal Neural Ordinary Differential Equations (MultiNODEs) [6] are
aimed at providing realistic counterparts for clinical datasets while appropriately
addressing the challenges mentioned above. To evaluate the quality of synthetic data, but
also potential privacy risks we subsequently implemented the publicly available web-
based tool, SYNDAT.

There have been efforts in related work to objectively assess quality of synthetic
data provided by different generative Al tools and further to verify the utility of the
generated data to solve a down-stream real-world problem. Arnold and Neunhoeffer [7]
proposed a framework for the evaluation of the quality of differentially private
synthesized data. Chen et al. [8] conducted a study to evaluate Synthea [9], a synthetic
data generator leveraging a Generic Module Framework integrating a state transition
mechanism, as applied for a colorectal cancer screening task. Although related works
address some important aspects of synthetic data generation, to the best of our
knowledge, there is no open-source tool available for researchers to objectively assess
the quality and utility of synthetic data, particularly clinical patient data. To address this,
SYNDAT publicly provides visualizations and evaluation tools for researchers for the
objective assessment of the quality and utility of synthesized health data cohorts.
Furthermore, with SYNDAT we aim at closing the gap of limited consensus when it
comes to the systematic and objective comparison of generative models as identified by
literature [7,8].

This paper provides a high-level overview about the NFDI4Health toolkit for
synthetic health data generation and evaluation. The effectiveness of this approach is
demonstrated using real-world datasets from the ADNI and the Cancer Registry Data of
the RKI.



S. Moazemi et al. / NFDI4Health Workflow and Service 23
2. Methods
2.1. Al-Based Generation of Synthetic Clinical Study Data

To generate synthetic data in a way that addresses the specific challenges of multimodal
longitudinal clinical study data, we have in the past developed two generative Al
techniques: (1) VAMBN [5], and (2) MultiNODEs [6]. Briefly, VAMBN is a hybrid
modeling approach, in which initially the potentially high dimensional feature space of
a clinical study is grouped into modules. These modules could, e.g., represent
demographics, volumes of defined brain regions, clinical assessments, biomarkers and
others. Each of the modules is initially encoded in a lower dimensional space using a
Heterogeneous Incomplete Variational Autoencoder [10], which accounts for missing
values as well as different data modalities within each module. In a second step these
modules are then connected via a Bayesian Network. At this point it is possible to model
the sequence of different visits and to account for missingness not at random via specific
auxiliary variables. An extension of VAMBN, named VAMBN Memorized Time Points
(VAMBN-MT), has recently been introduced to improve the reconstruction of
longitudinal dependencies via Long Short-Term Memory networks. More details are
described in our previous papers [5,15].

MultiNODE:s is an alternative method for handling mixed static and longitudinal
data. The longitudinal part of the data is modeled on a continuous time scale using Neural
Ordinary Differential Equations (NODE) [11]. More specifically, static as well as
longitudinal data are initially encoded in a joint lower dimensional space, which
represent the initial conditions of a NODE. Solving the NODE yields a latent disease
trajectory, which can be decoded and mapped to the original data. Since MultiNODEs
are trained via variational inference it is possible to generate highly realistic synthetic
patient trajectories on continuous time scale, hence enabling interpolation between visits
as well as extrapolation. A limitation of MultiNODEs compared to VAMBN is a
significantly higher demand in terms of computational resources. Furthermore, VAMBN
yields a “white box” model, which can be visualized as a graph. On the other hand, we
found VAMBN to represent the correlation structure between variables less well than
MultiNODEs [6]. All algorithms are available open source and can thus be employed
within a data holding organization for data synthesization>>*,

2.2. Evaluation of Synthetic Patient Data

Critical questions for any synthetic data generation approach are the realism of the
generated data on the one hand and the potential risk to deduce characteristics of a real
study participant from the synthetic data on the other hand. In order to address these
points we have developed SYNDAT, a public web tool
(https://syndat.scai.fraunhofer.de/) that helps researchers to evaluate synthetic data
quality and privacy. Importantly, SYNDAT can also be downloaded and installed locally
by a data holding organization to work with patient data internally. It is made available
as an open source tool for common usage. To evaluate the quality of synthetic data,
SYNDAT compares real and synthetic patient data by three quality metrics:

2 https://github.com/nfdi4health/docker-vambn
3 https://github.com/nfdi4health/vambn-extensions-evaluations
4 https://github.com/SCAI-BIO/MultiNODEs
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a) ability to discriminate between real and synthetic data by a machine learning (ML)
classifier, trained based on a 5-fold cross validation data splits of the original and
synthetic data. A low classifier performance is an indication of a high discrimination
ability, b) similarity of marginal statistical distributions of each individual variable in
real and synthetic datasets, measured via their Jensen-Shannon-Divergence (JSD),
averaged over all available features and c) a score measuring the preservation of the
correlation structure between variables in the synthetic data, which we compute based
on the normalized quotient of the Frobenius norm of the pairwise feature correlation
matrices of the real and synthetic data. We normalize each of the three metrics to a quality
score in the range of 0-100 for a more intuitive understanding. Since a high score is in
most disciplines associated with better performance, we inverse the JSD distance
measure as well as the relative correlation difference such that a low value corresponds
to a high score. Similarly, for the ML classifier, a bad performance (AUC close to 0.5)
is converted to a high Distinction Complexity score.

SYNDAT also includes privacy risk scores based on the privacy framework of
Giomi et al [5], which assess the risks of a) singling out a patient by rare or unique
attributes (singling out risk), b) being able to link two sets of attributes of the same patient
in external datasets A and B (linkability risk), and ¢) being able to deduce the value of a
specific attribute in a given patient record (inference risk). In addition to viewing quality
and security scores, SYNDAT allows users to visualize the data using t-SNE projections
as well as plots of individual variables and correlation structures. In this context,
SYNDAT also offers the possibility to automatically identify outliers in the synthetic
data (see Figure 1). All of the above mentioned metrics and visualizations can be
computed ad-hoc following a data upload in the associated dashboard and are available
within minutes after triggering the processing procedure.

(a) (b)

Figure 1. Two-dimensional embedding of patient distribution of real and synthetic data (a) and computed
outlier probabilities for synthetic data points (b) for the ADNI dataset.

2.3. Data

We exemplify the use of VAMBN for synthetic data generation and SYNDAT for quality
and risk assessment: In collaboration with the Center for German National Cancer
Registry Data at the RKI [10], we created a synthetic data set using VAMBN based on
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oncology data of patients with glioblastoma multiforme [11]. The data is cross-sectional
and comprises 9 variables with over 40,000 records.

The second dataset is from the Alzheimer’s Disease Neuroimaging Initiative (ADNI).
It is a multimodal, longitudinal clinical study currently enrolling more than 2000
participants. To mitigate the high amount of missingness in consequent visits, we only
evaluated baseline visits and subsequently removed rows with missing reports, resulting
in a subset of 76 variables available for 665 patients.

3. Results

We found that synthetic data generated by VAMBN retains the statistical properties
within variables as well as the pairwise correlation structures across variables for both
tested datasets.. This even applies for clinical data that is inherently difficult to model
due to difficulties such as missing and highly diverse data in terms of scales and
properties. We highlight these capabilities based on the results we computed using
SYNDAT. We achieved excellent results, especially for the RKI data set based on the
metrics we introduced for SYNDAT. The synthetic data generated by VAMBN is nearly
indistinguishable by a trained ML model. We computed this by the Discrimination
Complexity score for SYNDAT in Figure 2. We found that the statistical distributions
are kept almost identical to the real data with a Jensen-Shannon distance close to 0
corresponding to a Distribution Similarity score close to 100. We show exemplary
distribution plots for two features in Figure 3. In addition to the distributions within each
feature, the correlations across features were also preserved to a high degree as shown
for two exemplary features in Figure 4. We achieved similar performance for the
synthetic ADNI data for both the Distribution Similarity and feature Correlation Score,
with a score of 87 for the JSD metric and a score of 80 for the pairwise correlation metric.

) ) )
\ 9,00 / / /

\98' \95-.

Discrimination Complexity Distribution Similarity Correlation Score

Figure 2. Exemplary VAMBN synthetic data quality results for the RKI data set as computed and displayed
in the SYNDAT Dashboard.

5 https://adni.loni.usc.edu
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Figure 3. Visualization of two feature distributions for the RKI data for the age of diagnosis (a) and days until

death or end of treatment (b).
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Figure 4. Pairwise feature correlations of the real (a) and synthetic (b) RKI data generated by VAMBN.

4.

Discussion

Our contributions in the spectrum of NFDI4Health initiative address some of the crucial
challenges in the field of federated machine learning in the extremely heterogeneous
horizon of data-driven clinical patient studies. First, clinical patient cohorts often
attribute inconsistent measurement frequencies with some patient-level static features
alongside bed-side or lab values captured at often irregular time intervals. Further, patient
data are multimodal in nature, as different information might be stored in different data
types, e.g., ordinal, categorical, etc. Additionally, due to various reasons such as patient
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drop-out, missingness is an integral part of clinical data cohorts. Our previously
developed generative models for synthetic health data, namely VAMBN and
MultiNODEs, have been successfully utilized to cope with these challenges in previous
works [5,6,15].

Our findings suggest that using our proposed synthesization methods, clinical data
can be modeled with high fidelity, preserving their original statistical properties as well
as the correlations across features to a high degree.

A potential limitation of synthetic data as well as an ongoing topic of research is
however the degree to which synthetic data can still be vulnerable to adversary attacks
such as membership inference [16]. While adaptations to generative methods to
implement concepts such as Differential Privacy (DP) aim to mitigate the risk of such
attacks, it has been shown that data utility will generally decrease as privacy guarantees
increase [17].

Another prominent approach of data sharing is the use of anonymization tools, such
as ARX by Prasser et al. [18]. Similarly as for synthetic data, anonymized data will -
with the degree depending on its implementation - always trade off data utility for
privacy. It has also been shown that data that has been anonymized using paradigms
such as k-anonymity is still susceptible to privacy attacks such as Singling Out Attacks,
where DP provides much better protection [19].

Given the importance of evaluating data utility and privacy in both synthetic and
anonymized data, we aim to further improve on the proposed evaluation techniques to
facilitate such assessments. Future research should also focus on the further development
of implementations that provide privacy guarantees for generative methods while
limiting potential loss of data utility.

As identified in the literature [7,8], another aspect which we aimed at addressing by
introducing SYNDAT was the lack of consensus for the systematic and objective
methods for comparing generative models, focusing primarily on synthetic health data
cohorts. SYNDAT provides open-source tools for researchers and developers to
objectively assess the quality and utility of synthetic data in terms of visualizations and
evaluation metrics meticulously tailored for clinical patient data studies. Therefore, our
approach keeps promise towards closing the gap of consensus by providing publicly
available tools equipped with state-of-the-art objective measures.

5. Conclusion

NFDI4Health has the mission to facilitate the access to patient-level clinical study data
in Germany. In this context synthetic data generation techniques play a relevant role,
because these data can be shared with lower legal barriers than real patient data, hence
fostering collaboration between organizations. Furthermore, data synthesization might
be viewed as a potential alternative to more traditional anonymization techniques.

Synthesization of clinical study data comes along with unique challenges, which are
addressed by the development of advanced and specifically tailored generative Al
models (MultiNODEs, VAMBN, VAMBN-MT). Subsequently, SYNDAT allows
quantifying the quality of synthetic data as well as potential privacy risks. Altogether,
we are thus offering a solution, which supports the use of synthetic data generation
approaches for clinical research and development.

Future developments could include the use of synthetic data to facilitate federated
learning (FL), where data scientists need to develop algorithms without having direct



28 S. Moazemi et al. / NFDI4Health Workflow and Service

access to data. Moreover, also learning of synthetic data over distributed datasets
following the same common data model could be explored.
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